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ABSTRACT 

Data preparation involves collecting, processing, and cleansing data for use in analytics and 
business intelligence. These tasks include accessing, loading, structuring, purging, unifying 
(joining), adjusting data types, verifying that only valid values are present, and checking for 
duplicates and uniform data (for example, two birthdates for one person). When we look 

specifically at accessing data, we bump into the first real issue: dealing with sensitive and 
personal data. Many industries (for example, banks) have very strict rules concerning the 
movement, handling, and storage of data . Data preparation is playing the role of self-
service data management. Traditional data management processes can produce data up to 

a point, but dynamic fine-tuning and last-minute work is being done in a self-service way, 
using data preparation tools. But how can we feed this process with sensitive data or 
personal data without potentially compromising this data?  

Cloud Data Exchange is an intrinsic part of SAS® Data Preparation. With Cloud Data 
Exchange , we can give users secure, easy access to data, help users to easily manage 

access to remote data, to securely transport the data to any location (including the Cloud), 
enable users to control read and write access, and facilitate users to control and monitor 
data usage. Let’s look at how Cloud Data Exchange can enable secure movement of data 
from source to on-premises, public cloud, private cloud, and hybrid cloud locations. 

INTRODUCTION 

 

Figure 1. What is SAS Data Preparation and Why Does it Matter? 
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As the amount of data, and the number of sources increase, good data preparation is 
becoming both costlier and more complex. It is therefore the new paradigm that is shaping 
the market. It has also become, effectively, self-service data management. What is clear is 

that it is becoming more important to shape the data and to get it right for analytics. Many 
more companies are now data-driven. Businesses make decisions today based on data and 
it is vital to be able to access data quickly and prepare it for analysis. Big data environments 
such as Hadoop mean that it is impossible to move data from these environments. Instead, 

it is important to process data in place and combine resultant data with other sources as 
part of preparing data for analytics. 

Data preparation is therefore an essential part of any analytics project. Getting the right 
data, and preparing it right, means that it is possible to get good answers to analytical 

questions. Use poor quality data, or data that have been badly prepared, and the results of 
your analysis are unlikely to be reliable. 

But what if we want to feed our analytics project with sensitive data or personal data? How 
can we do this without potentially compromising this data? 

HORROR STORIES 
 ”Data breaches are deadly”, what exactly does that mean? Here are some examples: 

 

Figure 2. Horror of Horrors! 

Equifax: In 2017, the credit reporting firm revealed that a breach from mid-May to the end 
of July 2017 potentially impacted 143 million US consumers. In March, it said that another 

2.4 million people were possibly affected.  

Anthem: The insurance giant saw tens of millions of client accounts compromised, with 

birthdates and other personal information released onto the black market. 

Gundremmingen: This nuclear plant north of Munich discovered that their systems were 

infected with malware that could have given outside forces access to a system used for 
moving highly radioactive nuclear fuel rods. 
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SECURING YOUR DATA 
There are three types of cloud solutions. Each of these offers a unique combination of 
advantages and drawbacks: 

Public Cloud: These services offer accessibility and security. This security is most suitable 
for unstructured data, like files in folders. Most users do not receive a great deal of 
customized attention from public cloud providers. This option is affordable. 

Private Cloud: Private cloud hosting services are on-premises solutions. Users assert 
unlimited control over the system. Private cloud storage is more expensive. This is because 

the owner manages and maintains the physical hardware. 

Hybrid Cloud: Many companies choose to keep high-volume files on the public cloud and 

sensitive data on a private cloud. This hybrid approach strikes a balance between 
affordability and customization. 

 

HOW SECURE IS CLOUD STORAGE? 
All files stored on secure cloud servers benefit from an enhanced level of security. The 

security credential most users are familiar with is the password. Cloud storage security 
vendors secure data using other means as well: 

• advanced firewalls 

• intrusion detection 

• event logging 

• internal firewalls 

• encryption 

• physical security 

The value is accessing the data and putting the data to use. But how do we do this without 
risking a data breach? What are the options when the data modeling and analysis is 

happening in the Cloud while the most relevant data is secured on in-premises systems? 
How can we securely, and equally important, easily access this data while preventing its 
exposure to the world?  

Cloud Data Exchange is an intrinsic part of SAS Data Preparation. With Cloud Data 
Exchange, we can give users secure, easy access to data, help users to easily manage 
access to remote data, to securely transport the data to any location (including the Cloud), 
enable users to control read and write access, and facilitate users to control and monitor 

data usage. 

Let’s look at how Cloud Data Exchange can enable secure movement of data from source to 

on-premises, public cloud, private cloud, and hybrid cloud locations. 

SOME SCENARIOS 

A component part of Cloud Data Exchange is SAS® Data Agent. SAS Data Agent moves 
data for use by SAS Data Preparation and is optimized to connect to SAS Data Preparation 
that is running on a private or public cloud. 
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Figure 3. Remote and Co-Located SAS Data Agent Servers 
 

 
Figure 4. SAS Data Agent Servers Registered to Different Tenants 
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Figure 5. Cloud Data Exchange Communication Summary 

 

1. SAS Data Agent Command Line Interface (CLI) 

2. Remote SAS Data Agent Server 

3. SAS® Infrastructure Data Server (PostgreSQL) 

4. SAS® Configuration Server (Consul plus Vault) 

5. caslib SAS® Data Connector CLOUDDEX 

6. SAS® Viya® microservices: Data Agent Service (DataAgentContent) 

7. SAS Viya microservices: Data Agent Service (DataAgentManagement) 

8. SAS Viya microservices: SASLogon 

9. SAS Viya microservices: Credentials 

10. SAS Viya microservices: Identities 

11. SAS Viya stateful services: Configuration CLI 

12. SAS Viya stateful services: Consul 

13. Apache HTTP Server 

14. SAS Data Agent CAS Action 

15. SAS® CLI Job 

16. SAS Data Agent CLI 

17. SAS Data Agent in the Cloud 
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Cloud Data Exchange is a data connection capability to securely access to on-premises data 
(behind a firewall) from a public or private cloud application. There can be on-premises data 
in various sources (like Oracle, Teradata, Hadoop,  and so on). Cloud Data Exchange 

enables users to securely access these data sources from the Cloud, negotiates the on-
premises firewall securely and responsibly, while transferring high volume data between on-
premises sources and the cloud application. Cloud Data Exchange stores on-premises data 
source credentials (userid/password) in a secured vault. So, they never have to be stored or 

accessed outside the on-premises firewall. 

Cloud Data Exchange allows access to databases that are not co-located with a SAS Viya 

deployment. This is accomplished by using secure standards-based communication that is 
coupled with sophisticated authentication and authorization models. 

Cloud Data Exchange allows for the SAS Data Agent to reside outside of the rest of the SAS 
Viya deployment. The above graphic illustrates the components that support Cloud Data 
Exchange. This graphic also illustrates the split nature of the deployment. In this case, the 
description of SAS Data Agent refers to the portion of Cloud Data Exchange that resides 

inside a secured network. SAS Data Preparation in this topology indicates where the 
remainder of the SAS Viya deployment resides, which could be in a private or public cloud, 
or directly installed physically on-premises but in a different secured network domain. 

SAS DATA PREPARATION 

 
Figure 6. Cloud Data Exchange in the SAS Data Preparation Context 
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MOVING DATA FROM ON-PREMISES TO CLOUD 

 

TYPICAL SCENARIOS AND USE CASES 

 

 

 

Figure 7. Cloud Data Exchange moving data to the cloud securely 
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SECURED COMMUNICATIONS 
Cloud Data Exchange requires one open secured port rather than many in the firewall, 
thereby reducing typical data security concerns. An Apache HTTP Server is provided for this 

purpose. (See Figure 5, item 13.) With Cloud Data Exchange, SAS Data Agent can be placed 
in an organization’s perimeter network, whereas the data resides on the LAN behind a 
firewall. This allows for monitoring of network traffic and isolation and protection of IT 
resources. 

Any communication that occurs between the SAS Data Agent and SAS Data Preparation 
components, and any communication that occurs among the SAS Data Agent components is 
performed using industry-standard TLS encryption. This means that any sensitive data 

(including credentials) that must be moved between components is protected.  

See Encryption in SAS Viya: Data in Motion for additional information (in support.sas.com). 

 

CONFIGURATION – SAS VIYA 

 

Figure 8. Defining a Global CASLIB in SAS® Environment Manager 
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Figure 9. Finding Data in the Defined Data Source 

 

 

Figure 10. Data via the Cloud Data Exchange 
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RUNNING SOME CODE 

 

Figure 11. Activating the Cloud Data Exchange Data Connector in SAS Viya (CAS)    

 

Figure 12. Create a CASLIB to the Cloud Data Exchange Data Source Name (DSN) 

 

Figure 13. Getting File Information From a Cloud Data Exchange CASLIB 



11 

 

Figure 14. The Files and Tables That are Present 

 

THE CHALLENGES THAT CLOUD DATA EXCHANGE ARE ADDRESSING 

DATA TRANSPORT 
How can data be securely copied to the Cloud?  

Any communication that occurs with Cloud Data Exchange components is performed 
using industry-standard TLS encryption. 

How can only the necessary data be copied to the Cloud? 

Another vital capability of Cloud Data Exchange is its ability to process the data prior 

to securely transmitting result data. 

PERSONAL DATA 
Personal data is stored securely in the on-premises environment  

How can this data be copied to the Cloud without exposing the personal data? 

Any communication that occurs with Cloud Data Exchange components is performed 
using industry-standard TLS encryption. Of course, it will now be transmitting result 
data securely to the Cloud, or to some other environment. There will be a 

requirement to secure the target location equally well. However, Cloud Data 
Exchange allows the processing of SAS FedSQL views prior to the transmission of the 
result data. Within these views we can pseudonymize, anonymize, and/or encrypt 
the personal data, thus protecting it at the source. 

PERFORMANCE 
How can the appropriate data be extracted from the huge quantities of on-premises data? 

Cloud Data Exchange allows the processing of SAS FedSQL views prior to the 
transmission of the result data. These views, indeed, can result in implicit/explicit 
pass-through of query code to the underlying source systems. Data can be joined 

and subset prior to transmission resulting in massive performance gains and 
efficiencies.  
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Figure 15. Cloud Data Exchange Connectedness  

SECURING ACCESS IN SAS VIYA 

 

Figure 16. We Have a Cloud Data Exchange Data Source (CASLIB) On-Premises 
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Figure 17. In the CASLIB, We Have a Table and a View of This Table Must Be Secured 

 

Figure 18. Regular Users Have No Access to the Table – An Administrator Account Has Full 
Control 
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Figure 19. SAS FedSQL View of the Table is Masking the Email Address 

 

Figure 20. Regular Users Have Been Granted Some Access to the SAS FedSQL View 
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CONCLUSION 

Dealing with sensitive and personal data requires secure data handling and transmission. 
SAS Data Preparation is deeply embedded in SAS Viya – the capability is called Cloud Data 
Exchange. Many industries have very strict rules concerning the movement, handling, and 

storage of data (for example, banks). Cloud Data Exchange ensures that all communication 
(users, passwords, and data) is securely handled using industry-standard TLS encryption. 

Cloud Data Exchange is much more than a means to transmit data securely. It is a 
mechanism that allows users access to secure data platforms without passing around user 

ids and passwords. It is a mechanism that allows users to transparently access data from 
secure platforms just like any other data source. It is a mechanism that allows for the 
orchestration and determination of where processing and data filtering will occur,  
facilitating efficiency and optimal performance. It is a mechanism that facilitates the 

transition from on-premises operations to cloud or hybrid environments.  

The creation and deployment of SAS FedSQL views facilitates the processing of data behind 
the firewall on either the SAS Data Agent, or on the source system itself. This is particularly 

useful when dealing with huge amounts of data. In this scenario, processing, filtering, and 
masking of sensitive data becomes a compelling capability that transparently operates in 
the background. After all, users just want to get the data. 
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