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ABSTRACT

Middleware is “programming that serves to "glue together", mediate between, or enhance two separate and
usually already existing programs” (see References). Middleware can be used to integrate SAS into web site
functionality. However, there are security and total cost of ownership (TCO) considerations that must be considered
in the design. This paper focuses on best practices and recommendations for securing the use of middleware and
SAS within a multi functional interactive web site as well as identifying TCO issues related to support and
maintenance of the design. A brief overview of the SAS data warehouse, benefits that the middleware infrastructure
provides to the client community, and security challenges created by using a middleware/SAS infrastructure design
are explored. The paper concludes with lessons learned and best practices for addressing middleware/SAS
infrastructure security concerns. This topic is appropriate for analysts, managers, and technical staff concerned about
the growing number of security issues and the impact those security issues have on providing service to the client
community.

INTRODUCTION

Middleware has been used at the University of Memphis Office of Institutional Research (OIR) interactive web site for
the last five years. The middleware was developed by an employee who was familiar with PERL programming. He
was the sole knowledge repository for the PERL scripts and infrastructure design. Potential problems with security
and infrastructure maintenance were created when the employee left the organization. With the departure of the
knowledge repository and with the proliferation of viruses and worms beginning, several security challenges were
created.

The general design of the web site consists of a data warehouse which is the back end for interactive “table
generator” reports as well as static reports. There is a secure access section which contains more sensitive
information (i.e., average standardized test scores, course section grade distributions, and salary data). The site was
designed to serve many internal and external customers. Internal clients include the provost, other administrators,
faculty, students, and deans. The state board of regents, the press, recruiters, and potential students comprise the
external customers.
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An easy-to-use web page allows the user to select table elements (i.e., page, row, column, and data elements) as
well as options to sub-set the data being reported. Sub-setting options include, but are not limited to, demographic
characteristics, semester(s), majors, and student classifications. When the customer clicks the submit button the web
server passes the information to SAS. The middleware consists of PERL scripts that “glue” the web interface to the
SAS programs that generate requested tables. The table generator process works in real-time by processing
requests submitted via the website. SAS returns the data requested by the client in a nicely formatted web page
showing the report and selection criteria.
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OIR DATA WAREHOUSE STRUCTURE

The middleware implementation rests on a data warehouse consisting of 254 files through the Spring 2005 semester.
There are multiple types of files including SAS datasets, formats, catalogs, and permanent macros. The warehouse is
updated with university enrollment, degree, course specific enroliment, course section details (i.e., room number,
meeting time, and faculty teaching), and personnel files each semester. Additional files for budget and applicant
information are added once per year. The earliest files are from Fall 97 and the warehouse grows each semester with
no files “dropping off.” Enroliment files number around 22,000 observations and 525 variables with course files
containing over 81,000 observations and 26 variables. The entire data warehouse uses just over 700 MB of storage.

THE MIDDLEWARE INFRASTRUCTURE DESIGN

The original infrastructure implemented in 2000 consisted of PERL, SAS 8.5, and Internet Information Services (I1S)
4. Because of SAS licensing issues discussed later, the infrastructure was based on the Windows 2000 Professional
operating system. The computing platform hardware consisted of a Dell PowerEdge 4400 with a built-in tape drive.
There was no UPS device available for backup power. Due to the University of Memphis’ open network design, all
computers on campus were directly accessible from the internet. The university’s open network architecture and the
middleware’s original design that allowed the web server write access to the disk were cause for security concerns.

Original

. Open to the world
. All SAS data

OIR Web Server

Over the years, the infrastructure design has been modified to address security challenges and hardware end-of-life
issues. Currently the infrastructure is implemented on a Dell PowerEdge 2650 with the Windows 2003 Server
operating system. The server utilizes a rack-mounted UPS device for power regulation. Additional infrastructure
components include PERL, IIS 6, and SAS 9.0. The current server is backed up regularly using a centralized tape
library.
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In addition, the University of Memphis Office of Institutional Research utilizes a series of scripts and
application programs that serve as middleware between the various network components.
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BENEFITS OF THE MIDDLEWARE DESIGN

The primary benefit of the middleware design is the perceived low cost of operation and implementation. Because of
funding concerns within the OIR unit, the requirement to attain and maintain a low-cost solution was paramount to the
unit’s ability to provide an effective solution to the client community. The low-cost considerations were one of the
driving forces behind the creation of the middleware design. Using middleware allowed the use of powerful SAS
features for a broad client community without violating the SAS licensing agreement.

Additional benefits of the middleware design include fast query response times and user-configurable queries. The
example below from the Enroliment Table Generator shows that a query requesting the count of first-time
undergraduate students by gender and ethnicity for the Fall 2005 term took 2 seconds to process.
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1 file(s) copied. 1 file(s) copied. Content-type: textthtml

| Headcount

| GENDER

éFema.le Male |Grand Total
ETHNICITY
Asian 35 17 52
Black | 559 245 804
Hispanic 190 16 35
White | 613 578 1182
Ethnicity Unknown| 10| 6 16
American Indian 3 1 4
Foreign 250 22 47
Grand Total | 1264, 286 2150

Summary of Record Selection Criteria

|Characteristic |Selected Values
[Term losF

ELevel [Undergraduate
ERegis. Type EFirst-ti.mE student

This procedure took 0 minutes and 2 seconds.

The 2 second response time is typical for queries on all of the table generators on the system. Users can query
multiple terms and add a broad range of data elements. The only limitation is that each table can have 2 column and
2 row elements with one data point. Adding additional data elements limits the column elements to one. Page
elements can be added to expand the reports even further. These more complex queries still run very quickly in this
architecture. Users typically do not wait more than 15 seconds for any type of query to return.

EXISTING CHALLENGES
Several challenges exist with the middleware infrastructure design presented by the authors. Among the primary
challenges are TCO and security considerations.

TCO

When the initial middleware solution was implemented, the architect was knowledgeable in three main components of
the system: PERL scripting, SAS, and IIS. At the time, Windows 2000 Professional was the operating system on
which the infrastructure was built. When the architect left the organization, the knowledge level of the remaining
personnel was at the minimum level needed to support the infrastructure. This sometimes resulted in a “just reboot
the server” approach to solving problems. In some cases, processes would be killed leaving end-users with a “server
not responding” or HTTP 401 error message. Doing this also left files on the server that would have been “cleaned-
up” had the process not been interrupted. However, due to the lack of middleware documentation, the remaining staff
was unaware of the build-up of files created by the aborted processes. Over time these files and hung processes
slowed down the efficiency of the system. There was not an easy way to address this except for manual intervention
on a regular basis.

When the Academic Affairs Technology unit assumed technical support responsibilities for the OIR department, it
was quickly determined that this infrastructure needed additional support and resources including an upgraded
operating system, patches, virus protection, and documentation. It also became clear that the amount of time
required to support the system in the absence of documentation was unacceptable: lack of knowledge on behalf of
staff and the amount of time required to recover in the event of suspected compromises were unacceptable.

To complicate matters further, the infrastructure utilizing the middleware design also contained ESRI ArcGIS map
software. The maps were an additional component of the system providing visual representations of OIR data (e.g.,
student density by zip code). This additional undocumented and unsupported component of the system made
recovery of the server during rebuild efforts difficult and tedious.
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SECURITY

The middleware design has presented numerous challenges regarding security. Since the infrastructure was
designed before the proliferation of automated virus/worm attacks, especially buffer overflows, it appeared that little
consideration was given to the open nature of the organization’s network. That is, any computer on campus could be
reached from anywhere on the internet. Thus, the infrastructure was often times subjected to attack from within the
organization. Additionally, even though the server might be fully patched and have updated virus definitions, the
design of the middleware required write privileges to be granted to the IIS Guest account. Thus, savvy hackers only
had to identify the web server, attempt to write a file, and then attempt to read the file. A successful read of the newly
created file indicated to hackers that they had located a server on which files could be placed. Clearly this type of
situation was unacceptable because it gave the appearance that hackers might be able to compromise the box in a
more severe way when, in fact, all they might be doing was placing graffiti on the server.

LESSONS LEARNED

The middleware infrastructure design incorporates many parts to function properly: the web server, PERL scripts,
SAS programs, and IIS. The architect of the system left the university and did not fully document the parts to the
system. SAS programs and detailed web update procedures existed, but there was no documentation as to how all of
the parts of the system worked together. When the original server was compromised and had to be rebuilt, it was a
challenge getting all of the pieces back together. In order to develop the necessary documentation for the system,
the server was rebuilt multiple times to adequately establish documentation for the system.

Knowledge of SAS, IIS, and PERL are required to maintain the middleware design. At the time of the system design,
the architect was the only person knowledgeable of all three in the department. After his departure, that knowledge
was split between several successors. This again required collaboration to establish system documentation.

When the system was initially designed, internet security issues were not at the level they are today. There was not
even consideration given to the potential for “attacks” from outside the United States or the possibility of using your
server for spreading viruses. That being the case, the security challenges outlined above were not designed into the
system. These same issues have led to the development of the interim solution discussed earlier.

The use of a turn key system, such as SAS Web Report Studio and related components, addresses the issues with
the middleware system described above. Most importantly, it is supported, documented, and updated to address the
ever changing security landscape. There is no need to know PERL, 1IS, or other components that may not be familiar
to you or (well) supported on campus. The table generators created within the middleware framework and the front
end web interface could be replicated in the new architecture using existing SAS datasets. Upfront design time
would be required, but maintenance of the overall system would be streamlined. This system would include software
upgrades as part of the annual maintenance fee.

A disadvantage of the SAS Web Report Studio solution is cost. From an initial outlay of cash consideration, the
middleware solution is seen as a better alternative because the usage of SAS in the middleware design is covered by
existing university licenses. Other licensing arrangements by the university cover the cost of the operating system
software, including IIS. Finally, the PERL component is covered by the GNU General Public License. Based on the
current arrangement, OIR does not have to cover any of the annual licensing fees. They are paid out of a campus-
wide technology budget. Any new software purchase by OIR and the subsequent maintenance fees would need to
come out of its existing departmental budget. This becomes a limiting factor for a department with an annual
operating budget of less than $20,000 per year supporting 6 people. Therefore, cost has eliminated this option as an
outright purchase. The university is evaluating other alternatives to direct purchase but no final alternative has been
established as of the date of publication of this paper.

Proposal 1

SAS Web Report
Studio & Bl Architecture
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During a recent review of the OIR infrastructure, consideration was given to rewriting the middleware utilizing 11S, a
relational database, and PHP, a web programming language familiar to the Web Development Specialist within OIR.
This design would utilize the Information Technology Division (ITD) data warehouse as well as add the flexibility of a
separate reporting tool in addition to the Table Generators. Piggybacking the OIR data onto another data warehouse
would eliminate the storage of redundant data and possibly increase data security. The current ITD reporting tool
requires formal training in order to gain access and may not be as easy for some users to navigate. At the time of this
writing, however, this option has been placed on hold because of the amount of time required for the middleware
redesign as well as other pending projects.

Proposal 2

OIR External e  University data
repository
Server . Eliminate redundant
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. Possible drawbacks
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of query tools

ITD Data

OIR Internal Warehouse

Server

BEST PRACTICES
As a result of the experiences with the inherited middleware design, the authors recommend the best practices below
when considering a middleware design.

DOCUMENTATION

Document in as much detail as practical all aspects of the middleware and infrastructure design. In the absence of
the architect or other sources of definitive knowledge, document speculation such as “I think ...” or “It appears ..."” as
well as those items where there is complete information. Documentation should include each component of the
infrastructure such as the hardware specifications, operating system configuration, network configuration, firewall
configuration, web server configuration, and any other operating system-specific configurations such as file and share
permissions. If possible, limit the use of the server to its intended purpose and prevent overloading it with additional
software that may open additional security vulnerabilities or cause documentation to become outdated.

One way of developing documentation is to implement a procedure similar to that used by the university’'s Academic
Affairs Technology department. Any server placed into production goes through a "peer build” process in which a
person other than the documentation author builds the server. Thus, problems or omissions with documentation are
discovered. This procedure ensures thorough documentation exists to rebuild the server in the future if necessary
and also serves as a quality check before the server is initially placed into production.
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SECURITY

File permissions and sharing permissions are especially important and must be understood to prevent unauthorized
access to directories and files hosted by the web server. This was discovered to be especially important in the OIR
middleware design because the original design allowed the anonymous IIS user to write to the disk thus giving the
appearance that the server had been compromised when, in fact, only graffiti had been deposited on the server.

NETWORK CONFIGURATION

Sensitive data should be accessible only to computers within the intranet. The firewall should be configured to block
traffic to all ports except those required by the middleware design. If possible, configure the firewall to block external
network traffic, especially if the server contains sensitive data.

WEB SERVER CONFIGURATION

Use caution when granting write permissions to anonymous or guest IIS accounts. If possible, do not allow write
permissions to an entire directory. Instead, limit write permissions to specific files. Web sites that display data such
as personal information should utilize HTTPS and SSL certificates.

SERVER CONFIGURATION

Ensure that the operating system, including IS components, is updated regularly using automatic updates. The
server should also have current anti-virus software installed and should be configured to regularly update virus
definitions.

DATA

Review data stored on the infrastructure servers and remove any personal information that is not required. Limit
access to personal information as much as possible. Discourage employees from creating backup copies of data
folders or scratch folders on the servers which may be forgotten yet still contain sensitive information. Encourage
employees to clean up temporary folders if they are created.

CONCLUSION

In this paper, the authors explained the middleware infrastructure used to support a SAS data warehouse and
interactive web site. A brief overview of the data warehouse was provided as well as the benefits provided and
security challenges created by the existence of the middleware infrastructure. Finally, lessons learned and best
practices were presented to further the knowledge of peers in the support and design of future middleware
infrastructures.

Although the primary benefit of the middleware design seems to be the zero-to-low cost, the potential security issues
presented raise concerns about the TCO when consideration is given to long-term support of the middleware
infrastructure.
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RECOMMENDED READING

For more information on securing computing platforms, please visit these websites:
http://www.sans.org

http://www.cert.org

http://www.educause.edu/security

http://www.microsoft.com/security
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