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About the SAS Business Analytics Framework and the SAS Intelligence
Platform
The SAS Business Analytics Framework encompasses the full range of business
solutions, technologies, and services from SAS. Through this framework, organizations
can address their most critical business issues and then add new functionality over time
to enable continuous performance improvement. All of the functionality is available
from one vendor and through one framework, thus reducing the total cost of ownership.
The technologies that provide the foundation for the SAS Business Analytics
Framework, as well as for industry and line-of-business solutions offered by SAS, are
delivered through the SAS Intelligence Platform. The SAS Intelligence Platform is a
comprehensive, end-to-end infrastructure for creating, managing, and distributing
enterprise intelligence. It includes tools and interfaces that enable you to do the
following:

2

Accessibility Features in the SAS Intelligence Platform Products

4

Chapter 1

3 extract data from a variety of operational data sources on multiple platforms, and
build a data warehouse and data marts that integrate the extracted data

3 store large volumes of data efficiently and in a variety of formats
3 give business users at all levels the ability to explore data from the warehouse in a
Web browser, perform simple query and reporting functions, and view up-to-date
results of complex analyses

3 use high-end analytic techniques to provide capabilities such as predictive and
descriptive modeling, forecasting, optimization, simulation, and experimental
design

3 centrally control the accuracy and consistency of enterprise data
With the SAS Intelligence Platform, you can implement an end-to-end intelligence
infrastructure using software that is delivered, tested, and integrated by SAS. Using
the tools provided in the SAS Intelligence Platform, you can create applications that
reflect your unique business requirements and domain knowledge.
Building on the technologies in the SAS Intelligence Platform, SAS offers solutions
for industries such as financial services, life sciences, health care, retail, and
manufacturing, as well as line-of-business solutions in areas such as customer
management, enterprise risk management, and financial management. The solutions
incorporate predictive analytics, industry and domain expertise, and specialized data
structures.
A complete set of documentation for deploying and administering the SAS Intelligence
Platform is available at http://support.sas.com/92administration. The site
provides the primary administrative documentation for the following software offerings:

3
3
3
3

SAS BI Server
SAS Enterprise BI Server
SAS Data Integration Server
SAS Enterprise Data Integration Server

Administrators who manage SAS products that use the metadata server should use the
documentation at this site. Supplemental guides provide additional details for other
products and domains.

Accessibility Features in the SAS Intelligence Platform Products
For information about accessibility for any of the products mentioned in this book,
see the documentation for that product. If you have questions or concerns about the
accessibility of SAS products, send e-mail to accessibility@sas.com.

Components of the SAS Intelligence Platform
The SAS Intelligence Platform includes components in the following categories:
Data Integration

The data integration components enable you to consolidate and
manage enterprise data from a variety of source systems,
applications, and technologies. Components are provided to help you
cleanse, migrate, synchronize, replicate, and promote your data.
Metadata for all of your intelligence resources is stored centrally
and controlled through a single management interface.
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Business
Intelligence

The business intelligence components enable users with various
needs and skill levels to create, produce, and share their own reports
and analyses. Through easy-to-use interfaces, users can obtain their
own answers to business questions. Meanwhile, the information
technology staff retains control over the quality and consistency of
the data.

Analytics

SAS offers the richest and widest portfolio of analytic products in
the software industry. The portfolio includes products for statistical
data analysis, data and text mining, forecasting, econometrics,
quality improvement, and operations research. You can use any
combination of these tools with the SAS Intelligence Platform to add
extraordinary precision and insight to your reports and analyses.

Intelligence
Storage

The intelligence storage options are optimized for analytical
processing, enabling you to quickly retrieve and report on large
volumes of data. The options include simple relational databases, a
threaded multidimensional database that supports online analytical
processing (OLAP), and relational storage with a threaded multiple
input/output (I/O) subsystem for intensive use by focused
applications.

The following sections describe the data integration, business intelligence, analytics,
and intelligence storage components in more detail.

Data Integration
The software tools in the data integration category enable you to consolidate and
manage enterprise data from a variety of source systems, applications, and technologies.
The data sources can include SAS data sets, database management system (DBMS)
tables, and data from enterprise resource planning (ERP) systems. Metadata for all of
your intelligence resources is stored centrally in the SAS Metadata Repository.
Each of the data integration tools is described briefly in the following sections.

SAS Data Integration Studio
SAS Data Integration Studio is a visual design tool that enables you to consolidate
and manage enterprise data from a variety of source systems, applications, and
technologies. The software enables you to create jobs and process flows that extract,
transform, and load data for use in data warehouses and data marts. You can also
create processes that cleanse, migrate, synchronize, replicate, and promote data for
applications and business services.
For more information, see Chapter 6, “Clients in the SAS Intelligence Platform,” on
page 35.

SAS/ACCESS
SAS/ACCESS provides interfaces to a wide range of relational, hierarchical, and
network model databases. With this product, SAS Data Integration Studio and other
SAS applications can read, write, and update data regardless of which database and
platform the data is stored on. SAS/ACCESS interfaces provide fast, efficient data
loading and enable SAS applications to work directly from your data sources without
making a copy.
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SAS Data Surveyor
The SAS Data Surveyor applications enable you to build SAS Data Integration
Studio jobs to read data directly from these ERP vendors: SAP, Oracle, Salesforce.com,
PeopleSoft, and Siebel.

SAS Data Quality Server
The SAS Data Quality Server works with software from DataFlux (a SAS company)
to analyze, cleanse, transform, and standardize your data. In addition, this product
provides SAS procedures and functions that execute jobs and real-time services on
DataFlux Integration Servers. The language elements that make up the SAS Data
Quality Server software form the basis of the data quality transformations in SAS Data
Integration Studio.

Platform Suite for SAS
Platform Suite for SAS is an optional product that provides enterprise-level
scheduling capabilities in a single-server environment. Platform Suite for SAS is also
included as part of the SAS Grid Manager product to enable distributed enterprise
scheduling, workload balancing, and parallelized workload balancing. The components
of Platform Suite for SAS include Process Manager, Load Sharing Facility (LSF), and
Grid Management Services.

SAS Metadata Repository
All of your information assets are managed in a common metadata layer called the
SAS Metadata Repository.
This repository stores logical data representations of items such as libraries, tables,
information maps, and cubes, thus ensuring central control over the quality and
consistency of data definitions and business rules. The repository also stores
information about system resources such as servers, the users who access data and
metadata, and the rules that govern who can access what.
All of the data integration and business intelligence tools read and use metadata
from the repository and create new metadata as needed.

SAS Management Console
SAS Management Console provides a single interface through which system
administrators can manage and monitor SAS servers, explore and manage metadata
repositories, manage user and group accounts, and administer security.

Business Intelligence
The software tools in the business intelligence category address two main functional
areas: information design, and self-service reporting and analysis.
The information design tools enable business analysts and information architects to
organize data in ways that are meaningful to business users, while shielding the end
users from the complexities of underlying data structures. These tools include the
following products:
3 SAS Information Map Studio enables analysts and information architects to create
and manage information maps that contain business metadata about your data.

3 SAS OLAP Cube Studio enables information architects to create cube definitions
that organize summary data along multiple business dimensions.
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The self-service reporting and analysis tools enable business users to query, view, and
explore centrally stored information. Users can create their own reports, graphs, and
analyses in the desired format and level of detail. In addition, they can find, view, and
share previously created reports and analyses. The tools feature intuitive interfaces
that enable business users to perform these tasks with minimal training and without
the involvement of information technology staff.
The self-service reporting and analysis tools include the following products:

3 SAS Web Report Studio is a Web-based query and reporting tool that enables users
at any skill level to create, view, and organize reports.

3 SAS Information Delivery Portal provides a Web-based, personalized workplace to
help decision makers easily find the information they need.

3 SAS BI Portlets includes portlets, such as the SAS Stored Process Portlet and the
SAS Report Portlet, that add value to the SAS Information Delivery Portal.

3 SAS BI Dashboard enables SAS Information Delivery Portal users to create,
maintain, and view dashboards to monitor key performance indicators that convey
how well an organization is performing.

3 SAS Add-In for Microsoft Office enables users to access SAS functionality from
within Microsoft Office products.

3 SAS Enterprise Guide is a project-oriented Windows application that enables users
to create processes that include complex computations, business logic, and
algorithms.
As users create information maps, cubes, report definitions, portal content
definitions, and stored processes, information about them is stored in the SAS Metadata
Repository. Client applications and users can access these information assets on a
need-to-know basis. Access is controlled through multilayered security that is enforced
through the metadata.
For a description of each of the business intelligence tools, see Chapter 6, “Clients in
the SAS Intelligence Platform,” on page 35.

Intelligence Storage
The data storage options that are available with the SAS Intelligence Platform
include SAS data tables, parallel storage, multidimensional databases, and third-party
databases. These storage options can be used alone or in any combination.
All metadata for your data sources is stored centrally in the SAS Metadata
Repository for use by other components of the intelligence platform.
Each of the options is described briefly in the following sections.

Relational Storage: SAS Data Sets
You can use SAS data sets, the default SAS storage format, to store data of any
granularity. The data values in a SAS data set are organized as a table of observations
(rows) and variables (columns). A SAS data set also contains descriptor information
such as the data types and lengths of the columns, as well as which SAS engine was
used to create the data.

Multidimensional Storage: SAS OLAP Server
The SAS OLAP Server provides dedicated storage for data that has been summarized
along multiple business dimensions. The server uses a threaded, scalable, and open
technology and is especially designed for fast-turnaround processing and reporting.

6
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A simplified ETL process enables you to build consistent OLAP cubes from disparate
systems. A threaded query engine and parallel storage enable data to be spread across
multiple-disk systems. Support is provided for multidimensional (MOLAP) and hybrid
(HOLAP) data stores, as well as for open industry standards.

Parallel Storage: SAS Scalable Performance Data Engine and SAS Scalable
Performance Data Server
The SAS SPD Engine and SAS SPD Server provide a high-speed data storage
alternative for processing very large SAS data sets. They read and write tables that
contain millions of observations, including tables that exceed the 2-GB size limit
imposed by some operating systems. In addition, they provide the rapid data access
that is needed to support intensive processing by SAS analytic software and procedures.
These facilities work by organizing data into a streamlined file format and then
using threads to read blocks of data very rapidly and in parallel. The software tasks
are performed in conjunction with an operating system that enables threads to execute
on any of the CPUs that are available on a machine.
The SAS SPD Engine, which is included with Base SAS software, is a single-user
data storage solution. The SAS SPD Server, which is available as a separate product, is
a multi-user solution that includes a comprehensive security infrastructure, backup and
restore utilities, and sophisticated administrative and tuning options.

Third-party Databases
The SAS Intelligence Platform can access data that is stored in third-party
relational, hierarchical, and network model databases. Examples include DB2, Oracle,
SQL Server, Teradata, IBM Information Management System (IMS), and Computer
Associates Integrated Database Management System (CA-IDMS). SAS/ACCESS
interfaces provide fast, efficient reading and writing of data to these facilities.
Several SAS/ACCESS engines support bulk load of data files and threaded reads.
Threaded reads let you read blocks of data on multiple threads instead of a record at a
time. Several engines can use multiple threads to the parallel database management
system (DBMS) server to access DBMS data. Both features significantly improve
performance so that you can read and load data more rapidly without changing your
original data.

Analytics
SAS offers the richest and widest portfolio of analytic products in the software
industry. The portfolio includes products for statistical data analysis, data and text
mining, forecasting, econometrics, quality improvement, and operations research. You
can use any combination of these tools with the SAS Intelligence Platform to add
precision and insight to your reports and analyses.
SAS software provides the following types of analytical capabilities:

3 statistical data analysis, to drive fact-based decisions
3 data and text mining, to build descriptive and predictive models and deploy the
results throughout the enterprise

3
3
3
3

forecasting, to analyze and predict outcomes based on historical patterns
econometrics, to apply statistical methods to economic data, problems, and trends
quality improvement, to identify, monitor, and measure quality processes over time
operations research, to apply techniques such as optimization, scheduling, and
simulation to achieve the best result
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The following are examples of analytic products:
3 SAS Enterprise Miner enables analysts to create and manage data mining process
flows. These flows include steps to examine, transform, and process data to create
models that predict complex behaviors of economic interest. The SAS Intelligence
Platform enables SAS Enterprise Miner users to centrally store and share the
metadata for models and projects. In addition, SAS Data Integration Studio
provides the ability to schedule data mining jobs.
3 JMP is interactive, exploratory data analysis and modeling software for the
desktop. JMP makes data analysis—and the resulting discoveries—visual and
helps to communicate those discoveries to others. JMP presents results both
graphically and numerically. By linking graphs to each other and to the data, JMP
makes it easier to see the trends, outliers, and other patterns that are hidden in
your data.

Strategic Beneﬁts of the SAS Business Intelligence Platform

Multiple Capabilities Integrated into One Platform
The SAS Intelligence Platform combines advanced SAS analytics, high-speed
processing of large amounts of data, and easy-to-use query and reporting tools. The
result is accurate, reliable, and fast information with which to make decisions.
You can build data warehouses, perform data mining, enable users to query data and
produce reports from a Web browser, and give users easy access to SAS processes that
perform robust analytics.
The SAS Intelligence Platform provides all of this functionality in one centrally
managed suite of products that are designed to work together seamlessly. This
integration reduces the administration, management, and deployment costs that would
be associated with providing multiple technologies to meet the needs of different users.

Consistency of Data and Business Rules
The SAS Intelligence Platform makes use of your organization’s existing data assets,
enabling you to integrate data from multiple database platforms and ERPs. Tools are
provided to help ensure the reliability, consistency, and standardization of this data.
Users can choose from multiple tools with which to perform queries and produce
reports. Since all of the tools access data through the same metadata representations,
users throughout your enterprise receive consistent data. As a result, they can make
decisions based on a common version of the truth.
Similarly, business logic, complex computations, and analytic algorithms can be
developed once and stored centrally in SAS processes for all users to access. These
processes, as well as the information in the SAS Metadata Repository, are controlled
through multi-level security.

Fast and Easy Reporting and Analysis
The SAS Intelligence Platform’s self-service reporting and analysis tools enable users
across the enterprise to access and query data from virtually any data source. Any
number of users can use wizards to create reports in the needed time frames, without
waiting for support from information technology professionals. Through Web-based
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interfaces, users can explore large volumes of multidimensional data quickly and
interactively, from multiple perspectives and at multiple levels of detail.
The reporting and analysis tools hide complex data structures, so that average
business users can perform queries without having to learn new skills. The intelligence
storage options are optimized for analytical processing, enabling the reporting tools to
quickly retrieve large volumes of data.
As a result of these reporting and analysis capabilities, everyone spends less time
looking for answers and more time driving strategic decisions.

Analytics Available to All Users
SAS is the market leader in analytics. With the SAS Intelligence Platform, you can
make the full breadth of SAS analytics available to users throughout the enterprise.
SAS analytics include algorithms for functions such as predictive and descriptive
modeling, forecasting, optimization, simulation, and experimental design. You can now
incorporate these capabilities into self-service reports and analyses, so that decision
makers throughout your enterprise can benefit from the accuracy and precision of
high-end analytics.
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Architecture of the SAS Intelligence Platform
The SAS Intelligence Platform architecture is designed to efficiently access large
amounts of data, while simultaneously providing timely intelligence to a large number
of users. The platform uses an n-tier architecture that enables you to distribute
functionality across computer resources, so that each type of work is performed by the
resources that are best suited to the job.
You can easily scale the architecture to meet the demands of your workload. For a
large company, the tiers can be installed across a multitude of machines with different
operating systems. For prototyping, demonstrations, or very small enterprises, all of
the tiers can be installed on a single machine.
The architecture consists of the following four tiers:
Data Sources

Data sources store your enterprise data. All of your existing data
assets can be used, whether your data is stored in third-party
database management systems, SAS tables, or ERP system tables.

SAS Servers

SAS servers perform SAS processing on your enterprise data.
Several types of SAS servers are available to handle different
workload types and processing intensities. The software distributes
processing loads among server resources so that multiple client
requests for information can be met without delay.

Middle Tier

The middle tier enables users to access intelligence data and
functionality via a Web browser. This tier provides Web-based
interfaces for report creation and information distribution, while
passing analysis and processing requests to the SAS servers.

Clients

The client tier provides users with desktop access to intelligence
data and functionality through easy-to-use interfaces. For most

10
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information consumers, reporting and analysis tasks can be
performed with just a Web browser. For more advanced design and
analysis tasks, SAS client software is installed on users’ desktops.
Note: The four tiers listed above represent categories of software that perform
similar types of computing tasks and require similar types of resources. The tiers do
not necessarily represent separate computers or groups of computers. 4
The following diagram shows how the tiers interact, and the sections that follow
describe each tier in more detail.

Figure 2.1 Architecture of the SAS Intelligence Platform
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Data Sources
The SAS Intelligence Platform includes the following options for data storage:

3
3
3
3

SAS data sets, which are analogous to relational database tables
SAS SPD Engine tables, which can be read or written by multiple threads
SAS SPD Server, which is available as a separate product
SAS OLAP cubes

In addition, SAS provides products that enable you to access data in your existing
third-party DBMSs and ERP systems. The SAS/ACCESS interfaces provide direct
access to DBMSs such as the following:

3
3
3
3
3
3

Oracle
DB2
Teradata
ODBC
Microsoft SQL Server
Sybase
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The following SAS Data Surveyor products provide direct access to ERP systems:
3 SAS Data Surveyor for SAP enables you to consolidate and manage enterprise
data from various SAP R/3 data sources.
3 SAS Data Surveyor for Composite-Accessed Data Sources enables you to use SAS
with Composite Software to access and manipulate Oracle applications,
PeopleSoft, Salesforce.com, and Siebel enterprise metadata.
For more information about data sources, see Chapter 3, “Data in the SAS Intelligence
Platform,” on page 15.

SAS Servers
The SAS servers execute SAS analytical and reporting processes for distributed
clients. These servers are typically accessed either by desktop clients or by Web
applications that are running in the middle tier.
Note: In the SAS Intelligence Platform, the term server refers to a program or
programs that wait for and fulfill requests from client programs for data or services.
The term server does not necessarily refer to a specific computer, since a single
computer can host one or more servers of various types. 4
The SAS servers use the SAS Integrated Object Model (IOM), which is a set of
distributed object interfaces that make SAS software features available to client
applications when SAS is executed on a server. Each server uses a different set of IOM
interfaces and has a different purpose.
The principal servers in the SAS Intelligence Platform include the SAS Metadata
Server, the SAS OLAP Server, the SAS Workspace Server, the SAS Pooled Workspace
Server, the SAS Stored Process Server, and the SAS Table Server.

SAS Metadata Server
The SAS Metadata Server controls access to a central repository of metadata that is
shared by all of the applications in the system. The SAS Metadata Server enables
centralized control so that all users access consistent and accurate data. The metadata
repository stores information about the following:
3 the enterprise data sources and data structures that are accessed by SAS
intelligence applications.
3 the products that are created and used by SAS applications. These products
include information maps, OLAP cubes, report definitions, stored process
definitions, and portal content definitions.
3 the SAS and third-party servers that participate in the system.
3 the users and groups of users that use the system.
3 the levels of access that users and groups have to resources.
The SAS Intelligence Platform provides a central management tool—SAS
Management Console—that you use to manage the metadata server and the metadata
repository.

SAS OLAP Server
The SAS OLAP Server is a multidimensional data server that delivers
pre-summarized cubes of data to business intelligence applications. The data is queried
using the MDX (multidimensional expression) language.

12
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This server is designed to reduce the load on traditional back-end storage systems by
quickly delivering summarized views, irrespective of the amount of data that underlies
the summaries.

SAS Workspace Server
The SAS Workspace Server enables client applications to submit SAS code to a SAS
session using an application programming interface (API). For example, when you use
SAS Data Integration Studio to submit an ETL job for processing, the application
generates the SAS code necessary to perform the processing and submits it to a
workspace server. You can run as many instances of workspace servers as are needed to
support your workload.

SAS Pooled Workspace Server
The SAS Pooled Workspace Server is a workspace server that uses server-side
pooling, which is new with SAS 9.2. This configuration maintains a collection of
reusable workspace server processes for clients, thus avoiding the overhead associated
with creating a new process for each connection. Clients such as SAS Information Map
Studio, SAS Web Report Studio, and the SAS Information Delivery Portal can use
pooled workspace servers to query relational data.

SAS Stored Process Server
The SAS Stored Process Server executes and delivers results from SAS Stored
Processes in a multi-client environment. A SAS Stored Process is a SAS program that
is stored centrally and that can be executed by users and client programs on demand.
You can run as many instances of stored process servers as are needed to support
your workload.

SAS Table Server
The SAS Table Server is included in some SAS Intelligence Platform software
offerings. This server stores records to support the enhanced auditing capabilities that
are provided by SAS Shared Services. These capabilities are used by the SAS BI
Dashboard and can also be used by the SAS Information Delivery Portal, SAS Web
Report Studio, and certain SAS solutions. For more information about Shared Services,
see Chapter 5, “Middle-Tier Components of the SAS Intelligence Platform,” on page 29
and the SAS Intelligence Platform: Web Application Administration Guide.

Middle Tier
The middle tier of the SAS Intelligence Platform provides an environment in which
the business intelligence Web applications, such as SAS Web Report Studio and the
SAS Information Delivery Portal, can execute. These products run in a Web application
server and communicate with the user by sending data to and receiving data from the
user’s Web browser. The middle tier applications rely on servers on the SAS server tier
to perform SAS processing, including data query and analysis.
The middle tier includes the following third-party software and SAS software
elements:

Architecture of the SAS Intelligence Platform
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3 a Web application server
3 the Java Development Kit
3 SAS Web applications, which can include SAS Web Report Studio, the SAS
Information Delivery Portal, SAS BI Portlets, the SAS BI Dashboard, SAS Help
Viewer for the Web, and other SAS products and solutions

3 the SAS Web Infrastructure Platform, which includes the SAS Content Server and
other infrastructure applications and services

3 SAS Shared Services
3 a Java remote method invocation (RMI) server, which enables access to SAS
Foundation Services and associated extension services
For more information about the middle tier, see Chapter 5, “Middle-Tier Components of
the SAS Intelligence Platform,” on page 29.

Clients
The clients in the SAS Intelligence Platform provide Web-based and desktop user
interfaces to content and applications.
SAS clients provide access to content, appropriate query and reporting interfaces,
and business intelligence functionality for all of the information consumers in your
enterprise, from the CEO to business analysts to customer service agents.
The software on the client tier includes Windows applications, Java applications, and
a Web browser.
The following clients are Windows applications and run on Microsoft Windows
systems:

3 SAS Add-In for Microsoft Office
3 SAS Enterprise Guide
3 JMP (also available on Macintosh and Linux.)
The following clients are Java applications that are supported on Microsoft Windows
systems:

3
3
3
3
3

SAS Enterprise Miner
SAS Data Integration Studio
SAS Information Map Studio
SAS Management Console
SAS OLAP Cube Studio

SAS Management Console is supported on all platforms except z/OS and OpenVMS.
The following products require only a Web browser to be installed on each client
machine:

3
3
3
3
3

SAS Information Delivery Portal
SAS BI Dashboard
SAS Web OLAP Viewer
SAS Web Report Studio
SAS Help Viewer for the Web

For more information about the clients, see Chapter 6, “Clients in the SAS
Intelligence Platform,” on page 35.
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Overview of Data Storage Options
In a SAS Intelligence Platform deployment, you can use one or more of these data
storage options:

3 default SAS storage in the form of SAS tables
3 third-party relational, hierarchical, and network model database tables
3 parallel storage from the SAS Scalable Performance Data Engine (SPD Engine)
and the SAS Scalable Performance Data Server (SPD Server)

3 multidimensional databases (cubes)
All four data sources provide input to reporting applications. The first three sources
are also used as input for these data structures:

3 cubes, which are created with either SAS Data Integration Studio or SAS OLAP
Cube Studio

3 data marts and data warehouses, which are created with SAS Data Integration
Studio
You can use these storage options in any combination to meet your unique business
requirements. The following sections describe each storage option in more detail.
Central management of data sources through the SAS metadata repository is also
discussed.

Default SAS Storage
You can use SAS data sets (tables), the default SAS storage format, to store data of
any granularity.
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A SAS table is a file that SAS software creates and processes. Each SAS table is a
member of a SAS library. A SAS library is a collection of one or more SAS files that are
recognized by SAS software and that are referenced and stored as a unit.
Each SAS table contains the following:

3 data values that are organized as a table of observations (rows) and variables
(columns) that can be processed by SAS software

3 descriptor information such as data types, column lengths, and the SAS engine
that was used to create the data
For shared access to SAS data sets, you can use SAS/SHARE software, which provides
concurrent update access to SAS files for multiple users.

Third-Party Data Storage
Data can be stored in a wide range of third-party databases, including the following:

3 relational databases such as Oracle, Sybase, DB2, SQL Server, and Teradata
3 hierarchical databases such as IBM Information Management System (IMS)
3 Computer Associates Integrated Database Management System (CA-IDMS), which
is a network model database system
SAS/ACCESS interfaces provide fast, efficient loading of data to and from these
facilities. With these interfaces, SAS software can work directly from the data sources
without making a copy.
Several of the SAS/ACCESS engines use an input/output (I/O) subsystem that
enables applications to read entire blocks of data instead of reading just one record at a
time. This feature reduces I/O bottlenecks and enables procedures to read data as fast
as they can process it. The SAS/ACCESS engines for the following products support
this functionality:

3
3
3
3
3
3

Oracle
Sybase
DB2 (UNIX and PC)
ODBC
SQL Server
Teradata

These engines, as well as the DB2 engine on z/OS, can also access database
management system (DBMS) data in parallel by using multiple threads to the parallel
DBMS server. Coupling the threaded SAS procedures with these SAS/ACCESS engines
provides even greater gains in performance.

Parallel Storage
The SAS Scalable Performance Data Engine (SPD Engine) and the SAS Scalable
Performance Data Server (SPD Server) are designed for high-performance data delivery.
They enable rapid access to SAS data for intensive processing by the application.
Although the Base SAS engine is sufficient for most tables that do not span volumes,
the SAS SPD Engine and SAS SPD Server are high-speed alternatives for processing
very large tables. They read and write tables that contain millions of observations,
including tables that expand beyond the 2-GB size limit imposed by some operating
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systems. In addition, they support SAS analytic software and procedures that require
fast processing of tables.

Options for Implementing Parallel Storage
Two options are available for implementing parallel storage:
3 The SAS SPD Engine is included with Base SAS software. It is a single-user data
storage solution that shares the high-performance parallel processing and parallel
I/O capabilities of SAS SPD Server, but lacks the additional complexity of a
multi-user server.
The SAS SPD Engine runs on UNIX, Windows, z/OS (on HFS and zFS file
systems only), and OpenVMS for Integrity Servers (on ODS-5 file systems only)
platforms.
3 The SAS SPD Server is available as a separate product. It is a multi-user
parallel-processing data server with a comprehensive security infrastructure,
backup and restore utilities, and sophisticated administrative and tuning options.
The SAS SPD Server runs on Tru64 UNIX, Windows Server, HP-UX, and Sun
Solaris platforms.

How Parallel Storage Works
The SAS SPD Engine and SAS SPD Server deliver data to applications rapidly by
organizing large SAS data sets into a streamlined file format. The file format enables
multiple CPUs and I/O channels to perform parallel input/output (I/O) functions on the
data. Parallel I/O takes advantage of multiple CPUs and multiple controllers, with
multiple disks per controller, to read or write data in independent threads.
One way to take advantage of the features of the SAS SPD Engine is through a
hardware and software architecture known as symmetric multiprocessing (SMP). An
SMP machine has multiple CPUs and an operating system that supports threads.
These machines are usually configured with multiple controllers and multiple disk
drives per controller.
When the SAS SPD Engine reads a data file, it launches one or more threads for
each of the CPUs in the SMP machine. These threads then read data in parallel from
multiple disk drives, driven by one or more controllers per CPU. The SAS SPD Engine
running on an SMP machine provides the capability to read and deliver much more
data to an application in a given elapsed time.

Multidimensional Databases (Cubes)
Multidimensional databases (cubes) are another storage option provided by the SAS
Intelligence Platform. Cubes provide business users with multiple views of their data
through drill-down capabilities.
Cubes are derived from source data such as SAS tables, SAS SPD Engine tables, and
SAS/ACCESS database tables. To create cube definitions, and to build cubes based on
these definitions, you can use the Cube Designer wizard, which is available from SAS
Data Integration Studio and SAS OLAP Cube Studio.
Cubes are managed by the SAS OLAP Server, which is a multi-user, scalable server
designed to store and access large volumes of data while maintaining system
performance.
The SAS OLAP Server uses a SAS engine that organizes data into a streamlined file
format. This file format enables the engine to rapidly deliver data to client applications.
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The engine also reads and writes partitioned tables, which enables it to use multiple
CPUs to perform parallel I/O functions. The threaded model enables the SAS OLAP
Server to create and query aggregations in parallel for fastest performance.
SAS business intelligence applications perform queries against the cubes by using
the multidimensional expression (MDX) query language. Cubes can be accessed by
client applications that are connected to the SAS OLAP Server with the following tools:

3 the SQL Pass-Through Facility for OLAP, which is designed to process MDX
queries within the PROC SQL environment

3 open access technologies such as OLE DB for OLAP and ADO MD

How Data Sources are Managed in the Metadata
All of the data sources that are used in your implementation of the SAS Intelligence
Platform are centrally controlled through metadata that is stored in the SAS Metadata
Repository. In the metadata repository, you can create the following types of metadata
objects to control and manage your data:

3
3
3
3

database servers, which provide relational database services to clients
SAS Application Servers, which perform SAS processes on data
cubes
OLAP schemas, which specify which groups of cubes a given SAS OLAP Server
can access

3 dimensions and measures in a cube
3 libraries, which are collections of one or more files that are recognized by SAS
software and that are referenced and stored as a unit

3 the data sources (for example, SAS tables) that are contained in a library
3 the columns that are contained in a data source
A variety of methods are available to populate the metadata repository with these
objects, including the following:

3 The data source design applications, SAS Data Integration Studio and SAS OLAP
Cube Studio, automate the creation of all of the necessary metadata about your
data sources. As you use these products to define warehouses, data marts, and
cubes, the appropriate metadata objects are automatically created and stored in
the metadata repository.

3 You can use the following features of SAS Management Console to define data
source objects:

3 The New Server Wizard enables you to easily define the metadata for your
database servers and SAS Application Servers.

3 The Data Library Manager enables you to define database schemas for a
wide variety of schema types. You can also use this feature to define libraries
if you are not using SAS Data Integration Studio to define them.

3 The Register Tables feature enables you to import table definitions from
external sources if you are not using SAS Data Integration Studio to create
them.

3 On the SAS Folders tab, you can set permissions that secure access to
metadata folders and objects. Because all SAS Intelligence Platform
applications use the metadata server when accessing resources, permissions
that are enforced by the metadata server provide an effective level of
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protection. These permissions supplement protections from the host
environment and other systems. Therefore, a user’s ability to perform a
particular action is determined not only by metadata-based access controls
but also by external authorization mechanisms such as operating system
permissions and database controls.

3 You can use the metadata LIBNAME engine to enforce data-related Read, Write,
Create, and Delete access controls that have been defined in metadata.
For detailed information about administering data sources, see the SAS Intelligence
Platform: Data Administration Guide.
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Overview of Servers
The SAS Intelligence Platform provides access to SAS functionality through the
following specialized servers:
3 the SAS Metadata Server, which writes metadata objects to, and reads metadata
objects from, SAS Metadata Repositories. These metadata objects contain
information about all of the components of your system, such as users, groups,
data libraries, servers, and user-created products such as reports, cubes, and
information maps.
3 SAS Workspace Servers, which provide access to SAS software features such as
the SAS language, SAS libraries, the server file system, results content, and
formatting services.
A program called the SAS object spawner runs on a workspace server’s host
machine. The spawner listens for incoming client requests and launches server
instances as needed.
3 SAS Pooled Workspace Servers, which are configured to use server-side pooling. In
this configuration, which is new with SAS 9.2, the SAS object spawner maintains a
collection of workspace server processes that are available for clients. This server
configuration is intended for use by query and reporting tools such as SAS
Information Map Studio, SAS Web Report Studio, and the SAS Information
Delivery Portal.
3 SAS Stored Process Servers, which fulfill client requests to execute SAS Stored
Processes. Stored processes are SAS programs that are stored on a server and can
be executed as required by requesting applications. SAS Stored Process Servers
are configured to be load balanced across three server processes.
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The SAS object spawner runs on a stored process server’s host machine, listens
for incoming client requests, and launches server instances as needed.
SAS OLAP Servers, which provide access to cubes. Cubes are logical sets of data
that are organized and structured in a hierarchical multidimensional arrangement.
Cubes are queried by using the multidimensional expression (MDX) language.
the SAS Table Server, which is included in some SAS Intelligence Platform
software offerings. This server stores records to support the enhanced auditing
capabilities that SAS Shared Services provides for the SAS BI Dashboard and for
other products and solutions.
SAS/CONNECT servers, which provide computing resources on remote machines
where SAS Integration Technologies is not installed.
batch servers, which enable you to execute code in batch mode. There are three
types of batch servers: DATA step batch servers, Java batch servers, and generic
batch servers. The DATA step server enables you to run SAS DATA steps and
procedures in batch mode. The Java server enables you to schedule the execution
of Java code, such as the code that creates a SAS Marketing Automation marketing
campaign. The generic server supports the execution of any other type of code.
the SAS Content Server, which is part of the middle tier architecture. This server
stores digital content (such as documents, reports, and images) that is created and
used by SAS Web applications. For more information, see “SAS Content Server” on
page 32.

Note: In the SAS Intelligence Platform, the term server refers to a program or
programs that wait for and fulfill requests from client programs for data or services.
The term server does not necessarily refer to a specific computer, since a single
computer can host one or more servers of various types. 4
Note: For accessing specialized data sources, the SAS Intelligence Platform can also
include one or more data servers. These might include the SAS Scalable Performance
Data (SPD) Server and third-party database management system (DBMS) products. The
SAS OLAP Server also provides some data server functionality. For information about
data servers, see Chapter 3, “Data in the SAS Intelligence Platform,” on page 15. 4
The following sections describe these concepts:

3 the central role of the SAS Metadata Server in the management of the SAS
Intelligence Platform
3 the organizational principles that are used to manage SAS server resources,
including server objects, logical servers, and application servers
3 the use of load balancing (for stored process servers and workspace servers) and
workspace pooling (for workspace servers)
3 the facilities and capabilities that are provided for server logging and monitoring

SAS Metadata Server

About the SAS Metadata Server
The SAS Metadata Server is a multi-user server that enables users to read metadata
from and write metadata to one or more SAS Metadata Repositories. This server is a
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centralized resource for storing, managing, and delivering metadata for all SAS
applications across the enterprise.

About the Metadata in the SAS Metadata Repository
Here are examples of the types of metadata objects that can be stored in the SAS
Metadata Repository:

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

users
groups of users
data libraries
tables
jobs
cubes
documents
information maps
reports
stored processes
dashboards
analytical models
SAS Workspace Servers
SAS Pooled Workspace Servers
SAS Stored Process Servers
SAS OLAP Servers
SAS Table Servers

A metadata object is a set of attributes that describe a resource. Here are some
examples:

3 When a user creates a report in SAS Web Report Studio, a metadata object is
created to describe the new report.

3 When a user creates a data warehouse in SAS Data Integration Studio, a
metadata object is created to describe each table included in the warehouse.
3 When a system administrator defines a new instance of a SAS server, a metadata
object is created to describe the server.
The specific attributes that a metadata object includes vary depending on the
resource that is being described. For example, a table object can include attributes for
the table’s name and description, path specification, host type, and associated SAS
Application Server.
The SAS Metadata Server uses the SAS Open Metadata Architecture, which provide
common metadata services to SAS and other applications. Third parties can access
metadata in the SAS Metadata Server by using an application programming interface
(API) that is supplied by SAS. SAS Metadata Bridges are available to support metadata
exchange with a variety of sources, including the Common Warehouse Metadata Model
(CWM).

How the Metadata Server Controls System Access
The SAS Metadata Server plays an important role in the security of the SAS
Intelligence Platform. It controls system access in the following ways:
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3 For accountability, we recommend that you create an individual SAS identity for
each person who uses the SAS environment. These identities enable you to make
access distinctions and audit individual actions in the metadata layer. The
identities also provide personal folders for each user. The metadata server
maintains its own copy of each user ID for the purpose of establishing a SAS
identity.

3 You can define metadata-based access controls that supplement protections from
the host environment and other systems. With these controls, you can manage
access to OLAP data, to relational data (depending on the method by which the
data is accessed), and to almost any metadata object (for example, reports, data
definitions, information maps, jobs, stored processes, and server definitions).

3 You can assign users and groups to roles that determine whether they can use
application features such as menu items, plug-ins, and buttons. Roles are designed
to make application functionality available to the appropriate types of users. For
example, role memberships determine whether a user can see the Server Manager
plug-in (in SAS Management Console), compare data (in SAS Enterprise Guide),
or directly open an information map (in SAS Web Report Studio). Applications
that support roles include the SAS Add-In for Microsoft Office, SAS Enterprise
Guide, SAS Management Console, and SAS Web Report Studio.
For more information about security in the SAS Intelligence Platform, see Chapter 7,
“Security Overview,” on page 43.

How Metadata is Created and Administered
Metadata can be loaded to the SAS Metadata Server in several different ways:

3 The configuration process for the SAS Intelligence Platform automatically creates
and stores metadata objects for the resources, such as servers, that are part of
your initial installation.

3 SAS Metadata Bridges enable you to import metadata from a variety of sources,
including market-leading design tool and repository vendors and the Common
Warehouse Metamodel (CWM).

3 When users create products such as reports, information maps, and data
warehouses with the SAS Intelligence Platform applications, these applications
create and store metadata objects describing the products.

3 System administrators use the SAS Management Console client application to
directly create metadata for system resources such as servers, users, and user
groups.
System administrators also use SAS Management Console for general metadata
administration tasks, including backing up the metadata server, creating new
repositories, replicating existing repositories, promoting metadata objects, and
maintaining authorization information and access rules for all types of resources.

How Business Metadata is Organized
A hierarchical folder structure is used to organize metadata for business intelligence
content such as libraries, tables, jobs, cubes, information maps, and reports. The folder
structure includes personal folders for individual users and a folder for shared data.
Within this overall structure, you can create a customized folder structure that meets
the information management, data sharing, and security requirements of your
organization.
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The Folders tab of SAS Management Console displays all SAS folders that the user
has permission to view. Most other client applications display SAS folders only if they
contain content that is relevant to the application, subject to the user’s permissions.
Import and export wizards in SAS Management Console, SAS Data Integration Studio,
and SAS Web OLAP Viewer enable you to easily move or promote content from one part
of the SAS Folders tree to another, or from a test environment to a production
environment.
For more information about the SAS Metadata Server, see the SAS Intelligence
Platform: System Administration Guide.

Server Objects, Application Servers, and Logical Servers
In the SAS Metadata Repository, each server process that executes SAS code is
represented by a server object. In the metadata, the attributes for each server object
contain information such as the following:
3 the name of the machine that is hosting the server
3 the TCP/IP port or ports on which the server listens for requests

3 the SAS command that is used to start the server
The intermediate level of organization is called a logical server object. SAS servers of
a particular type, running either on the same machine or on different machines, can be
grouped into a logical server of the corresponding type. For example:
3 A logical workspace server is a group of one or more workspace servers.
3 A logical pooled workspace server is a group of one or more workspace servers that
are configured to use server-side pooling.
3 A logical stored process server is a group of one or more stored process servers.
The logical servers are then grouped into a SAS Application Server. The following
figure shows a sample configuration:
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SAS Application Server Components: Sample Conﬁguration

Logical OLAP
server

Logical pooled
workspace
server

Application
server

OLAP server 1
OLAP server 2

Pooled workspace server 1
Pooled workspace server 2

Stored process server 1
Logical stored
process server

Stored process server 2
Stored process server 3

Logical
workspace
server

Logical
SAS/CONNECT
server

Workspace server 1
Workspace server 2

SAS/CONNECT server

Application servers and logical servers are logical constructs that exist only in
metadata. In contrast, the server objects within a logical server correspond to actual
server processes that execute SAS code.

Purpose of the Application Server Grouping
Application servers, which are groupings of logical servers, provide the following
functionality in the SAS Intelligence Platform:

3 SAS applications can request the services of a group of logical servers by
specifying a single application server name.
For example, a user can set up SAS Data Integration Studio to send all jobs to a
specific SAS Application Server. Each time the user runs a SAS Data Integration
Studio job, the SAS code that is generated is executed by a workspace server that
is contained in the specified application server.

3 System resources, such as SAS libraries or data schemas, can be assigned to a
specific application server. This assignment ensures that all of the logical servers
contained in the application server will be able to access these resources as
needed, subject to security restrictions.
For example, if a SAS library is assigned to a specific application server, then
any application that runs jobs on that server will automatically have access to the
library, subject to security restrictions.
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Purpose of the Logical Server Grouping
Logical servers, which are groupings of individual servers of a specific type, provide
the following functionality in the SAS Intelligence Platform:

3 Users or groups of users can be granted rights to a logical server, thereby
providing access to each physical server that the logical server contains. You can
also use permissions to direct specific users or groups of users to specific physical
servers within a logical server grouping.

3 If one physical server in a logical server grouping fails, the other servers are still
available to provide continuous processing.

3 Load balancing can be implemented among the servers in a logical workspace
server or a logical stored process server. Load balancing is configured by default
for SAS Pooled Workspace Servers. (Load balancing is not available for OLAP
servers).

3 Workspace pooling can be implemented among the servers in a logical workspace
server.
For more information about SAS Application Servers, see the SAS Intelligence
Platform: Application Server Administration Guide.

Load Balancing for SAS Workspace Servers and SAS Stored Process
Servers
Load balancing is a feature that distributes work among the server processes in a
logical workspace server or a logical stored process server. Load balancing is well-suited
to applications that connect to servers for long periods of time and that submit long
jobs. Desktop applications often fall into this category.
The load balancer runs in the object spawner, which is a program that runs on server
machines, listens for incoming client requests, and launches server instances as needed.
When a logical server is set up for load balancing, and the object spawner receives a
client request for a server in the logical server group, the spawner directs the request to
the server in the group that has the least load.
SAS Pooled Workspace Servers and SAS Stored Process Servers are load-balanced by
default. For more information about load balancing, see the SAS Intelligence Platform:
Application Server Administration Guide.

Workspace Pooling for SAS Workspace Servers
Workspace pooling creates a set of server connections that are reused. This reuse
avoids the wait times that an application incurs when it creates a new server connection
for each user. You can also use pooling to distribute server connections across machines.
Pooling is most useful for applications that require frequent, but brief, connections to
a SAS Workspace Server. SAS 9.2 supports the following two types of pooling:
server-side pooling
a configuration in which the SAS object spawner maintains a collection of
re-usable workspace server processes that are available for clients. The usage of
servers in the pool is governed by authorization rules that are set on the servers in
the SAS metadata. Load balancing is automatically configured for these servers.
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By default, applications such as SAS Information Map Studio, the SAS
Information Delivery Portal, and SAS Web Report Studio use SAS Pooled
Workspace Servers to query relational data. SAS Pooled Workspace Servers are
configured to use server-side pooling and load balancing.
client-side pooling
a configuration in which the client application maintains a collection of reusable
workspace server processes. In releases prior to 9.2, client-side pooling was the
only method of configuring pooling for workspace servers.
For more information about pooling, see the SAS Intelligence Platform: Application
Server Administration Guide.

Logging and Monitoring for SAS Servers
The SAS Intelligence Platform uses a standard logging facility to perform logging for
SAS servers. The logging facility, which is new with SAS 9.2, supports problem
diagnosis and resolution, performance and capacity management, and auditing and
regulatory compliance. The logging facility provides the following capabilities for
servers:

3 Log events can be directed to multiple destinations, including files, operating
system facilities, and client applications.
3 For each log destination, you can configure the message layout, including the
contents, the format, the order of information, and literal text.

3 For each log destination, you can configure a filter to include or exclude events
based on levels and message contents.

3 For the metadata server, security-related events are captured, including
authentication events, client connections, changes to user and group information,
and permission changes.

3 You can generate performance-related log events in a format that can be processed
by an Application Response Measurement (ARM) 4.0 server.
To monitor servers and spawners, you can use the server management features of
SAS Management Console. These features enable you to do the following:

3
3
3
3
3
3

view server and spawner logs
change logging levels dynamically without stopping the server
quiesce, stop, pause, and resume servers and spawners
validate servers and spawners and test server connections
view information about current connections and processes
view performance counters that provide statistics about activity that has occurred
since a server or spawner was last started

Server monitoring can also be performed using third-party products for enterprise
systems management.
For more information about server logging and monitoring, see the SAS Intelligence
Platform: System Administration Guide and SAS Logging: Configuration and
Programming Reference.
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Overview of Middle-Tier Components
The middle tier of the SAS Intelligence Platform provides an environment in which
the business intelligence Web applications, such as SAS Web Report Studio and the
SAS Information Delivery Portal, can execute. These products run in a Web application
server and communicate with the user by sending data to and receiving data from the
user’s Web browser. The middle tier applications rely on servers on the SAS server tier
to perform SAS processing, including data query and analysis.
The middle-tier environment includes the following third-party software and SAS
software elements:
3 a Web application server

3 the Java Development Kit (JDK)
3 SAS Web applications, which can include SAS Web Report Studio, the SAS
Information Delivery Portal, SAS BI Portlets, the SAS BI Dashboard, the SAS
Help Viewer for the Web, and other SAS products and solutions

3 the SAS Web Infrastructure Platform, which includes the SAS Content Server and
other infrastructure applications and services

3 SAS Shared Services
3 a Java remote method invocation (RMI) server, which enables access to SAS
Foundation Services and associated extension services
The following figure illustrates the middle-tier components:
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Figure 5.1 Middle Tier Components
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Third-Party Software Components

Web Application Server
The Web application server provides the execution environment for Web applications
that run on the middle tier. The following third-party servers are supported:

3 JBoss Application Server
3 IBM WebSphere Application Server
3 IBM WebSphere Application Server Network Deployment
3 Oracle WebLogic Server
For information about the currently supported versions of these products, see “Third
Party Software for SAS 9.2 Foundation” at support.sas.com/thirdpartysupport.
The following applications and services run in the Web application server
environment:

3 applications and services that are part of the SAS Web Infrastructure Platform.
3 SAS Shared Services.
3 the SAS Web Report Studio, SAS Information Delivery Portal, SAS BI Portlets,
SAS BI Dashboard, and SAS Help Viewer for the Web applications. For a
description of these applications, see Chapter 6, “Clients in the SAS Intelligence
Platform,” on page 35.
Depending on which products and solutions you have purchased, your site might have
additional Web applications.
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Java Development Kit
The Java Development Kit (JDK) is required to run the Web application server. For
information about the currently supported versions of the JDK, see “Third Party
Software for SAS 9.2 Foundation” at support.sas.com/thirdpartysupport.

SAS Web Infrastructure Platform
The SAS Web Infrastructure Platform is a collection of services and applications that
provide common infrastructure and integration features to be used by SAS Web
applications. These services and applications provide the following benefits:
3 consistency in installation, configuration, and administration tasks for Web
applications
3 greater consistency in users’ interactions with Web applications
3 integration among Web applications as a result of the ability to share common
resources
The following services and applications are included in the SAS Web Infrastructure
Platform:
SAS BI Web Services for Java
can be used to enable your custom applications to invoke and obtain metadata
about SAS Stored Processes. Web services enable distributed applications that are
written in different programming languages and that run on different operating
systems to communicate using standard Web-based protocols. The most common
protocol is the Simple Object Access Protocol (SOAP).
The SAS BI Web Services for Java interface is based on the XML for Analysis
(XMLA) Version 1.1 specification.
SAS Shared Web Assets
contains graph applet JARs that are shared across SAS Web applications. They
display graphs in stored processes and in the SAS Stored Process Web application.
SAS Web Infrastructure Platform Services
provide a common infrastructure for SAS Web applications. The infrastructure
supports activities such as auditing, authentication, configuration, status and
monitoring, e-mail, theme management, and data sharing across SAS Web
applications.
SAS Logon Manager
provides a common user authentication mechanism for SAS Web applications. It
displays a dialog box for user ID and password entry, authenticates the user, and
launches the requested application. SAS Logon Manager supports a single sign-on
authentication model. When this model is enabled, it provides access to a variety
of computing resources (including servers and Web pages) during the application
session without repeatedly prompting the user for credentials.
You can configure SAS Logon Manager to display custom messages and to
specify whether a logon dialog box is displayed when users log off.
In addition, you can use third-party products in conjunction with SAS Logon
Manager to enable users to access multiple Web applications within the same
browser session.
SAS Preferences Manager
provides a common mechanism for managing preferences for SAS Web
applications. The feature enables administrators to set default preferences for
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locale, theme, alert notification, and time, date, and currency display. Within each
Web application, users can view the default settings and update their individual
preferences.
SAS Stored Process Web Application
executes stored processes on behalf of a Web client and return results to a Web
browser. The SAS Stored Process Web application is similar to the SAS/IntrNet
Application Broker, and has the same general syntax and debug options.
SAS Web Administration Console
provides features for monitoring and administering middle-tier components. This
browser-based interface enables administrators to do the following:
3 view a list of users who are logged on to SAS Web applications, and send
e-mail to active users
3 create, delete, and manage permissions for folders on the SAS Content Server
3 view configuration information for each middle-tier component
SAS Content Server
stores digital content (such as documents, reports, and images) that is created and
used by SAS Web applications. For more information, see the next topic.
For more information about the SAS Web Infrastructure Platform, see the SAS
Intelligence Platform: Web Application Administration Guide.

SAS Content Server
The SAS Content Server is part of the SAS Web Infrastructure Platform. This server
stores digital content (such as documents, reports, and images) that is created and used
by SAS Web applications. For example, the SAS Content Server stores report
definitions that are created by users of SAS Web Report Studio, as well as images and
other elements that are used in reports. A process called content mapping ensures that
report content is stored using the same folder names, folder hierarchy, and permissions
that the SAS Metadata Server uses to store corresponding report metadata.
In addition, the SAS Content Server stores documents and other files that are to be
displayed in the SAS Information Delivery Portal or in SAS solutions.
To interact with the SAS Content Server, client applications use WebDAV-based
protocols for access, versioning, collaboration, security, and searching. Administrative
users can use the browser-based SAS Web Management Console to create, delete, and
manage permissions for folders on the SAS Content Server.
For more information about the SAS Content Server, see the SAS Intelligence
Platform: Web Application Administration Guide.

SAS Shared Services
SAS Shared Services provides standard features that are used by the SAS BI
Dashboard and which can also be used by the SAS Information Delivery Portal, SAS
Web Report Studio, and certain SAS solutions. The features include the following:
alert registration and notification
enables users to register to receive time-sensitive, action-oriented messages when
a specified combination of events and conditions occurs. Alerts can be sent to the
user’s e-mail address or displayed in the SAS Information Delivery Portal.
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comment management
enables users to create comments related to business intelligence objects. Users
can then reply to, search for, retire, delete, or add attachments to existing
comments. This feature enables the capture of human intelligence and supports
collaborative decision making related to business data.
For more information about SAS Shared Services, see the SAS Intelligence Platform:
Web Application Administration Guide.

SAS Foundation Services
SAS Foundation Services is a set of core middleware infrastructure services that
integrate distributed applications on the middle tier with other components of the SAS
Intelligence Platform. This suite of Java-based APIs provides the following services:

3
3
3
3
3
3
3
3
3

client connections to SAS application servers
dynamic service discovery
user authentication
profile management
session management
activity logging
metadata and content repository access
connection management
WebDAV service

Extension services for information publishing, event management, and SAS Stored
Process execution are also provided. All of the SAS Web applications that are described
in this document use SAS Foundation Services.
For more information about SAS Foundation Services, see the SAS Foundation
Services: Administrator’s Guide.
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Overview of Clients
SAS Intelligence Platform clients include desktop applications and Web-based
applications. The following table lists the clients by type:
Table 6.1 SAS Intelligence Platform Clients
Desktop Applications

Web Applications2

Java Applications1

Windows Applications

SAS Data Integration Studio

SAS Add-In for Microsoft Office

SAS Web Report Studio

SAS Information Map Studio

SAS Enterprise Guide

SAS Information Delivery
Portal

SAS OLAP Cube Studio

JMP3

SAS BI Portlets

SAS Enterprise Miner

SAS BI Dashboard

SAS Management Console

SAS Help Viewer for the Web

1 Require a JRE on each client machine.
2 Require a Web browser on each client machine and a Web application server on the middle-tier
machine where the application will run.
3 Also available on Macintosh and Linux.

The desktop applications are supported only on Microsoft Windows systems. The
exception is SAS Management Console, which runs on all platforms except z/OS and
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OpenVMS. All of the Java desktop applications require the Java Runtime Environment
(JRE), which includes a Java Virtual Machine (JVM) that executes the application and
a set of standard Java class libraries. If you have installed the SAS Foundation on a
host, the JRE will already be present on that machine. Otherwise, you can install the
JRE that is supplied by SAS before you install the first Java client.
The Web-based applications reside and execute on the middle tier (see Chapter 5,
“Middle-Tier Components of the SAS Intelligence Platform,” on page 29) , and require
only a Web browser to be installed on each client machine. These products run on a
Web application server on the middle tier. They communicate with the user by sending
data to and receiving data from the user’s Web browser. For example, an application of
this type displays its user interface by sending an HTML document to the user’s
browser. The user can submit input to the application by sending it an HTTP
response—usually by clicking a link or submitting an HTML form.

SAS Add-In for Microsoft Ofﬁce
The SAS Add-In for Microsoft Office is a Component Object Model (COM) add-in that
extends Microsoft Office. It enables you to harness the power of SAS analytics; to access
relational data sources directly from Microsoft Word, Microsoft Excel, Microsoft
PowerPoint, and Microsoft Outlook; and to create reports within Microsoft Office. You
can use the SAS Add-In for Microsoft Office for the following tasks:

3 dynamically execute stored processes and SAS tasks.
3 analyze SAS or Excel data by using SAS tasks.
3 embed and refresh the results of your stored processes and SAS tasks in your
documents, spreadsheets, and presentations.

3 access and view SAS data sources or any data source that is available from your
SAS server. There is no size limit on the SAS data sources that you can open.

3 filter your data using an intuitive user interface or using an advanced SQL editor.
3 sort your data by an unlimited number of variables.
3 send results from one Microsoft Office application to another. For example, you
can send an analysis result that was created in Microsoft Excel to Microsoft Word
or PowerPoint; and you can send reports from Microsoft Outlook to Excel, Word, or
PowerPoint. When sending results, you can specify whether the results can be
refreshed or whether they should be static.

3 share results by sending e-mail, scheduling meetings, or assigning tasks in
Microsoft Outlook.
For more information, see the Help for the SAS Add-In for Microsoft Office. For
information about administrative tasks associated with SAS Add-In for Microsoft Office,
see the SAS Intelligence Platform: Desktop Application Administration Guide.

SAS BI Dashboard
The SAS BI Dashboard enables users to create, maintain, and view dashboards to
monitor key performance indicators that convey how well an organization is performing.
The application is Web-based and can be accessed from within the SAS Information
Delivery Portal.
The SAS BI Dashboard includes an easy-to-use interface for creating dashboards that
include graphics, text, colors, and hyperlinks. Dashboards can link to SAS reports and
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analytical results, SAS Strategic Performance Management scorecards and objects,
externally generated data, and virtually anything that is addressable by a Uniform
Resource Identifier (URI).
All content is displayed in a role-based, secure, customizable, and extensible
environment. End users can customize how information appears on their personal
dashboards.
For more information, see the SAS BI Dashboard Help, which is available from
within the product, and the SAS BI Dashboard: User’s Guide, available at http://
support.sas.com. For information about administrative tasks associated with the SAS
BI Dashboard, see the SAS Intelligence Platform: Web Application Administration
Guide.

SAS BI Portlets
The October 2009 release of SAS Enterprise BI Server includes SAS BI Portlets,
which enable users to access, view, and work with business intelligence content that is
stored on the SAS Metadata Server and the SAS Content Server. The portlets are
seamlessly integrated into the SAS Information Delivery Portal and provide added
value to portal users. The portlets include the SAS Collection Portlet, the SAS
Navigator Portlet, the SAS Report Portlet, and the SAS Stored Process Portlet. For
information about configuring, deploying, and administering SAS BI Portlets, see the
SAS Intelligence Platform: Web Application Administration Guide.

SAS Data Integration Studio
SAS Data Integration Studio is a visual design tool that enables you to consolidate
and manage enterprise data from a variety of source systems, applications, and
technologies. This software enables you to create process flows that accomplish the
following tasks:

3 extract, transform, and load data for use in data warehouses and data marts
3 cleanse, migrate, synchronize, replicate, and promote data for applications and
business services
SAS Data Integration Studio enables you to create metadata that defines sources,
targets, and the processes that connect them. This metadata is stored in one or more
shareable repositories. SAS Data Integration Studio uses the metadata to generate or
retrieve SAS code that reads sources and creates targets in physical storage. Other
applications that share the same repositories can use the metadata to access the targets
and use them as the basis for reports, queries, or analyses.
Through its metadata, SAS Data Integration Studio provides a single point of control
for managing the following resources:

3 data sources (from any platform that is accessible to SAS and from any format
that is accessible to SAS)

3 data targets (to any platform that is accessible to SAS, and to any format that is
supported by SAS)

3 processes that specify how data is extracted, transformed, and loaded from a
source to a target

3 jobs that organize a set of sources, targets, and processes (transformations)
3 source code generated by SAS Data Integration Studio

38

SAS Enterprise Guide

4

Chapter 6

3 user-written source code
Note:

SAS Data Integration Studio was formerly named SAS ETL Studio.

4

For more information, see the SAS Data Integration Studio Help, which is available
from within the product, and the SAS Data Integration Studio: User’s Guide, which is
available at http://support.sas.com. For information about administrative tasks
associated with SAS Data Integration Studio, see the SAS Intelligence Platform:
Desktop Application Administration Guide.

SAS Enterprise Guide
SAS Enterprise Guide is a project-oriented Windows application that is designed to
enable quick access to much of the analytic power of SAS software for statisticians,
business analysts, and SAS programmers. SAS Enterprise Guide provides the following
functionality:

3 a point-and-click user interface to SAS servers
3 transparent data access to both SAS data and other types of data
3 interactive task windows that lead you through dozens of analytical and reporting
tasks

3 the ability to use the highest quality SAS graphics
3 the ability to export results to other Windows applications and the Web
3 the ability to schedule your project to run at a later time
SAS Enterprise Guide also enables you to create SAS Stored Processes and to store
that code in a repository that is available to a SAS Stored Process Server. (Stored
processes are SAS programs that are stored on a server and are executed by client
applications.) Stored processes are used for Web reporting and analytics, among other
things.
For more information, see the SAS Enterprise Guide Help, which is available from
within the product. For information about administrative tasks associated with SAS
Enterprise Guide, see the SAS Intelligence Platform: Desktop Application
Administration Guide.

SAS Enterprise Miner
SAS Enterprise Miner is a Java application that streamlines the data mining process
to create highly accurate predictive and descriptive models based on the analysis of vast
amounts of data from across an enterprise. SAS Enterprise Miner enables you to
develop data mining flows that consist of data exploration, data transformations, and
modeling tools to predict or classify business outcomes.
For more information, see the SAS Enterprise Miner Help, which is available from
within the product. For information about administrative tasks associated with SAS
Enterprise Miner, see the SAS Intelligence Platform: Desktop Application
Administration Guide.
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SAS Information Delivery Portal
The SAS Information Delivery Portal is a Web application that enables you to
aggregate data from a variety of sources and present the data in a Web browser. The
Web browser content might include the output of SAS Stored Processes, links to Web
addresses, documents, syndicated content from information providers, SAS Information
Maps, SAS reports, and Web applications.
Using the portal, you can distribute different types of content and applications as
appropriate to internal users, external customers, vendors, and partners. You can use
the portal along with the Publishing Framework to publish content to SAS publication
channels or WebDAV repositories, to subscribe to publication channels, and to view
packages published to channels. The portal’s personalization features enable users to
organize information on their desktops in a way that makes sense to them.
For more information, see the SAS Information Delivery Portal Help, which is
available from within the product. For information about administrative and
development tasks associated with the SAS Information Delivery Portal, see the SAS
Intelligence Platform: Web Application Administration Guide and Developing Portlets for
the SAS Information Delivery Portal, which are available at http://support.sas.com.

SAS Information Map Studio
SAS Information Map Studio is a Java application that enables data modelers and
data architects to create and manage SAS Information Maps, which are business
metadata about your data. Information maps enable you to surface your data
warehouse data in business terms that typical business users understand, while storing
key information that is needed to build appropriate queries.
Information maps provide the following benefits:
3 Users are shielded from the complexities of the data.
3 Data storage is transparent to the consumers of information maps, regardless of
whether the underlying data is relational or multidimensional, or whether the
data is in a SAS data set or in a third-party database system.
3 Business formulas and calculations are predefined, which makes them usable on a
consistent basis.
3 Users can easily query data for answers to business questions without having to
know query languages.
For more information, see the SAS Information Map Studio Help, which is available
from within the product. In addition, see SAS Information Map Studio: Getting Started
with SAS Information Maps and SAS Information Map Studio: Tips and Techniques,
which are available at http://support.sas.com.

JMP
JMP is interactive, exploratory data analysis and modeling software for the desktop.
JMP makes data analysis—and the resulting discoveries—visual and helps to
communicate those discoveries to others. JMP presents results both graphically and
numerically. By linking graphs to each other and to the data, JMP makes it easier to
see the trends, outliers, and other patterns that are hidden in your data.
Through interactive graphs that link statistics and data, JMP offers analyses from
the basic (univariate descriptive statistics, ANOVA, and regression) to the advanced
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(generalized linear, mixed, and nonlinear models, data mining, and time series models).
A unified, visual approach makes these techniques available to all levels of users.
The JMP Scripting Language can be used to create interactive applications and to
communicate with SAS. JMP reads text files, Microsoft Excel spreadsheets, SAS data
sets, and data from any ODBC data source.
JMP is included with SAS Visual BI, which can be ordered with SAS Enterprise BI
Server.

SAS Management Console
SAS Management Console is a Java application that provides a single point of
control for administering your SAS servers and for managing metadata objects that are
used throughout the SAS Intelligence Platform. You can use SAS Management Console
to connect to the SAS Metadata Server and view and manage the metadata objects that
are stored in the server’s metadata repositories.
SAS Management Console uses an extensible plug-in architecture, enabling you to
customize the console to support a wide range of administrative capabilities. The
plug-ins that are provided with the application enable you to manage the following
resources:
3 server definitions
3 library definitions
3 user, group, and definitions
3 resource access controls
3 metadata repositories
3 job schedules
The plug-ins also enable you to monitor server activity, back up the metadata server,
and stop, pause, and resume servers. Only certain users can view and use plug-ins. A
user’s access to plug-ins depends on the which roles the user is assigned to and which
capabilities are assigned to those roles.
In SAS Management Console, you can also view the folders that store metadata for
business intelligence content such as libraries, tables, jobs, cubes, information maps,
and reports. The folders include a personal folder for each individual user. For shared
data, you can create a customized folder structure and assign appropriate permissions
at each level in the folder hierarchy. Import and export wizards enable you to easily
move or promote content from one part of the folder tree to another, or from one
metadata server to another.
Note: Other client applications also display folders if they contain content that is
relevant to the application and that the user has permission to view. 4
For more information, see the SAS Management Console Help, which is available
from within the product. For detailed information about specific tasks that you can
perform in SAS Management Console, see the administration guides for the SAS
Intelligence Platform at http://support.sas.com/92administration.

SAS OLAP Cube Studio
SAS OLAP Cube Studio is a Java application that enables you to register cube
metadata in a SAS Metadata Repository and save physical cube data in a specified
location.
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SAS OLAP Cube Studio enables you to design and create online analytical processing
(OLAP) cubes. Using its Cube Designer Wizard, you can specify the following:

3 the data source for a cube
3 the cube design and architecture
3 measures of the cube for future queries
3 initial aggregations for the cube
SAS OLAP Cube Studio also includes functions and wizards that enable you to create
additional cube aggregations, to add calculated members to a cube, and to modify
existing calculated members.
For more information, see the SAS OLAP Cube Studio Help, which is available from
within the product. For information about administrative tasks associated with SAS
OLAP Cube Studio, see the SAS Intelligence Platform: Desktop Application
Administration Guide.

SAS Web Report Studio
SAS Web Report Studio is a Web-based application that enables you to create, view,
and organize reports. You can use SAS Web Report Studio for the following tasks:

3 Creating reports. Beginning with a simple and intuitive view of your data provided
by SAS Information Maps (created in SAS Information Map Studio), you can
create reports based on either relational or multidimensional data sources. You
can use the Report Wizard to quickly create simple reports, or you can use Edit
mode to create sophisticated reports that have multiple data sources, each of
which can be filtered. These reports can include various combinations of list
tables, crosstabulation tables, graphs, images, and text. Using Edit mode, you can
adjust the style to globally change colors and fonts. You can also insert stored
processes that take the results from a block of SAS code and embed those results
directly into a report.

3 Viewing and working with reports. While viewing reports using a Web browser,
you can filter, sort, and rank the data that is shown in list tables, crosstabulation
tables, and graphs. With multidimensional data, you can drill down on data in
crosstabulation tables and graphs, and drill through to the underlying data.

3 Organizing reports. You can create folders and subfolders for organizing your
reports. Information consumers can use keywords to find the reports that they
need. Reports can be shared with others or kept private. You can schedule reports
to refresh on a recurring basis. Specific report pages can be distributed via e-mail
or subscription channels.

3 Printing and exporting reports. You can preview a report in PDF and print the
report, or save and e-mail it later. You have control over many printing options,
including page orientation, page range, and size of the tables and graphs. You can
also export data as a spreadsheet and export graphs as images. You can also
export data for list tables, crosstabulation tables, and graphs. The output can be
viewed in Microsoft Excel or Microsoft Word.
For more information, see the SAS Web Report Studio Help and the SAS Web Report
Studio: User’s Guide, which are available from within the product. For information
about administrative tasks associated with SAS Web Report Studio, see the SAS
Intelligence Platform: Web Application Administration Guide.
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SAS Help Viewer for the Web
The SAS Help Viewer for the Web is an application that enables users to view and
navigate SAS online Help and documentation. A middle-tier installation can include
two deployments of the SAS Help Viewer for the Web. One deployment provides online
Help and documentation for Web applications such as the SAS Information Delivery
Portal, the SAS BI Dashboard, the SAS Web OLAP Viewer, and SAS Web Report
Studio. A second optional deployment provides access to SAS OnlineDoc for the Web,
which is a library of reference documentation for the SAS System.
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Overview of SAS Intelligence Platform Security
The security features of the SAS Intelligence Platform offer the following benefits:

3
3
3
3
3
3

single sign-on from and across disparate systems
secure access to data and metadata
role-based access to application features
confidential transmission and storage of data
logging and auditing of security events
access control reporting

The SAS Intelligence Platform’s security model cooperates with external systems such
as the host environment, the Web realm, and third-party databases. To coordinate
identity information, SAS keeps a copy of one ID (such as a host, Active Directory,
LDAP, or Web account ID) for each user. This requirement does not apply to any users
for whom a generic PUBLIC identity is sufficient.
For a comprehensive discussion of security and detailed information about security
administration activities, see the SAS Intelligence Platform: Security Administration
Guide, which is available at http://support.sas.com/92administration.
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Authorization and Permissions Overview

Metadata-Based Authorization
Authorization is the process of determining which users have which permissions for
which resources. The SAS Intelligence Platform includes an authorization mechanism
that consists of access controls that you define and store in a metadata repository.
These metadata-based controls supplement protections from the host environment and
other systems. You can use the metadata authorization layer to manage access to the
following resources:

3 almost any metadata object (for example, reports, data definitions, information
maps, jobs, stored processes, and server definitions)

3 OLAP data
3 relational data (depending on the method by which the data is accessed)
You can set permissions at several levels of granularity:

3 Repository-level controls provide default access controls for objects that have no
other access controls defined.
3 Resource-level controls manage access to a specific item such as a report, an
information map, a stored process, a table, a column, a cube, or a folder. The
controls can be defined individually (as explicit settings) or in patterns (by using
access control templates).
3 Fine-grained controls affect access to subsets of data within a resource. You can
use these controls to specify who can access particular rows within a table or
members within a cube dimension.
You can assign permissions to individual users or to user groups. Each SAS user has
an identity hierarchy that starts with the user’s individual SAS identity and can
include multiple levels of nested group memberships.
The effect of a particular permission setting is influenced by any related settings that
have higher precedence. For example, if a report inherits a grant from its parent folder
but also has an explicit denial, the explicit setting determines the outcome.
The available metadata-based permissions are summarized in the following table.
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Table 7.1 Metadata-Based Permissions
Permissions

Use

ReadMetadata, WriteMetadata,
WriteMemberMetadata, CheckInMetadata

Use to control user interactions with a
metadata object.

Read, Write, Create, or Delete

Use to control user interactions with the
underlying computing resource that is
represented by a metadata object; and to control
interactions with some metadata objects, such
as dashboard objects.

Administer

Use to control administrative interactions (such
as starting or stopping) with the SAS server
that is represented by a metadata object.

Multiple Authorization Layers
A user’s ability to perform a particular action is determined not only by
metadata-based access controls but also by external authorization mechanisms such as
operating system permissions and database controls. To perform a particular action, the
user must have the necessary permissions in all of the applicable authorization layers.
For example, regardless of the access controls that have been defined for the user in the
metadata repository, the user cannot access a particular file if the operating system
permissions do not permit the action.

Roles in the SAS Intelligence Platform
The SAS implementation of roles enables you to manage the availability of
application features such as menu items, plug-ins, and buttons. Applications that have
roles include the SAS Add-In for Microsoft Office, SAS Enterprise Guide, SAS
Management Console, and SAS Web Report Studio. For example, role memberships
determine whether a user can see the Server Manager plug-in (in SAS Management
Console), compare data (in SAS Enterprise Guide), or directly open an information map
(in SAS Web Report Studio). You can assign roles to users and to groups.
An application feature that is under role management is called a capability. Each
application that supports roles provides a fixed set of explicit and implicit capabilities.
Explicit capabilities can be incrementally added to or removed from any role (other
than the unrestricted role, which always provides all explicit capabilities). An implicit
capability is permanently bound to a certain role. A contributed capability is an implicit
or explicit capability that is assigned through role aggregation. If you designate one
role as a contributing role for another role, all of the first role’s capabilities become
contributed capabilities for the second role.
In general, roles are separate from permissions and do not affect access to metadata
or data.

Authentication and Identity Management Overview
Authentication is an identity verification process that attempts to determine whether
users (and other entities) are who they say they are. In the simplest case, users already
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have accounts that are known to the metadata server’s host. For example, if the
metadata server is on UNIX, then users might have accounts in an LDAP provider that
the UNIX host recognizes. If the metadata server is on Windows, then users might
have Active Directory accounts.
For accountability, we recommend that you create an individual SAS identity for
each person who uses the SAS environment. These identities enable you to make access
distinctions and audit individual actions in the metadata layer. The identities also
provide personal folders for each user. The metadata server maintains its own copy of
each user ID for the purpose of establishing a SAS identity.
You can perform identity management tasks manually using SAS Management
Console, or you can use the following batch processes:

3 To load user information into the metadata repository, you first extract user and
group information from one or more enterprise identity sources. Then you use SAS
bulk-load macros to create identity metadata from the extracted information. SAS
provides sample applications that extract user and group information and logins
from an Active Directory server and from UNIX /etc/passwd and /etc/group files.

3 To periodically update user information in the metadata repository, you extract
user and group information from your enterprise identity sources and from the
SAS metadata. Then you use SAS macros to compare the two sets of data and
identify the needed updates. After validating the changes, you use SAS macros to
load the updates into the metadata repository.
Note: You cannot use these batch processes to manage passwords. Users can
manage their own passwords with the SAS Personal Login Manager. 4
The metadata identity information is used by the security model’s credential
management and authorization features. For example, when a user logs on to SAS
Data Integration Studio, the metadata server wants to know who the user is so that it
can determine which libraries, stored processes, and jobs should be displayed in the
desktop client. If a user makes a request in SAS Data Integration Studio to run a job
against an Oracle table, the Oracle server wants to know who the user is so that it can
determine whether the user has access to the data in the table.

Single Sign-On in the SAS Intelligence Platform

Single Sign-On for SAS Desktop Applications
For desktop applications such as SAS Information Map Studio, SAS Enterprise
Guide, SAS Data Integration Studio, SAS OLAP Cube Studio, and SAS Management
Console, you can use the following single sign-on features:

3 You can enable Integrated Windows authentication so that users will not receive a
logon prompt when they launch applications. Integrated Windows authentication
is a Microsoft technology that generates and validates Windows identity tokens.
The client and the metadata server must be in the same Windows domain or in
domains that trust each other.

3 Users can also avoid the initial logon prompt by selecting the option to save their
credentials in a connection profile. (This option can be disabled on a site-wide
basis.)
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Single Sign-On for SAS Web Applications
You can enable Web authentication so that users will not receive a logon prompt when
they launch SAS Web applications such as SAS Web Report Studio, the SAS Information
Delivery Portal, and the SAS Web OLAP Viewer for Java. In this configuration, SAS
Web applications use whatever authentication scheme you have set up in your Web
environment. For example, if your Web environment is integrated with a third-party
authentication provider, then the SAS Web applications participate in that scheme.

Single Sign-On for Data Servers and Processing Servers
Seamless access to SAS Stored Process Servers, SAS OLAP Servers, SAS Content
Servers, and SAS Pooled Workspace Servers is provided through SAS token
authentication. This mechanism causes participating SAS servers to accept users who
are connected to the metadata server. No individual external accounts are required, no
user passwords are stored in the metadata, and no reusable credentials are transmitted.
Seamless access to SAS Workspace Servers can be provided through SAS token
authentication, Integrated Windows authentication, or credential reuse. With credential
reuse, when a user provides credentials in the initial logon dialog box, the credentials
are added to the user’s in-memory credential cache (user context) and then retrieved
when access to the workspace server is required.
You can also use Integrated Windows authentication to provide direct connections to
OLAP servers (for example, from a data provider) when there is no active connection to
the metadata server.

Overview of Initial Users
During installation, several initial user accounts are created. Some of these accounts
are created for all installations, some are optional, and some are created only if certain
software components are installed. The required users include the following:

3 The SAS Administrator account and the SAS Trusted User Account. These users
are generally set up as internal accounts, which exist in metadata but are not
known to the host machine. The SAS Administrator account has access to all
metadata, regardless of SAS permissions settings. The SAS Trusted User is a
privileged service account that can act on behalf of other users when connecting to
the metadata server.

3 The SAS Spawned Servers account and the SAS Installer account, which must be
defined in the operating system of certain server machines. The SAS Spawned
Servers account is the initially configured process owner for pooled workspace
servers and stored process servers. The SAS Installer Account is used to install
and configure SAS software. On UNIX and z/OS systems, this account is also the
owner of configuration directories and their contents and is the process owner for
items such as the metadata server, the OLAP server, and the object spawner.
Other initial users include the LSF Administrator and LSF User, which are required
if Platform Suite for SAS is installed. In addition, the SAS Anonymous Web Service
User is an optional account that is used to grant clients access to applicable SAS Web
Infrastructure Platform components. Most installations set up this user as an internal
account, which exists in metadata but is not known to the host machine.
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Encryption Overview
SAS offers encryption features to help you to protect information on disk and in
transit. Passwords in configuration files and in the metadata are encrypted or encoded.
Passwords in transit to and from SAS servers are also encrypted or encoded. You can
choose to encrypt all traffic instead of encrypting only credentials.
If you have SAS/SECURE, you can use an industry standard encryption algorithm
such as AES. SAS/SECURE is an add-on product that is licensed separately and offers
maximum protection. If you do not have SAS/SECURE, you can use the
SASProprietary algorithm, which uses 32-bit keys and is appropriate for preventing
accidental exposure of information.

Security Reporting and Logging Overview
Security reporting creates a snapshot of metadata layer access control settings. SAS
provides the %MDSECDS autocall macro to enable you to easily build data sets of
permissions information. You can use those data sets as the data source for security
reports. You can also identify changes in settings by comparing data sets that are
generated at different times.
Security logging records security-related events as part of the system-wide logging
facility. The events that are captured include authentication events, client connections,
changes to user and group information, and permission changes. For more information
about logging, see “Logging and Monitoring for SAS Servers” on page 28 and the SAS
Logging: Configuration and Programming Reference.
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Intelligence Platform: Application Server Administration Guide
Intelligence Platform: Desktop Application Administration Guide
Intelligence Platform: Data Administration Guide
Intelligence Platform: Web Application Administration Guide
BI Dashboard: User’s Guide
Data Integration Studio: User’s Guide
Foundation Services: Administrator’s Guide

SAS Information Map Studio: Getting Started with SAS Information Maps
SAS Information Map Studio: Tips and Techniques
SAS Logging: Configuration and Programming Reference
SAS OLAP Server: MDX Guide
SAS OLAP Server: User’s Guide
SAS Providers for OLE DB: Cookbook
SAS Scalable Performance Data Engine: Reference
SAS Web Report Studio: User’s Guide
SAS/ACCESS for Relational Databases: Reference
Scheduling in SAS

For a complete list of SAS publications, see the current SAS Publishing Catalog. To
order the most current publications or to receive a free copy of the catalog, contact a
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SAS Publishing Sales
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Cary, NC 27513
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access control template

a reusable named authorization pattern that you can apply to multiple resources. An
access control template consists of a list of users and groups and indicates, for each
user or group, whether permissions are granted or denied. Short form: ACT.
Application Response Measurement

the name of an application programming interface that was developed by an industry
partnership and which is used to monitor the availability and performance of
software applications. ARM monitors the application tasks that are important to a
particular business. Short form: ARM.
ARM

See Application Response Measurement.
authentication

the process of verifying the identity of a person or process within the guidelines of a
specific authorization policy.
authentication provider

a software component that is used for identifying and authenticating users. For
example, an LDAP server or the host operating system can provide authentication.
authorization

the process of determining which users have which permissions for which resources.
The outcome of the authorization process is an authorization decision that either
permits or denies a specific action on a specific resource, based on the requesting
user’s identity and group memberships.
capability

an application feature that is under role-based management. Typically, a capability
corresponds to a menu item or button. For example, a Report Creation capability
might correspond to a New Report menu item in a reporting application. Capabilities
are assigned to roles.
client-side pooling

a configuration in which the client application maintains a collection of reusable
workspace server processes. See also puddle.
credentials

the user ID and password for an account that exists in some authentication provider.
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cube

a logical set of data that is organized and structured in a hierarchical,
multidimensional arrangement. A cube is a directory structure, not a single file. A
cube includes measures, and it can have numerous dimensions and levels of data.
data mart

a collection of data that is optimized for a specialized set of users who have a finite
set of questions and reports.
data warehouse

a collection of data that is extracted from one or more sources for the purpose of query,
reporting, and analysis. In contrast to a data mart, a data warehouse is better suited
for storing large amounts of data that originates in other corporate applications or
which is extracted from external data sources such as public databases.
database management system

a software application that enables you to create and manipulate data that is stored
in the form of databases. Short form: DBMS. See also relational database
management system.
database server

a server that provides relational database services to a client. Oracle, DB/2 and
Teradata are examples of relational databases.
encryption

the act or process of converting data to a form that only the intended recipient can
read or use.
HTTP

See HyperText Transfer Protocol.
HyperText Transfer Protocol

a protocol for transferring data to the Internet. HTTP provides a way for servers and
Web clients to communicate. It is based on the TCP/IP protocol. Short form: HTTP.
identity

See metadata identity.
information map

a collection of data items and filters that provides a user-friendly view of a data
source. When you use an information map to query data for business needs, you do
not have to understand the structure of the underlying data source or know how to
program in a query language.
Integrated Object Model

the set of distributed object interfaces that make SAS software features available to
client applications when SAS is executed as an object server. Short form: IOM.
Integrated Object Model server

a SAS object server that is launched in order to fulfill client requests for IOM
services. Short form: IOM server.
Integrated Windows authentication

a Microsoft technology that facilitates use of authentication protocols such as
Kerberos. In the SAS implementation, all participating components must be in the
same Windows domain or in domains that trust each other.
internal account

a SAS account that you can create as part of a user definition. Internal accounts are
intended for metadata administrators and some service identities; these accounts are
not intended for regular users.
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IOM

See Integrated Object Model.
IOM server

See Integrated Object Model server.
Java Development Kit

a software development environment that is available from Sun Microsystems, Inc.
The JDK includes a Java Runtime Environment (JRE), a compiler, a debugger, and
other tools for developing Java applets and applications. Short form: JDK.
Java RMI

See remote method invocation.
Java Virtual Machine

a program that interprets Java programming code so that the code can be executed
by the operating system on a computer. The JVM can run on either the client or the
server. The JVM is the main software component that makes Java programs
portable across platforms. A JVM is included with JDKs and JREs from Sun
Microsystems, as well as with most Web browsers. Short form: JVM.
JVM

See Java Virtual Machine.
LDAP

See Lightweight Directory Access Protocol.
Lightweight Directory Access Protocol

a protocol that is used for accessing directories or folders. LDAP is based on the X.500
standard, but it is simpler and, unlike X.500, it supports TCP/IP. Short form: LDAP.
load balancing

for IOM bridge connections, a program that runs in the object spawner and that uses
an algorithm to distribute work across object server processes on the same or
separate machines in a cluster.
logical server

in the SAS Metadata Server, the second-level object in the metadata for SAS servers.
A logical server specifies one or more of a particular type of server component, such
as one or more SAS Workspace Servers.
metadata

data about data. For example, metadata typically describes resources that are shared
by multiple applications within an organization. These resources can include
software, servers, data sources, network connections, and so on. Metadata can also
be used to define application users and to manage users’ access to resources.
Maintaining metadata in a central location is more efficient than specifying and
maintaining the same information separately for each application.
metadata identity

a metadata object that represents an individual user or a group of users in a SAS
metadata environment. Each individual and group that accesses secured resources on
a SAS Metadata Server should have a unique metadata identity within that server.
metadata LIBNAME engine

the SAS engine that processes and augments data that is identified by metadata.
The metadata engine retrieves information about a target SAS data library from
metadata objects in a specified metadata repository.
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metadata object

a set of attributes that describe a table, a server, a user, or another resource on a
network. The specific attributes that a metadata object includes vary depending on
which metadata model is being used.
metadata server

a server that provides metadata management services to one or more client
applications. A SAS Metadata Server is an example.
middle tier

in a SAS business intelligence system, the architectural layer in which Web
applications and related services execute. The middle tier receives user requests,
applies business logic and business rules, interacts with processing servers and data
servers, and returns information to users.
multidimensional database

another term for cube. Short form: MDDB. See also cube.
object spawner

a program that instantiates object servers that are using an IOM bridge connection.
The object spawner listens for incoming client requests for IOM services. When the
spawner receives a request from a new client, it launches an instance of an IOM
server to fulfill the request. Depending on which incoming TCP/IP port the request
was made on, the spawner either invokes the administrator interface or processes a
request for a UUID (Universal Unique Identifier).
OLAP

See online analytical processing.
OLAP schema

a group of cubes. A cube is assigned to an OLAP schema when it is created, and an
OLAP schema is assigned to a SAS OLAP Server when the server is defined in the
metadata. A SAS OLAP Server can access only the cubes that are in its assigned
OLAP schema.
online analytical processing

a software technology that enables users to dynamically analyze data that is stored
in multidimensional database (MDDB) tables. Short form: OLAP.
parallel I/O

a method of input and output that takes advantage of multiple CPUs and multiple
controllers, with multiple disks per controller to read or write data in independent
threads.
parallel processing

a method of processing that uses multiple CPUs to process independent threads of an
application’s computations. See also threading.
permission

the type of access that a user or group has to a resource. The permission defines
what the user or group can do with the resource. Examples of permissions are
ReadMetadata and WriteMetadata.
plug-in

a file that modifies, enhances, or extends the capabilities of an application program.
The application program must be designed to accept plug-ins, and the plug-ins must
meet design criteria specified by the developers of the application program. In SAS
Management Console, a plug-in is a JAR file that is installed in the SAS
Management Console directory to provide a specific administrative function. The
plug-ins enable users to customize SAS Management Console to include only the
functions that are needed.
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puddle

a group of servers that are started and run using the same login credentials. Each
puddle can also allow a group of clients to access the servers. See also client-side
pooling.
relational database management system

a database management system that organizes and accesses data according to
relationships between data items. The main characteristic of a relational database
management system is the two-dimensional table. Examples of relational database
management systems are DB2, Oracle, SYBASE, and Microsoft SQL Server.
remote method invocation

a Java programming feature that provides for remote communication between
programs by enabling an object that is running in one Java Virtual Machine (JVM)
to invoke methods on an object that is running in another JVM, possibly on a
different host. Short form: RMI. See also Java Virtual Machine.
RMI

See remote method invocation.
role

a set of capabilities. In some applications, certain actions are available only to users
or groups that have a particular role.
SAS Application Server

in the SAS Intelligence Platform, a logical entity that represents the SAS server tier.
This logical entity contains specific servers (for example, a SAS Workspace Server
and a SAS Stored Process Server) that execute SAS code. A SAS Application Server
has relationships with other metadata objects. For example, a SAS library can be
assigned to a SAS Application Server. When a client application needs to access that
library, the client submits code to the SAS Application Server to which the library is
assigned.
SAS Content Server

a server that stores digital content (such as documents, reports, and images) that is
created and used by SAS client applications. To interact with the server, clients use
WebDAV-based protocols for access, versioning, collaboration, security, and searching.
SAS data set

a file whose contents are in one of the native SAS file formats. There are two types of
SAS data sets: SAS data files and SAS data views. SAS data files contain data
values in addition to descriptor information that is associated with the data. SAS
data views contain only the descriptor information plus other information that is
required for retrieving data values from other SAS data sets or from files whose
contents are in other software vendors’ file formats. See also descriptor information.
SAS Foundation Services

a set of core infrastructure services that programmers can use in developing
distributed applications that are integrated with the SAS platform. These services
provide basic underlying functions that are common to many applications. These
functions include making client connections to SAS application servers, dynamic
service discovery, user authentication, profile management, session context
management, metadata and content repository access, activity logging, event
management, information publishing, and stored process execution. See also service.
SAS Information Map

See information map.
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SAS Management Console

a Java application that provides a single user interface for performing SAS
administrative tasks.
SAS Metadata Repository

one or more files that store metadata about application elements. Users connect to a
SAS Metadata Server and use the SAS Open Metadata Interface to read metadata
from or write metadata to one or more SAS Metadata Repositories. The metadata
types in a SAS Metadata Repository are defined by the SAS Metadata Model.
SAS Metadata Server

a multi-user server that enables users to read metadata from or write metadata to
one or more SAS Metadata Repositories. The SAS Metadata Server uses the
Integrated Object Model (IOM), which is provided with SAS Integration Technologies,
to communicate with clients and with other servers.
SAS OLAP Server

a SAS server that provides access to multidimensional data. The data is queried
using the multidimensional expressions (MDX) language.
SAS Open Metadata Architecture

a general-purpose metadata management facility that provides metadata services to
SAS applications. The SAS Open Metadata Architecture enables applications to
exchange metadata, which makes it easier for these applications to work together.
SAS Stored Process

a SAS program that is stored in a central location and that can be executed from the
SAS Information Delivery Portal at the user’s request. When a stored process is
executed, it creates a report that includes the most current data that is available.
Stored processes can display input forms that enable users to customize the contents
of reports.
SAS Stored Process Server

a SAS IOM server that is launched in order to fulfill client requests for SAS Stored
Processes. See also IOM server.
SAS Table Server

a data access server that supports the capabilities provided by SAS Shared Services
for the SAS BI Dashboard, SAS Web Report Studio, and other SAS solutions.
SAS token authentication

a process in which the metadata server generates and verifies SAS identity tokens to
provide single sign-on to other SAS servers. Each token is a single-use, proprietary
software representation of an identity.
SAS Web Infrastructure Platform

a collection of middle-tier services and applications that provide infrastructure and
integration features that are shared by SAS Web applications and other HTTP clients.
SAS Workspace Server

a SAS IOM server that is launched in order to fulfill client requests for IOM
workspaces. See also IOM server and workspace.
SAS/CONNECT server

a server that provides SAS/CONNECT services to a client. When SAS Data
Integration Studio generates code for a job, it uses SAS/CONNECT software to
submit code to remote computers. SAS Data Integration Studio can also use SAS/
CONNECT software for interactive access to remote libraries.
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SAS/SHARE server

the result of an execution of the SERVER procedure, which is part of SAS/SHARE
software. A server runs in a separate SAS session that services users’ SAS sessions
by controlling and executing input and output requests to one or more SAS libraries.
SASProprietary algorithm

a fixed encoding algorithm that is included with Base SAS software. The
SASProprietary algorithm requires no additional SAS product licenses. It provides a
medium level of security.
server-side pooling

a configuration in which a SAS object spawner maintains a collection of reusable
workspace server processes that are available for clients. The usage of servers in this
pool is governed by the authorization rules that are set on the servers in the SAS
metadata.
service

one or more application components that an authorized user or application can call at
any time to provide results that conform to a published specification. For example,
network services transmit data or provide conversion of data in a network, database
services provide for the storage and retrieval of data in a database, and Web services
interact with each other on the World Wide Web. See also SAS Foundation Services.
single sign-on

an authentication model that enables users to access a variety of computing
resources without being repeatedly prompted for their user IDs and passwords. For
example, single sign-on can enable a user to access SAS servers that run on different
platforms without interactively providing the user’s ID and password for each
platform. Single sign-on can also enable someone who is using one application to
launch other applications based on the authentication that was performed when the
user initially logged on.
SMP

See symmetric multiprocessing.
SPD Server

a SAS Scalable Performance Data Server. An SPD Server restructures data in order
to enable multiple threads, running in parallel, to read and write massive amounts of
data efficiently.
stored process

See SAS Stored Process.
Structured Query Language

a standardized, high-level query language that is used in relational database
management systems to create and manipulate database management system
objects. Short form: SQL.
symmetric multiprocessing

a hardware and software architecture that can improve the speed of I/O and
processing. An SMP machine has multiple CPUs and a thread-enabled operating
system. An SMP machine is usually configured with multiple controllers and with
multiple disk drives per controller. Short form: SMP.
theme

a collection of specifications (for example, colors, fonts, and font styles) and graphics
that control the appearance of an application.
thread

a single path of execution of a process that runs on a core on a CPU.
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thread-enabled operating system

an operating system that can coordinate symmetric access by multiple CPUs to a
shared main memory space. This coordinated access enables threads from the same
process to share data very efficiently.
threading

a high-performance technology for either data processing or data I/O in which a task
is divided into threads that are executed concurrently on multiple cores on one or
more CPUs.
transformation

in SAS Data Integration Studio, a metadata object that specifies how to extract data,
transform data, or load data into data stores. Each transformation that you specify
in a process flow diagram generates or retrieves SAS code. You can specify
user-written code in the metadata for any transformation in a process flow diagram.
Web application

an application that is accessed via a Web browser over a network such as the
Internet or an intranet. SAS Web applications are Java Enterprise Edition (JEE)
applications that are delivered via Web application archive (WAR) files. The
applications can depend on Java and non-Java Web technologies.
Web authentication

a configuration in which users of Web applications and Web services are verified at
the Web perimeter and the metadata server trusts that verification.
Web browser

a software application that is used to present Web content. To accomplish this task,
the browser submits URL (Uniform Resource Locator) requests to a Web server and
handles any results that the request generates.
Web Distributed Authoring and Versioning

a set of extensions to the HTTP protocol that enables users to collaboratively edit
and manage files on remote Web servers. Short form: WebDAV.
WebDAV

See Web Distributed Authoring and Versioning.
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