IBM Spectrum LSF Process Manager
Version 10 Release 2

Administering IBM Spectrum LSF Process
Manager

.||I




Note

Before using this information and the product it supports, read the information in “Notices” on page
163.

This edition applies to version 10, release 2 of IBM Spectrum LSF Process Manager (product number 5725G82) and to all
subsequent releases and modifications until otherwise indicated in new editions.

© Copyright International Business Machines Corporation 1992, 2018.

US Government Users Restricted Rights — Use, duplication or disclosure restricted by GSA ADP Schedule Contract with
IBM Corp.



Contents

Chapter 1. About IBM Spectrum LSF Process Manager......cccceceerecnrncnececnececensecannens 1

(070] 1 0] 0T g T=T 01 £ P U UPPPPTPRRN 1
PrOCESS MANAZGET SEIVEL .vviiiiiiiiiiiiiieciritteee et e e e s e ssssrrrtaeeeeeeesesssssssassaaaaaeeeessssessssssssssraaaeeeessesssssssssenes 2
The Process Manager Server failoVer NOSt........c.ii ittt 2
TSy LTl aTo ) SO OO TP O OO PPRRR 2
ProCeSS MaNa@er CLIENTS.....iiiciieeciie ettt e te e e e te e e e te e e e te e eebeeeeteeessteeeensaeeensasesssaeesnsaeannes 2
The cOMMANA LINE INTEITACE....iccuiiiiieiieteeeetee ettt ettt e be e saaeebe e sasesbeesanesabeensnesn 3

Y=Y o{U g 42U 3

ADOUL FILOVET ..t iiiieieeciteetecst ettt ettt ettt e saa e e be e sab e s beesabessbeesasessbeesseessseessessteesaesasasnsessssaens 4

ADOUL CalBNUAIS. . et iiieiiieiierie ettt ettt et e st s e e st e s beesbaesabe e baesabe e beesaseenbaessseenteesssesnsaenseesnsesnses 5

ADOUL EXCEPLIONS . viiiiee ettt ettt e e e te e e e te e e e tee e e teeeeateeesateeeesteeeestaeeassaeesstasaassasaansaseassesasnsaeannes 7

O Yty oYY o 1 =Y I oToT a o 11 4ToT T T USRSt 8

Behavior When an @XCEPHION OCCUIS.....ciiiiiciieecitie et ectee et et e e ste e e te e e s bee e s abee e e beeesabeeesabeeeensaesenseesanses 8

AboUt EXCEPLION HANALING....oiiieiiecee sttt e e te e e tee e e bt e e s bee e s eaee e sbee e snbeeesnsaaeenneas 10
BUilt-in @XCEPLION NANALEIS...cc ittt e e rae e e abe e e aae e e eate e e satee e nbaeennsaeenneeas 10
Behavior when built-in exception handlers are USed.........ocuviicciieeecieeeiieecee e 10
User-defined exception NandLers........ccuei ittt te e e rte e s aee e e rae e e aeeesnes 12

| T U o] o o] o O PP ST PPPUPRPPP 13

Chapter 2. Access CoNtrol.......ccceiieiiieiieiiiieiiieiieiiiieiiessiiesteceetesscessesssessesssssssessss 1D

Users and administrators in ProCeSS MaNa@er........uiccuieeiieeeiieeeiieeesireeesreeesireeesreeesseessseesssseessnseessnses 15
Configuration Of USEr FOLES......ii ittt e e te e e e te e s ate e s rteesenteesentaeeentaeanes 15
Normal users PermisSioNs AEtAIlS.......ciccieieciiiieie e et e e e e e eete e s rte e eertee s sreeennes 16
Process Manager Administrators permissions detailS........ccccveeeiieecciiieccieecceeecee e 16
Process Manager Control Administrators permissions details........cccccceeevieeeiiieccieecceeeeee e, 17
Process Manager Group Administrators permissions detailS........ccceeeceeeecieeeiieeecieeccieeeee e 19

Configure a Process Manager administrator or Control administrator........ccecceeeeceeeecieecccee e, 20

Configure a GroUp admMiNIStratOr.....ciccieeeciieecieecee et e eee e e te e e e e e e e baeeesaeeesaeeesaeesnsseesnsseeenseeean 20

SISN ON @S @ GUESEuueiiiiieiciiiecciee et ettt e ettt e et e e eette e sebteessbeeesbeee s beeessaeesseeesasaeesseaessaesssaassnseaesaseeesnseaeanes 21
Limit the SUEST ACCOUNT ... ettt ettt e et e e et e e s eat e e e sbe e e aaee s saaeenssaesnseesnseean 22

MaINTAIN USEI PASSWOIUS...cutiiieirieeieesiteeiteeseestessteestessteesseessseesseesaseesseesasesnsessssessseessesssesssessssesssasssesns 22
Update the LSF passWOrd file.....cuiiiiiiicieeciteeete ettt et e tee e te e e te e e sba e e eabae e eabaeesnraeanns 22

Allow users to trigger 0ther USEIS’ flOWS......ciiuiii it e e ae e e bae e 23

Restrict Who can see the fLoW Chart VIEW.......c.ciiiiiiiiiiiiienicciectse st saa e seeens 23

Integrating Kerberos With ProCeSsS Manager......cccuuieciieeiiieeiiieecieeectee e ree s ree e s veeesvee s s reesenaaesevaeesnneas 24
LSF Kerberos parameters used by ProCess Manager........ceccuieeecieeeeiieeeeiieeeeieeeesreeesteeessveeesssneessnsennns 24
Requirements to integrate With KErbEroS......c..ui it 24
Configure to use Kerberos when user login is N0t requIred.........occueeeeceeecieeccceeecee e, 24
Configure to use Kerberos when user login is reqUIred.........ccccueeeeieeeeieeiciee e 25
Automatically generate and renew user TGTs with the keytab file......c.cooveeeeeiieiicciieee e, 26

Chapter 3. Maintaining Process Manager.......ccccceieiienienieniincienieniesiescececsscsscsncsanes 29

L 11101V ST OO PPOT SRR 29
Configure a failover host (managed by EGO).....cccuiieciiiieiiieeeieeeetee ettt tee e sre e e vee e aeesssaeesnaeeas 29
Install and configure a failover host on UNIX (managed by failover daemon)......cccccecveeeceeeecneeennen. 30

CLIENT AN SEIVET NOSES.ciuuiiiiiiiiirie ettt ettt ettt st e st e s sbe e st e ssbeesaaessbeesbeesaseenseesaseenseesasessaenns 32
Add @ WINAOWS CLIENT..c..iiiiiiiiiiieeriterie ettt ete st e stessbe e s tessbe s st e sbeesaeesssessbaesasesnsaesssesnseesseesnees 32
Run the Process Manager server 0N SyStem StartUp.....cceecceeeceeeeccieeceieecceeeecieeecee e eeeeeereeesvee e e 32
Control the ProCeSS Manag@er SEIVET......uiccuiieecieeecieeeiteeecteeesteeesreeesteeesaaeessaaeeessteeessssesnssaesnsseesnnsnas 33
FOrcing @ System SNAPSNOL...cci i e e e e e e e ra e e e ba e e e aae e e aae e e neaeenees 34



AV LT o] (=R 34

About variables in ProCeSS MaNager.....c.uuiiuiiiriiiiiriiieeiieesiteessiteessreessreessiee e ssseeessaeeessseeessaeaessneaesnaes 34
(600101 17=(0] =1 1o 12 TSP 39
Change the CoNfIGUIATION.....uii ittt e et e s st e s s e e s s bt e s sabeeesabaeesnseeesaseessnsens 39
Output and error file generation for work items in @ flOW.....cccueeriiiiiiiiiiiieeceeeee e, 40
Define a default working direCtory fOr flOWS........oociiiiiiiiiie e 42
CONTIZUIE @N QLA eeiiiiciieiciee ettt e st e s s e e s s te e s sateesssbeessateessstaessseaesnssaesnsseesnsaesnnes 42
SPECITY ThE MAIL NOST.eeeieieee e e e e e e sre e e e e e ate e e s seareee e sesasaneesesnssaeeesannes 43
Change the Job STart retry VAlUE......oo ittt e s te e s sbe e s sabe e s sreesseaeens 44
Converting the job command line to native encoding when jobs are submitted to LSF.................... 44
Calendars aNd TIME ZONES......ii ittt ettt e st e s bt e s s ee e s sabe e s s ateessabeessseeesssteesnateesnseeesnnees 45
Create SYStEM CAlENUAIS. .. .uiiiccciiie ettt e ceee e e ertee e e e et e e e eesssteeeeeensteeeesensteseseassaneessnnssneessnnne 45
L08=1 =T oo T 0 F= Y0 1 U= PR 45
Update the HolidayS@SyYS CaleNdar.........uuiiiieciieie ettt e et e e e ebree e e bree e e e e naee e e s eennaaeae s 45
Do (R W ot 1 (=T T L OO SPSPIR 46
Updating time ZONE datal....cueiiiieiiiieeiiecite sttt s s s st s st e e s e e e s bee e sbeeesneeesneas 46
(oY or 1B o] o - F OSSP RPPRUPP 49
About local jobs on LINUX @Nd UNIX....ccicciiieeieiieeececiiee e secitre e s eeitte e s s eaee e e s ente e e s ensaeessesssaeesennseneas 49
PAYoTo 10} il (oTor= Mo ] o 1o ] o INATA T aTe (o LY =TSR 50
[ 113 (0] o U 50
Change the hiStOry SETHING.....ciiiiiiiiiertecee e e s sre e e s bee e s sate e saeeesneaesaeas 50
RV A=A 115 o Y2 USRS 51
View the history of @ flow definitioN........cuuiii e e et 51
VieW the hiStOry OF @ FLOW.....ueei et e e e ere e e e e e ate e e e e e nbe e e e e enreeeeeenns 52
View the history of @ JOb OF JOD @rray......ceeceiiei e erre e e e aree e e e e 52

Chapter 4. Using Process Manager with Other Batch Systems.........ccccceeeieninncneena. 53

How Process Manager works with Other BatCh SyStemMS.......ciiciiiiiieiiiiieiiecnec e 53
ADOUL Other BatCh JODS. ...co ittt sttt s st e be e sae e e b e smeeereenne 54
Configuring Process Manager to work with Other BatCh SyStems......cccevvcieiiiieiniieineecceecsee e, 55
Step Summary and Configuration CheCKLiSt.....c.uiiiiiiiiiiiiriieie e s 55
1. Configure password-1ess SSH CONNECTIONS......cuiiriiiiriiieniiieecie st see e s sreessreeessaeee s 57
2. Enable another BatCh SYSTEM... ... it e e e e e s e rae e s e e na e e e e e anreeas 58
3. Configure connection to the Other BatCh SyStemMi....cuciiciiiiiiiiiieecieccte e 58
4. Customize job submission, control, and QUErY SCHIPLS...cccuuiiiieecieee et 58
5. Restart the ProCess Manager SEIVET ... .. it iiiercite st st ssie e st e s steesste e s steesssaeesssbeessssaessssaesas 62
6.Test the Other BatCh SYStEM.....cui et e e e s e e e e e e e e s baee e e e snreeeeseanns 62
Configure Data Transfer to and from the Other Batch System.......cccoiiiiiiiiiiiiiiiiiieeccec e 63
Troubleshooting Other BatCh System JODS.......iiiiiiiiie e 64

Chapter 5. Mainframe SUPPOIt.....ccciuiiieiiiiiieiiieiietieietietectestecestecscassecssessecsssessess0D
CoNfIBUIE FOr MaINTIramME...uii ittt ettt e s s te e s saee e s sate e s sabeessabaesssseessssaesnssaesnns 65

Chapter 7. COmMMANS....ccccceiieiiieiieieiieniecanieciecestesscessesssessessssocsssassssssssssscasssssass 09

For= Y=Y 1) (o OO RTRURRRP 70
L1 YZ=Te Lo ] S PP PP UPRRTPPPIN 70
LT A F=Ya T F= LT PSSP 71
=T 1 13 TSR 71
= 1= U0 1S 72
ox= T [ 1SS 74
o= USSR 78
o [ S 79



JoTo ] 0] o1 =Y = TSRS 88
e 1= £ SRS 89
=2 01 o R 91
110 1TSSt 92
L1 93
e e PSSR 97
1 RS 98
1] o TP 99
101 PP 101
JLELoL=YTT=TUT o T £ SR 102
A= LU =Y USSRt 103
10101 o] 1] SRS 103
JLECTole A LiF=F- Te [ g 11 o PO PO OPROPRRROPRRRN 104
JLEETole AL =F 1=V o PO PURR 105
LTS LT TSRS 105
1L 00 1Y/= TSRS 106
=L L TSR 107
JL=E 10 L 0= TSN 108
0 SR 109
[T A7 LTSS 110
JET= AV =L [ T USSRt 112
JEST L) = || USSR 112
157 o o J USRI 113
ST o TSR 114
5] o L USSR 114
LT === TSR 114
10T 0181 o] 1 o ST 116
ITot=T Y=Y o o T PRI 117
8181 TSTST A V7= Y SO TP P PP PPPPPPPPPPPPRY 117

(04 T T 1 LT gt - TR | (=S B2 |

[ Iy A U1 (1] = SRR URPRP 121
Files created 0N the SEIVEN NOST.......iii ittt st e s s e e s s be e s s bee s sabeeenans 121
Process Manager hiSTOrY fIlES. ...ttt re e s ee e s eaee e s seeesseeesneaesans 122
Process Manager L0 fIlES.....uiiiiiiiiieiiiieieite ettt ettt ettt e st e st e e e s be e s s ba e e s ta e e s baeesbaeesraeenane 123
2115 0] V21 (o = S TP 123
TS = 1| B oo 1) 1 1= PSPPI 123
JS_ADMINS . ..ttt ettt sttt et b e et e s bt et e e st et e e a e e bt e a b e bt e b e e he et e eht e bt e at e bt et e sheebesaeeteeae 124
JS_CONTROL_ADMINS....c ettt ettt ettt et et et e sat et st e s bt st e sheebeeue e be st e sbeebesaeebesutesbesasenean 124
JS_FATLOVER. ..ttt ettt ettt s at et et e s bt et e s he et e s at e e bt et e s bt et e satebeeatesbeeatesbeeasesaean 125
JS _FATLOVER _HOST ettt ettt ettt sttt ettt s e b st e bt et e e bt et e saeebesat e be et e sbeeabesaeeneenaes 125
TS _FOD PO RT .ttt ettt ettt b e ettt et e et e bt et bt et e e he e bt e h e e bt et e be et e s he e besae e beeae 125
TS T 0P ettt ettt e a et et h et e e he e beea e e bt et e eh e et e eht e beeateehe et e she e beeaeenbeeaes 126
TS H O ST ettt ettt h et h e et s h e e b et be et e bt et e e h e et e ea e e bt et e ehe et e she e beeae e be et e naeeaes 126
TS _LICENSE. .. ettt ettt ettt et h et s at et s a e bt et e s bt et e eat e b e st e s bt et e saeebeeaeenbeeabesbeentenais 126
TS _MATLHOST ettt ettt ettt h et s h et e a e bt et e s bt et e s bt et e eat e beeat e bt e abeeheeabesat e besatenbeeaeesreeaee 127
TS P O R T ettt ettt ettt et b et h et e e ae e be e a e e eh e et e ehe e beeat e bt et e ehe e beehe e bt et e nheeaees 127
TS _TARDIR. .. ettt ettt ettt b et s bt et s a e et e e at e be s a e e s bt et e e he et e eat e bt e at e e b e et e sheebesatenbeetesreeas 127
LSF_ENVDIR. ...ttt ettt ettt et s et et sa et st s bt et e s bt et e e at e besat e bt et e sheebesat e beeatesbeeatesbeensenaean 127
EGO_DAEMON_CONTROL. ...ttt ettt ettt ettt et st e sbe st e s et e sbe st e be st e sbeesesaeensenas 128
EGO_CONFDIR...ctteteeteete ettt ettt et sttt e e st et e s bt et e s at et e s at e bt et e ebe et e s atebeeat e bt et e sbeeasesneenbenuean 128
ST ] 0 SR 128
JS_ADMINS. ..ttt ettt sttt et e bt et e s bt et e e bt et e e ae et e e a b e bt e e e e he et e eht e bt e at e bt et e sheebesaeeteeas 129
JS_ADMIN_UPDATE_INTERVAL.....tiittitiitieteettete ettt sttt ettt st sbe st s b e e bt e b s 129
JS_ALARM_CMD _TIMEOUT...cittitirieeieeiteste ettt ettt st te st sbe st s bt s e e sat et satesbe st e sbeebesneenbesueensenas 130
JS_BSUB_RETRY_EXIT_VALUES. ...ttt ettt et sttt et st sbe et b et sae e b eaees 130



vi

JS_CHANGE_FLOW_OWNER. ..o oot e eeeeee et eeese e e seesseeseeesseessesssesssesseessesesesessseeeeesssessessesseene 130

IS _CONN_TIMEOUT oot eeeeeeese e e eeeseee e eeeeesessse e seesesesesaee s seeeeseseseeeeeseesesesesaseeessesesesenae 132
JS_CONTROL_ADMINS. cove ettt eeeseeeseeeeeeeeseseeeseeeesesesesesese e eseseseseesseeessesesese e eeeseseseeesesseeeeeenenesenns 133
JS_CREATE_WORKING_ DIR...eueeeeeeeeeeesseesseeseeseseseeesesseesssesssessessesssesesesseessesessssssssesssessssssesssesseene 133
IS DATACAPTURE _TIME. . eeeeeeeeeeeeeeseeeseeeeeeeesese e seeeesesseese s sseesseseeessseseeeesesesessesseessessseessseeessesssanees 134
JS_DEFAULT_FLOW_WORKING_DIR ..eereeeeeereeeseeeseeeeeeseeeseeeseesssesseesssesseessesesessesseesssesesesssssesesesesee 134
IS DTD_DIR.eeoeeeeeeeeeeeeeeeseeeeeeeeseeeeese e e eeeseeese e s e eseeeseseseseeeeaeesesesese e eseeeeesesese e eseeesasesese e seeeesenenens 136
JS_ENABLE_DOUBLE_QUOTE . eeeeeeeeeeeeeeeeeeeeeseeeseeeeeeseseseeeseeessesesessssssesssesssessessesssesssesssssesssessnesenns 136
JS_ENABLE_GROUP_ADMIN. ..coeeeeeeeeeeseeeeeeseeeseeseesseeseeseesseessesssesessseesssesseaesessesssssssasesssseeessnaes 137
IS ENCRYPTION oot e e e e eeeeeeese e eeeseeseseseeeseeeeseseseseseesesesesesaseseseeeeseseseseeeseeeseseseseeseeseee 137
JS_EXTERNAL_EXECUTION ... eeeeeeeeeeeseeeeeeeeeseeeseeeeeeeseeseeess e seeseseseesss s ssesesesesesessseseseseeessessesesesseens 137
JS_FATLOVER ettt eeeeeeeeeeeese e se s e eeese e e eseeeease e se s seeeeseseeeee e eeaeesesssess e eeeeesesesene e seeeesenenensesenne 138
IS _FATLOVER _HOST cooreeeeeeeeeeeeeeeseeeseeeeseseeese e seeessessseseseseesesessesss e seesesesssesseeseeeseesesasseseesesessesesnensens 138
IS _FILE_AGE_EVENT _REPEATABLE ... eeieeeeeeeeseeeseeeeeeeeeesseeseeesseeesesesesesesseesseseseesessesesessessseessesseesees 138
IS _FILEAGENT _SENSITIVITY . .oeeeereeeeeeseeeeeseseseeeseesssesssesesssesesesesesesssesssesesessesssesesesseessesseesseessessnns 139
IS FLOW _STATE_MAIL oo eeeeeeeseeeeeseeese s seeeseeseseseseseeeesesesese s ssesesesesesemesseseeese e seeesseseseseeesensseens 139
IS _FOD_PORT oot eeee e eeeeeeeeeeese e eeeeesess e e eeeeeeeeeseee s eeesessseesee e eeeeeseeseeseeeeeeseseseeeeseeeeeneseseeeeeeeneens 139
IS FY _MONTHu oot eeeeeese e ee e e eeese e s se e eeesesese e eseeeseeesese s eeeeeeeseseee s seseeseseseseeessesesesenesennens 140
JS_HISTORY_ARCHIVE_DIR....eeeeeoeeeeeeseeseeeeeeseeessaesseessesseesesesesessesssessssssesssesssessesssesssesesessessesssesssens 140
JS_HISTORY_CLEAN_PERIOD ... eeeereeeeeeseeseeeseeeseeeseessseseeeseesseesseesssessesssesseassssssesssesssesesssesssesseasenns 141
IS _HISTORY _LIFETIME ... eeeeeeeeeeeeseeeseeeeeeeeeseseseeseeeesesssese s sseeesesssesseeseeeeseseseeseeseeseesssasseseseseesssasens 141
IS HISTORY _LIMIT eeeeeeeeeeeeeeeeeeeeeseeeeeeeeeeeeesesese e seseesesesese s seseeeesese e e eseesseseseseensseessesesens e seeeesensnens 141
IS HISTORY _SIZE eeeeeeeeeeeee e eeeeeeeseeeseeeesesesese e seesesesese e eeeeeseseseseeeeeesesese s eeeeeeeseeese e seeeseesesenenseens 141
IS HOME e e e e e e e e e se e e e e s e e e et e ee e e e e e eeeene e e 142
IS HOST et eee e ee e e e ese e e e e eeee e e eeeeese e e e e e e s ee et ee e e e ee et ee e s ee e eeeene 142
IS _IM_ACTIVEPOLICY w.eoeeeeeeeeeeeseeee e e eeeseee e seaeesesese e seeseesse e seeessesssess e sseessesesesseseesssessnesseseene 142
JS_IM_POLICY_CHECKING_INTERVAL ...eeeeeeeeeeseeeseeeeeeseeeseseseeeseesseeseseseeessesesess e sseesseseeessessesenens 143
JS_IM_POLICY _LIFETIME . eemeeeeeeeeeeeeseeeseeeeeeseeese e sseeseesseeseseseesssesseeseseseesseseeesseseeeesesesaseessesesesenaes 143
JS_IM_POLICY _NOOFFLOWS. ....eeeereeeeee e eeeseeeseeeseeesseseeessesssesseessseseeseeesssesssasesessesssesssaseenssesssesseae 143
JS_JOB_SUBMISSION_RETRY ..oereereeeeeeseeseeeseeeseesseessesesessesssesssesssesesssseessesssasssesseessesssasssessseseesseens 144
JS_JOB_SUBMISSION_TIMEOUT eeeeeeereeeseeeeeseeeseeeseeeseesseesesessesesesseeseseseessesesesssesseeesesssesseseeseses 144
JS_JOB_SUBMISSION_SCRIPT_TIME_OUT ueeieeeeeeeereeeeeeeeeeseeesseeseeessesseesseeseesssesesssesseesseessssssseene 145
JS_JOB_SUBMIT_NOTICE_THRESHOLD....eeeeeeeeeeseeeeeeeeese e seeeeseseeesseess e ssesssesssesesesseseeesssesssesssseene 145
IS KRB _KEYTAB_FILE .eoeeoeeeeeeeeeseeesee e eeeseee e seesesesese e seeseessesesesessesesess e seeeesesesess e seeeeseneseseeeseene 145
IS KRB _USE_KEYTAB cereeeeeeeeeeeseeeseeeeeesseesseeseeessesesesesese e ssesesesseass s seeeeseseseseeaeeessesesese s seeseeseeesenaes 145
IS KRB _USE _KINIT eoveeeoeeeeeeseeeeeeeeeseeeeeeeeseeseeseseseesseseeese s sesesseseseseesseeeeeeesese e seeeeseseseseneseesesesenee 146
IS LARGE _FLOW_SAVE...eeeeeeeeeeseeeeeeeeees e seeeeeeesease s e seesseesesese e eseessessseeseesseeesesesasseseeessenssesseseene 146
IS LICENSE _FILE e teeeeeeeeeeeeeeeeeseeeseeeseeeeeseseee e seseeeesesese s eseeesesesese s eseeeseseseeesseseesesesese e ssesesesesaseneees 147
JS_LIMIT_FLOW_CHART VIEW. .. eeoveeeeseeeeeeeeeeseeeseeeseeseeessseseeessesesesssesessesessesesessessasesessessseessesssesees 147
JS_LIMIT _USER _VIEW.oereeeeeeeeeeeseeeeeee e eeeseee e e seeseseseseseeeeseseesss e seeeesesesesseessesesesesassseseesssesesessesseens 149
JS_LIMIT_MODIFY_GLOBALVAR: ...eeeeeeeeeeeseeeeeeeeeeeeeeseeeseeesseseeese e sseessesesess e seeessesesessseseessesssessesenne 149
JS_LOCAL_EXECUTION_TIMEOUT eeeeeeeeeeeeeeeeeeeeeeseeeseeeseeseeesssesseessesssesssessesssesssasseessesesesssesseesenseees 149
IS _LOCAL_JOBS_LIMIT eeereeeeeeeeseeeseeeseeseeeseeeseeeseasssessseseeseesesesssssseseesssessessesssesesassessesssesseasseseens 150
JS_LOGDTIR oo eeee e ee e e e e e e eeeeeeese s e ee e s eeseee s eeeeee e s ee et eeeeee e ee e e eee e ee e e ee s e eeeeenene 150
JS_LOGIN_REQUIRED....eeeeeeeeeeeeeseeeseeeseeeesesseese e seeeseesesessseseessseseseseseeesseseessesesesesesassseseeesesesesseesens 150
JS_LOGON _RETRY eoreoeeeeeeeeeeeeeeeseeeseeeesesesasseeseeeseeesseseseseeseseseeseeeaseaeeseseseseesesessesesees e seeessessseeeessen 151
JS_LOGON_RETRY _DELAY w.ereeeeeeeeeeeseeeeeeeeeeseee e eseessesseese s seesssesssssssssesssesesssseessesssesesasssessesesesesne 151
IS _LOG_IMASK oo eeseeeeeeeeese e se e e eeeseeese e e es e se e s s e eseseeeee e ee e e e s e e ee e e eee s e e e eeeeeenene e eenne 151
IS MATLHOS T et eeee e e e eee e s e e e esese e e e et eeesesesase s eeeeeseseeaee s eeeeeseeesaseeesseeseesene 152
JS_MAILPROG ..o eeeeeeeeeeee e eeeesessee s e eeseesesesese s seeeeseseseseeaeeseesesesese e seeessasesese e es e ssesesese e seeeseenenens 152
JS_MAILSENDER ..o eeeee e se e eeeeeeese s eeessesesese s s e se e esesesese e eeeeeeesesese e seeeeeesseeseseeseeeeesesesseeeeeesens 153
IS MAIL_SIZE oo eeee e ee e e e eee e e eeeeeeeee e ee e eeeeeee e ee e eeeeeeeee e et eseseeese st eeseeeneee et eeesesenee 154
JS_MAX_VAR_SUBSTITUTIONS ....eeeeeeeeeeeeeeeeseeeseeseeseeeseseseesseesssessseseesssesessssesssesssesssasesssesesesese 154
IS PORT ettt eeeee e e e e e e e et seeee s e et e e e e se et ee e s et e e et e et e e e e e e eeeeee e eeeeeeene 154
IS POSTIX _TZo e eeeeeeeeeeeseeeeeeeeeseeess s e eseeese e ee e seseseee s e e eeeeeeeee e ee e seseeeeeseseseeseseeaeseeeeeeeseesseeeneeneeees 155
JS_PROXY _DURATION....eeeeeeeeeeeesee e eeeseeesseeseeeeseseseseeeseeessesesesesasseseeseseseeesseeeeesesesasseseesssesseessnnes 155
JS_SERVICE_STOP_PEND_WAIT ooooeeeeeeeeeeeeeeeseeeeeesseeseeseeessesssesesessesesessseseessesssasseessesseesseeseeseneens 156
IS _SKIP HOST CHECK .. eereeeeeeeeeeeseeeeeeseeseseseee e eseeseesseesesessesesessesseseseeeeseseessseesseseseseeasesessesesesenne 156



JS _START _RETRY ettt ettt ettt e s e s e e e s e e e s men e s e e e s menesneis 157

JS_SU_COMMAND....ueiiiieteiee ettt e ettt e e ette e e e e bae e e s sesbaeeessesaaeessessbaeessessssesesssnsresesssnsseesessessrenessens 157
JS_SU_NEW _LOGIN....uutiiiiiiiteieeceeieeeecettteee e eetteeessessaeeeesesssaeeessesssesessesssseessssssseesessnssessessnssesnessessees 158
R I = Y2 = N O o] = 158
IS _TIME _ZONE....ueiii ittt ee et e e ee et e e e e sttt e e e e e aaeeeessaabeseessassaseessesssanesessssseeessensranesssnnsres 158
JS_UNICODE_CMD _UPLUS.....eeeeeee ettt ettt eete e st e s seesaae e s s esnsveeessesbanesssensasesssensreneessnnns 159
JS_UNICODE_ESCAPE _CONVERT ...uiii ittt ettt eetteee s cetttee s ceevvee s e s eaaee e s ssaveesessnbeneessensaeeessennanneas 159
JS_VARIABLE_CLEANUP_PERIOD.......iiotttiiiecteeieeeetteee e eeiteeeseeeaeeeeeessaeeseessseesessssenesssensanesssensaeneas 159
IS _WORK_DIR. .. etttiiiiiiiteee e eetiee e e e eetee e e s eebtee e s sesataeeeseeaaeeeesssbeeeessssbeesessessasesssassaesessansranessesnssneesesnses 160
ST S =1 NV AV 1 160
e Lo T=3=1 F=Y 1 o O TSSO UURRRRRRPRRORt 160

[\ 0] { o =Y - TR I - . 1

LINE=Te [T a =1 TSR 164

vii






Chapter 1. About IBM Spectrum LSF Process Manager

This chapter introduces IBM Spectrum LSF Process Manager (Process Manager) concepts, contains an
overview of the architecture, and describes the client components and their use.

Overview

Process Manager is a workload management tool that allows users to automate their business processes
in UNIX and Windows environments with flexible scheduling capabilities and load balancing in an
extensible, robust execution environment.

Process Manager has Java clients (Flow Editor, Flow Manager, and Calendar Editor), and a web client
integrated with IBM Spectrum LSF Application Center. Using the Java or web clients, users can create and
submit complex flow definitions to the Process Manager Server, which manages the dependencies within
a flow and controls the submission of jobs to the IBM Spectrum LSF(LSF) master host. LSF® provides
resource management and load balancing, and runs the jobs and returns job status to the Process
Manager Server. From the client, users can also monitor and control their workflows within Process

Manager.
An optional failover host provides Process Manager Server redundancy in the event that it experiences an
outage.
Components
Cluatar v I
| Maatar Host
Frocess \
Manager Client Frocess Manager Host
Flais Edita F'rn:u:aaa Manager

Calendar Editor e

Flow Manager
Command Line Interface

The system is made up of the following components:
« The Process Manager (Server) host
« The Process Manager (Server) failover host
e The master host
 Process Manager Client, which consists of the following:
— Process Manager Java Clients
- The Flow Editor
- The Calendar Editor
- The Flow Manager
- The Command Line Interface (CLI)

© Copyright IBM Corp. 1992, 2018 1



Process Manager Server

The Process Manager Server consists of a single daemon, j£d. The Process Manager Server controls the
submission of jobs to LSF, managing any dependencies between work items.

Running multiple Process Manager servers and daemons

You can have multiple Process Manager servers in a single IBM® LSF cluster, and you can install and run
multiple instances of j£d on one or more Process Manager servers. This is useful, for example, if you
have different Process Manager environments running in one cluster.

To avoid conflicts and to ensure that each job is unique among multiple Process Manager servers, you
must ensure that each combination of user name and flow name is unique within the cluster.

The Process Manager Server failover host

An optional failover daemon (fod) is available for UNIX servers. The failover daemon starts the Process
Manager Server and monitors its health. If required, the failover daemon starts the Process Manager
Server on the failover machine.

Master host

The master host receives jobs from the Process Manager Server, manages any resource dependencies the
job may have, and dispatches the job to an appropriate LSF host.

LSF master host

LSF dispatches all jobs submitted to it by the Process Manager Server, and returns the status of each job
to the Process Manager Server. It also manages any resource requirements and load balancing within the
compute cluster.

Process Manager Clients

Process Manager Designer

The Process Manager Designer allows users to edit Process Manager flows and calendars by using the
Flow Editor and the Calendar Editor.

Flow Editor

Users use the Flow Editor to create flow definitions: the jobs and their relationships with other jobs in the
flow, any dependencies they have on files, and any time dependencies they may have. Users also use the
Flow Editor to submit their flow definitions, which places them under the control of Process Manager.

Tip:

Flow Editor may not be installed if you purchased the Platform Suite for SAS. For more information,
contact your sales representative.

Calendar Editor

Users use the Calendar Editor to define calendars, which Process Manager uses to calculate the days on
which a job or flow should run. Calendars contain either specific dates or expressions that resolve to a
series of dates. Process Manager calendars are independent of jobs, flow definitions and flows, so that
they can be reused.

Users can create and modify their own calendars. These are referred to as user calendars. The Process
Manager administrator can create calendars that can be used by any user of Process Manager. These are
referred to as system calendars. Process Manager includes a number of built-in system calendars so you
do not need to define some of the more commonly used expressions.
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Flow Manager

Users use the Flow Manager to trigger, monitor and control running flows, and to obtain history
information about completed flows.

The command line interface

Users use the command line interface to submit predefined flows to the Process Manager Server, to
trigger, monitor and control running flows, and to obtain history information about completed flows.

Security

Process Manager, in its default configuration, provides security through the following methods:

« User authentication
» Role-based access control

User authentication

Two models for user authentication are supported. In js.conf, specify JS_LOGIN_REQUIRED=true|
false, which indicates whether a user is asked to log in when they start Process Manager Clients or not.

If JS_LOGIN_REQUIRED=false, no login is required.

If JS_LOGIN_REQUIRED=true, when the user starts Calendar Editor or Flow Manager they are prompted
for a user name and password which is verified by the Process Manager Server. If the user name is a
Windows user name, it must also include the domain name. The domain name and user name are passed
to the server for verification. The Process Manager Server tries to verify the user name from the domain.

LDAP

Process Manager supports LDAP authentication through PAM (Pluggable Authentication Modules, a 3rd-
party tool) if JS_LOGIN_REQUIRED=true.

To enable LDAP authentication, you need to configure your PAM policy to add a service name
eauth_userpass for the module type: auth.

For example, in a Solaris system, you may add the following entry in the /etc/pam. conf file:

eauth_userpass auth required pam_ldap.so.1

Role-based access control

In addition to authentication, Process Manager uses role-based access control to secure certain types of
objects.

By default, any user in Process Manager can create and submit their own flow definitions, and monitor
and control their own flows, as long as their user ID is recognized by LSF. In addition, by default all users
can view calendars and flows submitted by another user. However, special permissions are required to
install and configure Process Manager, or to modify Process Manager items on behalf of another user.

Process Manager recognizes the following roles:

« Normal user
« Primary Process Manager administrator
« Process Manager administrator

Process Manager Control administrator

Process Manager Group administrator
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Encrypted communications

You can enable encrypted communications between Process Manager Server and its clients to further
secure the Process Manager network. Set the parameter 3JS_ENCRYPTION=tzxue in the configuration file
js.conf onthe Server, and also set JS_ENCRYPTION=txue in the js.conf file on all clients.

About Failover

Process Manager supports an optional failover feature, which provides redundancy for the Process
Manager Server.

The failover feature allows you to configure a second Process Manager Server host to take over the
responsibilities of the primary Process Manager Server host if it should fail. The failover feature includes
the Enterprise Grid Orchestrator(EGO) or failover daemon (fod, in case of UNIX), which starts the Process
Manager Server on the primary Process Manager Server host. The failover daemon monitors the health of
the primary Process Manager Server, starting Process Manager Server on the failover host if the primary
fails to respond within a certain time period.

The failover feature relies on a shared file system for access to the working directory of the Process
Manager Server.

flowy definitions,
flowy status
JE_TOFhaork
o
Gﬁ'
@@9\\
e &
heartbeat
—1
Pritrary “8y Failowver
Frocess Manader Host *“é@ Process Manager Host
L3
Ish.events

1. Process Manager Server updates flow status in its working directory based on data it reads from
1lsb.events.

2. The fod or EGO on the failover host monitors the primary host. If it receives no response from the
heartbeat, it assumes the primary host is down, and starts jfd on the failover host. Process Manager
Server is now running on the failover host.

3. The fod on the failover host continues to monitor for a response from the primary host. When it
receives a response, it stops jfd on the failover host, returning control to the primary host.

The failover host requires access to both the Process Manager working directory JS_TOP/woxk, and
the events file 1sb.events.
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About Calendars

Process Manager uses calendars to define the dates in a time event, which is used to determine when a
flow triggers or a job runs. Calendars are defined independently of flows and jobs so that they can be
associated with multiple time events.

A time event consists of the date and time to trigger the event, and the duration in which the event is valid
(in time or number of occurrences). The calendar provides the date specification for the time event.

Process Manager has two types of calendars:

« User calendars
« System calendars

You create both types of calendars using the Calendar Editor.

Users can only manipulate their own calendars, but they can use system calendars and calendars
belonging to other users when combining calendars.

About user calendars

User calendars are created by individual users. Users create a new calendar when they have a
requirement for a unique time event, and no calendar in the current list of calendars resolves to the
correct date or set of dates. Users can create simple calendars, or calendars that combine multiple
calendars, both user and system, to create complex schedule criteria.

These calendars are owned by the user who created them and can be used by any user. Only the owner
can modify or delete these calendars.

About system calendars

System calendars are built-in or created by a Process Manager administrator. These calendars are owned
by the virtual user Sys and can be used by any user.

Process Manager comes with a set of pre-defined system calendars that you can use as is to suit the
needs of your site. In addition to these built-in calendars, the Process Manager administrator may define
other system calendars.

About changing or deleting calendars

Once created, calendars can be changed or deleted. However, if you change or delete a calendar when it
is in use (that is, when a flow definition is triggered by an event that uses the calendar, when a flow is
running and contains a time event that uses that calendar, or when the calendar is referenced by another
calendar), your changes will only take effect on any new instances; current instances will continue to use
the previous calendar definition.

Time zones

It is possible for users to run their Process Manager Clients from a different geographic time zone than the
Process Manager Server. Therefore it is important to note that, by default, all time events specified in a
flow definition are based on the time zone set in JS_TIME_ZONE. For example, Joe is in Los Angeles and
is connected to a Process Manager server in New York. He has set JS_TIME_ZONE=server. When Joe
defines a flow to trigger at 5 p.m, it triggers at 5 p.m. New York time, not Los Angeles time.

If you change the time zone, you must restart Process Manager.
You can also change the time zone of a specific time event when you create that time event.
All start times displayed for a work item in Flow Manager are in GMT (Universal Time).

Tip:
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Note that the time used with the calendars is based on the time zone set in JS_TIME_ZONE. The time
zone can be set as server, client (default), or Universal Time (UTC also known as GMT).

Built-in system calendars

Types of Calendars Calendar Names

Weekly calendars Mondays@Sys
Tuesdays@Sys
Wednesdays@Sys
Thursdays@Sys
Fridays@Sys
Saturdays@Sys
Sundays@Sys
Daily@Sys
Weekdays@Sys
Weekends@Sys
Businessdays@Sys

Monthly calendars First_monday_of_month@Sys
First_tuesday_of_month@Sys
First_wednesday_of_month@Sys
First_thursday_of_month@Sys
First_friday_of_month@Sys
First_saturday_of_month@Sys
First_sunday_of_month@Sys
First_weekday_of_month@Sys
Last_weekday_of_month@Sys
First_businessday_of_month@Sys
Last_businessday_of_month@Sys
Biweekly_pay_days@Sys

Yearly calendars Holidays@Sys
First_day_of_year@Sys
Last_day_of_year@Sys
First_businessday_of_year@Sys
Last_businessday_of_year@Sys
First_weekday_of_year@Sys
Last_weekday_of_year@Sys
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The Holidays@Sys calendar

When you receive Process Manager, it comes with some predefined system calendars. Most of these
calendars are ready to be used. The calendar Holidays@Sys can be a particularly important calendar for
use in creating schedules, but it should be edited to reflect your company holidays, before users begin
creating schedules. It should also be updated annually, to reflect the current year’s statutory holidays,
company-specific holidays, and so on.

Some of the other built-in calendars rely on the accuracy of Holidays@Sys, including any calendar that
defines business days, since a business day is a weekday that is not a holiday.

The Biweekly_pay_days@Sys calendar

The Biweekly_pay_days@Sys calendar assumes a Friday pay day. If biweekly pay days are a different day
of the week, edit this calendar to specify the correct day of the week for pay days.

About Exceptions

Process Manager provides flexible ways to handle certain job processing failures so that you can define
what to do when these failures occur. A failure of a job to process is indicated by an exception. Process
Manager provides some built-in exception handlers you can use to automate the recovery process, and an
alarm facility you can use to notify people of particular failures.

Process Manager monitors for the following exceptions:
 Misschedule

« Overrun

- Underrun

Start Failed

« Cannot Run

Misschedule

A Misschedule exception occurs when a work item depends on a time event, but is unable to start during
the duration of that event. There are many reasons why your job can miss its schedule. For example, you
may have specified a dependency that was not satisfied while the time event was active.

Overrun

An Overrun exception occurs when a work item exceeds its maximum allowable run time. You use this
exception to detect run away or hung jobs.

Underrun

An Underrun exception occurs when a work item finishes sooner than its minimum expected run time. You
use this exception to detect when a job finishes prematurely.

Start Failed

A Start Failed exception occurs when a job or job array is unable to run because its execution environment
could not be set up properly. Typical reasons for this exception include lack of system resources such as a
process table was full on the compute host, or a file system was not mounted properly.

Cannot Run

A Cannot Run exception occurs when a job or job array cannot proceed because of an error in submission.
A typical reason for this exception might be an invalid job parameter.

Chapter 1. About IBM Spectrum LSF Process Manager 7



User-specified conditions

In addition to the exceptions, you can specify and handle other conditions, depending on the type of work
item you are defining. For example, when you are defining a job, you can monitor the job for a particular
exit code, and automatically rerun the job if the exit code occurs. The behavior when one of these
conditions occurs depends on what you specify in the flow definition.

You can monitor for the following conditions:

Work Item Condition

Flow An exit code of n (sum of all exit codes)

n unsuccessful jobs

A work item has exit code of n

Subflow An exit code of n

n unsuccessful jobs

A work item has exit code of n

Job An exit code of n

Job array An exit code of n

n unsuccessful jobs

Behavior when an exception occurs

The following describes the behavior when an exception occurs, and no automatic exception handling is

specified:
When a... Experiences this exception... This happens...
Flow definition Misschedule The flow is not triggered.
Flow or Subflow Misschedule The flow or subflow is not run.

Overrun The flow or subflow continues to
run after the exception occurs. The
run time is calculated from when
the flow or subflow is first triggered
until its status changes from
Running to Exit or Done, or until the
Overrun time is reached, whichever
comes first.

Underrun The time is calculated from when
the flow or subflow first starts
running until its status changes
from running to Exit or Done.
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When a... Experiences this exception... This happens...

Job Misschedule The job is not run.
Cannot Run The job is not run.
Start Failed The job is still waiting. Submission

of the job is retried until the
configured number of retry times. If
the job still cannot run, a Cannot
Run exception is raised. The default
number of retry times is 20.

Overrun The job continues to run after the
exception occurs. The run time is
calculated from when the job is
successfully submitted until it
reaches Exit or Done state, or until
the Overrun time is reached,
whichever comes first.

Underrun The time is calculated from when
the job is successfully submitted
until it reaches Exit or Done state.

Job array Misschedule The job array is not run.
Cannot Run The job array is not run.
Start Failed The job array is still waiting.

Submission of the job array is
retried the configured number of
retry times. If the job array still
cannot be started, a Cannot Run
exception is raised. The default
number of retry times is 20.

Overrun The job array continues to run after
the exception occurs. The run time
is calculated from when the job
array is successfully submitted until
its status changes from Running to
Exit or Done, or until the Overrun
time is reached, whichever comes
first.

Underrun The time is calculated from when
the job array is successfully
submitted until each element in the
array reaches Exit or Done state.
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About Exception Handling

Process Manager provides built-in exception handlers you can use to automatically take corrective action
when certain exceptions occur, minimizing the human intervention required. You can also define your own
exception handlers for certain conditions.

Built-in exception handlers
The built-in exception handlers are:

* Rerun
- Kill
- Opening an alarm

Rerun

The Rerun exception handler reruns the entire work item. Use this exception handler in situations where
rerunning the work item can fix the problem. The Rerun exception handler can be used with Underrun,
Exit and Start Failed exceptions. Work items that have a dependency on a work item that is being rerun
cannot have their dependency met until the work item has rerun the last time. When selecting the Rerun
exception handler, you can specify the maximum number of times the exception handler reruns the work
item.

Kill

The Kill exception handler kills the work item. Use this exception handler when a work item has overrun
its time limits. The Kill exception handler can be used with the Overrun exception, and when you are
monitoring for the number of jobs done or exited in a flow or subflow.

If you are running z/OS® mainframe jobs on Windows, you need to configure a special queue and submit
jobs to that queue to be able kill them.

Alarm

An alarm provides both a visual cue that an exception has occurred, and either sends an email notification
or executes a script. You use an alarm to notify key personnel, such as database administrators, of
problems that require attention. An alarm has no effect on the flow itself.

You can use an alarm as an automated exception handler for many types of exceptions.

An opened alarm appears in the list of open alarms in the Flow Manager until the history log file
containing the alarm is deleted or archived.

Alarms are configured by the Process Manager administrator.

Behavior when built-in exception handlers are used

The following describes the behavior when an exception handler is used.

Flows
When a Flow Experiences this and the Handler Used is... This Happens...
Exception...
Overrun Kill The flow is killed. All incomplete jobs in the flow are

killed. The flow status is ‘Killed’.

Alarm The alarm is opened. The flow continues execution as
designed.
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When a Flow Experiences this and the Handler Used is... This Happens...
Exception...

Underrun Rerun Flows that have a dependency on the success of this
flow may not be triggered, depending on the type of
dependency. The flow is recreated with the same flow
ID. The flow is rerun from the first job, as many times
as required until the execution time exceeds the
underrun time specified.

Alarm The alarm is opened.

Flow has exit code of n Rerun Flows that have a dependency on this flow may not be
triggered, depending on the type of dependency. The
flow is recreated with the same flow ID. The flow is
rerun from the first job, as many times as required until
an exit code other than n is reached.

Alarm The alarm is opened. Flows that have a dependency on
this flow may not be triggered, depending on the type
of dependency.

n unsuccessful jobs Kill The flow is killed. All incomplete jobs in the flow are
killed. The flow status is ‘Killed’.

Alarm The alarm is opened. Flows that have a dependency on
this flow may not be triggered, depending on the type
of dependency. The flow continues execution as
designed.

Work item has exit code of n Rerun Flows that have a dependency on this flow may not be
triggered, depending on the type of dependency. The
flow is rerun from the first job, as many times as
required until the work item has a different exit code.

Subflows

When a Subflow Experiences this and the Handler Used is... This Happens...
Exception...

Overrun Kill The subflow is killed. The flow behaves as
designed.

Alarm The alarm is opened. Both the flow and subflow
continue execution as designed.

Underrun Rerun Work items that have a dependency on this
subflow may not be triggered, depending on the
type of dependency. The subflow is rerun from the
first job, as many times as required until the
execution time exceeds the underrun time
specified.

Alarm The alarm is opened. The flow continues execution
as designed.

Chapter 1. About IBM Spectrum LSF Process Manager 11



When a Subflow Experiences this
Exception...

and the Handler Used is...

This Happens...

Subflow has exit code of n

Rerun

Work items that have a dependency on this
subflow may not be triggered, depending on the
type of dependency. The subflow is rerun from the
first job, as many times as required until an exit
code other than n is reached.

Alarm

The alarm is opened. The flow continues execution
as designed.

n unsuccessful jobs

Kill

The subflow is killed. The flow behaves as
designed.

Alarm

The alarm is opened. The flow and subflow
continue execution as designed.

A work item has exit code of n

Rerun

Work items that have a dependency on this flow
may not be triggered, depending on the type of
dependency. The flow is rerun from the first job,
as many times as required until the work item has
a different exit code.

Job or job array

When a Job or Job Array
Experiences this Exception...

and the Handler Used is...

This Happens...

Overrun

Kill

The job or job array is killed. The flow behaves as
designed. The job or job array status is determined by
its exit value.

Alarm

The alarm is opened. Both the flow and job or job array
continue to execute as designed.

Underrun

Rerun

Objects that have a dependency on this job or job array
may not be triggered, depending on the type of
dependency. The job or job array is rerun as many
times as required until the execution time exceeds the
underrun time specified.

Alarm

The alarm is opened. The flow continues execution as
designed.

An exit code of n

Rerun

The job or job array is rerun as many times as required
until it ends successfully.

Alarm

The alarm is opened. The flow behaves as designed.

n unsuccessful jobs

Kill

The job array is killed. The flow behaves as designed.
The job array status is determined by its exit value.

Alarm

The alarm is opened. The flow continues execution as
designed.

User-defined exception handlers

In addition to the built-in exception handlers, you can create your flow definitions to handle exceptions

by:
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« Running a recovery job
- Triggering another flow

Recovery job

You can use a job dependency in a flow definition to run a job that performs some recovery function when
an exception occurs.

Recovery flow

You can create a flow that performs some recovery function for another flow. When you submit the
recovery flow, specify the name of the flow and exception as an event to trigger the recovery flow.

IPv6 support

The Process Manager Server daemon (JFD) handles communication between the IPv4 and IPv6 hosts in
the following manner:

« IPv4 only

JFD listens on an IPv4 socket and can only accept connections from IPv4 clients.
« IPv6 only

JFD listens on an IPv6 socket and can only accept connections from IPvé6 clients.
« IPv4/IPv6 dual stack

JFD can accept connections from both IPv4 and IPv6 clients. Most operating systems that support IPv6
can accept both IPv6 and IPv4 connections by emulating an IPv6 address: the operating system
converts the IPv4 address to an IPv4-mapped IPv6 address.
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Chapter 2. Access Control

Users and administrators in Process Manager

In addition to authentication, Process Manager uses role-based access control to secure certain types of

objects.

By default, any user in Process Manager can create and submit their own flow definitions, and monitor
and control their own flows, as long as their user ID is recognized by LSF. In addition, by default all users
can view calendars and flows submitted by another user. However, special permissions are required to
install and configure Process Manager, or to modify Process Manager items on behalf of another user.

Configuration of user roles

Role

Where defined

Summary of permissions

Normal user

Any operating system user on LSF
hosts. All users are automatically
assigned this role.

Normal users can view flow definitions, flows,
calendars, and jobs that are owned by all
users but can control only work items that
they own.

Primary Process Manager
administrator

First user that is specified in
JS_ADMINS in the file js.conf.

Required to install a Process Manager Server
and change permissions. It is also the user
under which the Process Manager Server
runs, and is the minimum authority that is
required to stop the Process Manager Server.

The Primary Process Manager administrator
has full control over all work items of all users
and can view, control, and modify flow
definitions, flows, calendars, and jobs on
behalf of other users.

Process Manager
administrator

Users that are specified in
JS_ADMINS in the file js.conf
after the first one that is listed.

Process Manager administrators have full
control over all Process Manager items of all
users.

Process Manager administrators can view,
control, and modify flow definitions, flows,
calendars, and jobs on behalf of other users.

Process Manager Control
administrator

Users that are specified in
JS_CONTROL_ADMINS in the file
js.cont.

Process Manager Control administrators can
view flow definitions, flows, calendars, and
jobs that are owned by all users and can
control flows and jobs on behalf of other
users.

Process Manager Group
administrator

Users that are specified as
GROUP_ADMIN in LSF user
groups in the 1sb.usezrs file
when
JS_ENABLE_GROUP_ADMIN=tzru
einjs.conf.

Group administrators can view flow
definitions, flows, and calendars owned by all
users.

Group administrators can control flows and
jobs on behalf of users who are members of
the same LSF user group.
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Normal users permissions details

Specify Owner(when
JS_ENABLE_GROUP_ADMIN

Item View Control =true in js.conf)

Flow All flow definitions of all Can perform all operations only on | Cannot set a flow definition

definition | cers. flow definitions that they owner. The default owner of

S own(saved by that user account the flow is the submission
When and as a result, owned by that user [ USer.
JS_LIMIT_USER_VIEW=tru ’ y

i ; account).
ein js.conf, can view only
flow definitions that they own. [ When

JS_CHANGE_FLOW_OWNER=tzxue
When in js.conf and the flow definition
JS_LIMIT_FLOW_CHART_VI |. 1S ¢ .
- T is published, can additionally

EW=truein js.conf, can . .

. trigger flows from other users' flow
view only the flow chart of definitions and own those flows
flow definitions that they own. )

Flows All flows of all users. Only flows owned by Cannot set a flow owner.
When themselves(from flow definitions [ Flows are owned by the user
JS_LIMIT_USER VIEW=trTu that they submitted), all that is specified as the owner
einjs.conf, canviewonly |°Perations. in the flow definition.
flows that they own. When

JS_CHANGE_FLOW_OWNER=tzxue
When in js.conf and the flow definition
JS_LIMIT_FLOW_CHART_VI |. 15 .
- T is published, can own and perform
EW=truein js.conf, can ) )
. all operations on flows triggered
view only the flow chart of . o5
. from other users' flow definitions.
flows if they are the owner of
both the flow definition and
the flow.
Jobs All jobs of all users. Only jobs that they own(running as | Cannot set a job owner. The
their user account), all operations. |job is owned by the user
specified as the Run As user
in the job definition.
Calendars | All calendars of all users. Only calendars that they own(that | Cannot set a calendar owner.

they added), all operations.

The calendar is owned by the
user specified as the owner
in Calendar Editor.

Process Manager Administrators permissions details

Specify Owner(when
JS_ENABLE_GROUP_ADMIN

Item View Control =true in js.conf)

Flow | Allflow definitions of all users. | Al flow definitions of all users, all | The default owner of the flow
definitio operations. definition is the submission
ns

user, but Process Manager
administrators can specify
any valid user name as the
owner.
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Specify Owner(when
JS_ENABLE_GROUP_ADMIN

Item View Control =true in js.conf)
Flows All flows of all users. All flows of all users, all Flows are owned by the user
operations. that is specified as the owner

in the flow definition.

Jobs All jobs of all users. All jobs of all users, all operations. [3jobs are owned by the user
that is specified as the Run
As user owner in the job
definition.

Calendar | All calendars of all users. All calendars of all users, all The logged on user is set by

s operations.

default as the calendar
owner, but Process Manager
administrators can specify
any valid user name as the
calendar owner.

Process Manager Control Administrators permissions details

Specify Owner(when
JS_ENABLE_GROUP_ADMIN

Item View Control =true in js.conf)

Fl°‘_”. .| All flow definitions of all users. [ All flow definitions of all users, but | Cannot specify an owner for
definitio When cannot submit or remove flow the flow definition. The flow
ns

JS_LIMIT_USER_VIEW=true
in js.conf, can view all flow
definitions of all users.

When
JS_LIMIT_FLOW_CHART_VIE
W=truein js.conif, can view
only the flow chart of flow
definitions that they own.

definitions that belong to other
users.

When
JS_CHANGE_FLOW_OWNER=true
in js.conf, can trigger flows from
other users' flow definitions and
own those flows.

When
JS_CHANGE_FLOW_OWNER=false
in js.conf, can trigger flows from
other users' flow definitions. The
flow owner is the user who
submitted the flow definition.

definition is owned by the
user who saves the flow
definition.
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Specify Owner(when
JS_ENABLE_GROUP_ADMIN

Item View Control =true in js.conf)
Flows All flows of all users. All ﬂOWS of all users, all Cannot specify an owner for
operations. the flow. The flow is owned
When by the user that is specified
JS_LIMIT_USER_VIEW=true y . P
T - as owner in the flow
in js.conf, can view all flows L
definition.
of all users.
When
When _
JS_LIMIT_FLOW_CHART VIE J5_CHANGE_FLOW_OWNER=
~ .= . truein js.conf, flows are
W=truein js.conf, can view owned by the trigsering user
only the flow chart of flows if y ggering ’
they are the owner of both the When
flow definition and the flow. JS_CHANGE_FLOW_OWNER=
falsein js.coni, the flow
owner is the user who
submitted the flow
definition.

Jobs All jobs of all users. All jobs of all users, all operations. | Cannot specify an owner for
the job. The job is owned by
the user that is specified as
the Run As user in the job
definition.

Calendar | All calendars of all users. All calendars of all users, all Cannot specify a calendar

s operations. owner. The calendar is

owned by the user that is
specified as the owner in
Calendar Editor.
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Process Manager Group Administrators permissions details

Item View Control Specify Owner
Flow All flow definitions of all users. |Allflow definitions that they own | The default owner of the
definitio When and that are owned by users in their | fio\w definition is the
ns 35, LIMIT USER VIEW=true user group, all operations. submission user.
in js.conf, can view only flow When The Process Manager Group
definitions owned by members | JS_CHANGE_FLOW_OWNER=false |administrator can specify a
of their user groups. in js.conf and the flow definition | different owner. Valid users
When |sdpu'bl'|shed or unpul?llshefl, Group |for owners are members of
administrators can trigger flows the same groups as the
Jf—LIMI_T—'FLOW—CHART—VIE that are owned by members of their | Group adn%inis?rator.
W=truein js.conf,cansee |yser groups and the flow owner is
the flow chartofaflow | that defined in the flow definition.
definition if a member of their | can perform all operations on those
group is the owner of the flow | fows.
definition.
When
JS_CHANGE_FLOW_OWNER=tzxue in
js.conf and the flow definition is
published or unpublished, Group
administrators can trigger flows
from flow definitions that are
owned by members of their user
groups and flows are owned by the
triggering user. Can perform all
operations on those flows.
Flows All flows of all users. All flows that are owned by The owner of the flow is the
themselves and users in their user |user that is specified as
When ; . L
3S_LIMIT_USER VIEW=true groups, all operations. owner in the flow definition.
in js.conf, can view only
flows owned by members of
their user groups.
When
JS_LIMIT_FLOW_CHART_VIE
W=truein js.conf, can see
the flow chart of a flow only if
both the flow definition and
flow are owned by members of
their group. If the Group
member triggers a flow from a
published flow definition that
is owned by someone not
belonging to the user group,
the Group administrator and
the group member will not be
able to see the flow chart of
the flow.
Jobs All jobs of all users. All jobs running as themselves and

as user accounts in their user
groups, all operations.

The owner of the job is the
user that is specified as the
Run As user in the job
definition.
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Item View Control Specify Owner

Calendar | All calendars of all users. All calendars that are owned by By default, the user who
s themselves and by user accounts in | 3dds the calendar is the
their user group, all operations. calendar owner.

Process Manager Group
administrators can specify a
different calendar owner.
Valid users for owners are
members of the same
groups as the Group
administrator.

Configure a Process Manager administrator or Control administrator

About this task

Process Manager uses role-based access control to secure certain types of objects. Special permissions
are required to install and configure Process Manager, or to modify Process Manager items on behalf of
another user.

Procedure

1. Stop the Process Manager Server and edit js.conf.

2. To add a Process Manager administrator, for the JS_ADMINS parameter, specify one or more user IDs
or user group names after the primary administrator name.

To specify a list, separate the names with a comma. If the Windows user ID or active directory user
group contains spaces, enclose the user ID or group name in quotation marks.

For example, to specify Windows users and user groups:

JS_ADMINS=DOMAIN\1lsfadmin, "DOMAIN\Engineering Group",DOMAIN\userA
3. For JS_CONTROL_ADMINS, specify one or more user IDs or UNIX user group names.

To specify a list, separate the names with a comma. If the Windows user ID or active directory user
group contains spaces, enclose the user ID or group name in quotation marks.

For example, to specify Windows users and user groups:

JS_CONTROL_ADMINS=DOMAIN\admin, "DOMAIN\QA Group",DOMAIN\userA

4. Complete the instructions for changing your configuration, saving js.conf and run the command
jreconfigadmin.

Configure a Group administrator

Procedure
1. Open the configuration file js. conf and enable Group administrators in Process Manager.

a) Set the parameter JS_ENABLE_GROUP_ADMIN=true to enable Group administrators and allow
them to operate on flow definitions, flows, jobs, and calendars owned by accounts that are listed in
GROUP_MEMBER in 1sb.users. The Owner field is also enabled in the Flow Attributes in Flow
Editor, and in the Calendar description in Calendar Editor.

b) Restart the Process Manager Server jfd.
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jadmin stop
jadmin start

2. Configure LSF user groups to identify the accounts that are the administrators of the user groups and
the accounts that are the members.
a) As the LSF administrator, log in to any host in the cluster.
b) Open 1sb.usexrs and configure user groups.
« In GROUP_MEMBERS for the LSF user group, specify the accounts that are members of the user
group.
« In GROUP_ADMINS, specify the accounts that are the group administrators.

For example, userA and usergroupB are group administrators of flow definitions, flows, jobs, and
calendars owned by account mal, and userD and userE are group administrators of flow
definitions, flows, jobs, and calendars owned by accounts ma2 and ma3.

Begin UsexGroup

GROUP_NAME GROUP_MEMBER USER_SHARES GROUP_ADMIN
ugroupl (mal) O (userA usergroupB)
ugroup2 (ma2 ma3) O (usexrD userE)

End UserGroup

c) Save your changes.

d) Run badmin ckconfig to check the new user group definition. If any errors are reported, fix the
problem and check the configuration again.

e) Run badmin reconfig to reconfigure the cluster.

f) Run jreconfigadmin to reload LSF user group information in Process Manager and apply
changes.

3. Test your configuration.
a) In Flow Editor, open any flow as a Group administrator.
For example, Group administrator userA.
b) Submit the flow.

The owner of the flow is the account that you specified in the Flow Attributes.

For example, if you specified mal in the Flow Attributes, and your flow name is Sample, your flow
name is mal:Sample after submission.

¢) In Flow Manager, trigger the flow as the Group administrator account.

For example, as user userA, trigger the flow mal:Sample. The flow is owned by account mal.
d) In Flow Manager, operate on the flow as the Group administrator account.

For example, as user userA, suspend and resume the flow mal:Sample.

e) View information about who submitted the flow, who triggered the flow, and who is the owner of
the flow:

« In Flow Manager, Runtime Attributes, you can see the triggering user.

« From the command line, use the command jhist with the -0 all or -o operator_name option
to view which user owns the flow, submitted the flow, and triggered the flow.

Sign on as a guest

About this task

A guest account allows you to have view access to flows and jobs.
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As a guest, you have access to the view-only functionality of Flow Manager and Calendar Editor. You can
view but not operate on flow definitions, flows, and jobs. You can view but not create, modify, or delete
calendars.

Guest accounts also have access to the following commands:
e jid
« jalarms
- jflows
« jdefs
« jmanuals
« jcals
Guest accounts do not have access to the Flow Editor or to any other commands.

JS_LOGIN_REQUIRED must be set to true. You can only sign on to the Calendar Editor or Flow Manager.
You cannot log on to the Flow Editor.

Procedure

1. Start Calendar Editor or Flow Manager.
2. Login user name: guest

The user name is case-sensitive.
3. Leave the password blank.
4. Click OK.

Limit the guest account
Administrators can limit the guest account so that it cannot view any flows.

Procedure

1. Open js.conf for editing.
2. Set the parameter JS_LIMIT_USER_VIEW=true.

Maintain User Passwords

Every job has a user ID associated with it. That user ID must always have a current password in the LSF
password file, or the job is unable to run.

If user passwords at your site never expire, you simply need to ensure that all user IDs under which jobs
might run initially have a password entered for them in the LSF password file. After that, maintenance is
only required to add passwords for new users.

If user passwords at your site expire on a regular basis, you and your users need to be aware that a user’s
jobs cannot run if their passwords change and the LSF password file is not updated.

Update the LSF password file
There are two ways that a user’s password can be updated:

« Automatically
« By running the 1spasswd command

Automatic updates

Every time a user logs into either the Flow Manager or the Calendar Editor, the user’s password is
updated in the LSF password file.
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Run Ilspasswd

A user can update their own password without logging into the Flow Manager or Calendar Editor by
running the 1spasswd command. Simply run 1spasswd and enter the current password when prompted.

Run a job as another user

If you, as the administrator, define a flow that runs a job on behalf of another user, you need to ensure
that user’s password is in the LSF password file. If the user logs on to either the Flow Manager or
Calendar Editor regularly, the password is probably up to date. If not, either you or the user needs to run
1spasswd to update the user’s password so the job can run. Obviously, if you run 1spasswd on behalf of
the user, you need to know the user’s password.

Allow users to trigger other users’ flows

By default, only Process Manager administrators and Process Manager control administrators can trigger
flows created by other users.

Non-administrator users can only trigger flows from flow definitions that they have submitted to Process
Manager.

There are situations, however, in which you may want some users to create and submit flow definitions
and other users to be able to trigger flows from these flow definitions and control them. In these cases,
you want to create flow definitions that can be shared across users and you want the users who triggered
the flow to own the flow.

When a user owns the flow, the user also has permission to control the flow and jobs in that flow. See the
description of JIS_CHANGE_FLOW_OWNER in this guide, under Files, js.conf for more details on
permissions.

To allow users to trigger flows from flow definitions created by other users:
1. Set the parameter JS_CHANGE_FLOW_OWNER=true in js.conf. When this parameter is set to true:
Note: This feature only applies to flow definitions that have the status Published.

« Users other than the user who submitted the flow definition can trigger the flow.

« When the flow is triggered, the flow owner is the user who triggered the flow. Jobs in the flow run as
the user who triggered the flow.

« In Flow Manager, the value defined in the job definition Run As field is replaced with the user name
of the user who triggered the flow.

2. Restart the Process Manager Server.
3. Publish the flow definition to Process Manager.

Restrict who can see the flow chart view

By default, users who can view a flow or flow definition in Flow Manager can see everything about the
flow: the flow chart, general information, subflows and jobs, flow data, and flow history.

In some cases, however, you may not want users to see the chart view of a flow.

It is possible to restrict viewing the chart view of a flow and flow definition, to only the Process Manager
administrator and users who are both the flow definition owner and flow owner.

This restriction takes effect in Flow Manager. In Flow Manager, if the user does not have permission to
see the flow chart, the related menu items will be grayed out.

To restrict who can see the flow chart view:

1. Set the parameter JS_LIMIT_FLOW_CHART_VIEW=truein js.conf.
2. Restart the Process Manager Server.
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Integrating Kerberos with Process Manager

When the Kerberos integration is enabled, Process Manager acquires and renews user TGTs for operating
system user accounts used to run jobs in flows. You can enable the Kerberos integration by setting the
LSF parameter LSB_KRB_TGT_FWD=Y in the LSF configuration file 1sf. conf. If you change the value of
LSB_KRB_TGT_FWD in 1sf. conf, reconfigure LSF, then restart Process Manager Server to make changes
take effect. The Kerberos integration only applies to LSF jobs, job arrays, job submission scripts, and job
submission script arrays in flows.

LSF Kerberos parameters used by Process Manager

Process Manager uses the following parameters set in the LSF configuration file lsf.conf for integration
with Kerberos:

« LSB_KRB_TGT_FWD to identify whether the Kerberos integration is enabled. When set to Y, Kerberos
integration is considered to be enabled by Process Manager.

« LSB_KRB_LIB_PATH to determine the location of the krb5 libraries. If not set, it defaults to /usr/local/
lib.
« LSB_KRB_RENEW_MARGIN to determine whether a user TGT can be renewed before it expires. If the

TGT expiration date is within this margin, the Process Manager Server automatically renews the user
TGT. This parameter is optional. If not set, the default value of 1 hour is used.

e LSB_KRB_CHECK_INTERVAL to determine how often the Process Manager Server checks whether the
Kerberos TGT is within the LSB_KRB_RENEW_MARGIN for TGT renewal. This parameter is optional. If
not set, the default value of 15 minutes is used.

Requirements to integrate with Kerberos

« LSF 9.1.1.1 or higher is installed and running
« All user TGTs are renewable and forwardable
« Process Manager Server is installed on Linux/UNIX

Configure to use Kerberos when user login is not required

Complete these configuration steps to enable Process Manager to work with Kerberos when users are not
required to log in to Process Manager with a password(JS_LOGIN_REQUIRED=false in js.conf).

Before you begin

Ensure you have met the requirements for using Process Manager with Kerberos. See “Requirements to
integrate with Kerberos” on page 24 for details.

About this task

When a user can log in to Process Manager without a password (JS_LOGIN_REQUIRED=false in js.conf
on both the Process Manager client and Process Manager Server) Process Manager attempts to locate the
user TGT on the client host in /tmp/krb5cc_user_UID, and if not found, in the environment variable
KRB5CCNAME.

Once the user TGT is located, the Process Manager client forwards the user TGT to the Process Manager
Server. The user TGT is forwarded with every client request along with the creation time of the user TGT
file. The TGT is then copied to the Process Manager Server's work directory, where it is periodically
renewed, and forwarded to LSF when jobs in the flow are submitted.

If no user TGT can be located, the client request still proceeds but messages are logged in the history file
andin jfd.log.host_name.
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Procedure
1. Enable Kerberos authentication in LSF.

Refer to Administering IBM Spectrum LSF for more details.

2. Set the parameter LSB_KRB_TGT_FWD=Y in the LSF configuration file 1sf. conf and reconfigure LSF
to make the changes take effect.
This setting identifies to Process Manager that Kerberos is enabled.

3. Restart the Process Manager Server to make changes take effect.

jadmin stop
jadmin start

Configure to use Kerberos when user login is required

Complete these configuration steps to enable Process Manager to work with Kerberos when users are
required to log in to Process Manager with a password(JS_LOGIN_REQUIRED=true in js.conf).

Before you begin

Ensure you have met the requirements for using Process Manager with Kerberos. See “Requirements to
integrate with Kerberos” on page 24 for details.

About this task

When a user is required to log in to Process Manager with a password (JS_LOGIN_REQUIRED=true in
js.conf), Process Manager uses the Pluggable Authentication Module (PAM) on the Process Manager
server to generate a valid user TGT.

Whenever a user successfully logs in to Process Manager, Process Manager generates a valid user TGT
in /tmp/kxb5cc_user_UID. The TGT is then copied to the Process Manager server's work directory,
where it is periodically renewed, and forwarded to LSF when jobs in the flow are submitted.

Should Process Manager fail to acquire or renew the user TGT, Process Manager logs history messages
and messages in jfd.log.host_name.

Procedure
1. Enable Kerberos authentication in LSF.

Refer to Administering IBM Spectrum LSF for more details.

2. Set the parameter LSB_KRB_TGT_FWD=Y in the LSF configuration file 1sf. conf and reconfigure LSF
to make the changes take effect.
This setting identifies to Process Manager that Kerberos is enabled.

3. On the Process Manager Server host, configure the PAM Kerberos module (pam_krb5.s0) so that every
time a user logs in to the host, a valid user TGT is generated.
Refer to your Kerberos documentation for more details.

4. Configure a service eauth_userpass file, then add the module pam_krb5. so. This enables Process
Manager to authenticate with PAM.
« OnRed Hat Linux:

a. Check that pam_krb5.so is listed in the file /etc/pam.d/password-auth. For example:

#%PAM-1.04# This file is auto-generated.

# # User changes will be destroyed the next time authconfig is zrun.
auth required pam_env.so

auth sufficient pam_unix.so nullok try_first_pass

auth requisite pam_succeed_if.so uid >= 500 quiet

auth sufficient pam_krb5.so use_first_pass
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auth required pam_deny.so

b. Create the /etc/pam.d/eauth_userpass file and include the following line in the file:
auth include password-auth

e On SUSE Linux, AIX, Solaris, and HP-UX operating systems, add an entry to the /etc/pam.conf file.
For example:

eauth_userpass auth required pam_krb5.so

5. Restart the Process Manager Server to make changes take effect.

jadmin stop
jadmin start

Note:

If for some reason the system does not allow Process Manager to generate a user TGT, set
JS_KRB_USE_KINIT=true in js.conf.

Automatically generate and renew user TGTs using the keytab file

In cases when you run flows repeatedly over a long period of time (monthly, annually) or when you have
flows that run for a very long time, it is possible that jobs may fail when user Ticket Granting Tickets
(TGTs) have reached their maximum renewal lifetime period and can no longer be renewed. By
configuring a Kerberos keytab file, you can authenticate users with the Kerberos server without prompting
for a password. Additionally, you can configure LSF Process Manager to acquire a new TGT for users
before their TGT expires so that jobs in flows always have the required credentials to run.

Procedure

1. Log on as root to the LSF Process Manager server host and set up the Kerberos keytab file for all user
accounts that will be used to run jobs, job arrays, job submission scripts, or job submission script
arrays in flows.

Note: The keytab file must be readable by the execution user of the job. LSF Process Manager will
change to the execution user to run the command kinit -k -t <key.tab.file> username.

Refer to your Kerberos documentation for details on how to configure a keytab file.
2. Edit the js.conf file, and add parameters to indicate you are using a keytab file with Kerberos.

Add the following parameters in js.conf:

« JS_KRB_USE_KEYTAB=true: When set to true, this parameter specifies to LSF Process Manager to
use the Kerberos keytab file specified by the 3S_KRB_KEYTAB_FILE parameter to generate user
TGTs on behalf of the user before reaching the maximum renewal lifetime. The maximum renewal
lifetime is specified in the system's Kerberos configuration file. LSF Process Manager will generate a
new ticket uisng the command kinit -k -t <ket.tab.file> forthe user when the ticket
expiration time is within the value set by the parameter LSB_KRB_RENEW_MARGIN in 1sf.conf. By
default the LSB_KRB_RENEW_MARGIN parameter is set to 60 which will renew the ticket 1 hour
before expiration.

« JS_KRB_KEYTAB_FILE: Specify the path to the Kerberos keytab file on the LSF Process Manager
server host. If you do not specify it, the default value is /etc/krb5. keytab.

Note: The JS_KRB_KEYTAB_FILE parameter supports %u for the job execution user's username.
For example, the user can place their own keytab file in the home directory or shared directory and
specify JS_KRB_KEYTAB_FILE=/home/%u/%u.keytab.
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Note: For user, "userl', if JS_KRB_KEYTAB_FILE=/home/%u/%u.keytab the file /home/userl/
userl. keytab must have read permissions by userl:

-IW------- userl groupl /home/userl/userl.keytab
For example:

JS_KRB_USE_KEYTAB=true
JS_KRB_KEYTAB_FILE=/share/mykrb5.keytab

3. Restart the LSF Process Manager server to make changes take effect.

jadmin stop
jadmin start
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Chapter 3. Maintaining Process Manager

This chapter describes how to add components to the Process Manager system, how to maintain the
system, how to obtain historical information, and some troubleshooting techniques.

Failover

Configure a failover host (managed by EGO)

For enterprise grid orchestrator (EGO) failover to function correctly, Process Manager must have its conf
and work directories installed in a shared location. When you install Process Manager as an EGO service,
Process Manager benefits from the failover features of EGO. If the server running Process Manager fails,
EGO relocates and restarts Process Manager on another host.

Before you begin
Prerequisites:

Process Manager must have been installed as an EGO service.

- On Windows, this is done by specifying to install Process Manager as an EGO service during installation.
e On UNIX, this is done by specifying EGO_DAEMON_CONTROL=true in install.config at installation.

Procedure
1.Injs.conf, set JS_FAILOVER=true and define JS_FAILOVER_HOST.

The hosts that you define for JS_HOST and JS_FAILOVER_HOST must both belong to the EGO
ManagementHosts resource group.

2. Edit the processmanager.xml file.

» Windows: %LSF_ENVDIR%\ego\cluster_name\eservice\esc\conf\services
\processmanager.xml

« UNIX: $LSF_ENVDIR/ego/cluster_name/eservice/esc/conf/services/
processmanager.xml

3. Change the StartType from MANUAL to AUTOMATIC.

Navigate to the following line:
<sc:StartType>MANUAL</sc:StartType>
Change it to:

<sc:StartType>AUTOMATIC</sc:StartType>

4. Add JS_FAILOVER_HOST to the ResourceRequirement select statement.

Navigate to the following line:
<ego:ResourceRequirement>select ('JS_HOST')</ego:ResourceRequirement>
Change this line to the following:

<ego:ResourceRequirement>select(’JS_HOST'||'JS_FAILOVER_HOST') order('JS_FAILOVER_HOST')</
ego:ResourceRequirement>

5. Save and close the file.
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6. Open the Services page from the Windows Control Panel, and change the Startup Type for the Process
Manager service from Automatic to Manual.

7. Restart EGO to apply your changes.

You will need to log in to EGO first with the command egosh user logon. The default user name is
Admin, and the default password is Admin.

egosh ego restart all

Install and configure a failover host on UNIX (managed by failover daemon)

Note: This failover method is not supported with a SAS license. A full license upgrade of LSF and Process
Manager is required.

EGO is the preferred and recommended service for failover. See “Configure a failover host (managed by
EGO)” on page 29 for instruction on configuring failover through EGO.

Follow this procedure only if you have not installed Process Manager as an EGO service.
Important: Process Manager must have its conf and work directories installed in a shared location.

When you install Process Manager Server, the failover daemon fod is automatically installed. You only
need to configure the failover host. It is recommended that you do this prior to installing a large number
of Process Manager clients, because each client needs to be configured to connect to the failover host
automatically if the primary host is unavailable.

Procedure overview:

1. Configure the primary host to recognize the failover host.

2. Prepare the installation files on the failover host.

3. Prepare the configuration on the failover host.

4. Install Process Manager Server on the failover host, and start the failover host.

Configure the primary host

Procedure

1. Log on to the Process Manager Server host as root or as the primary Process Manager administrator.
2. Run jadmin stop.

3. Edit JS_TOP/conf/js.conft.

4. For the JS_FAILOVER parameter, specify true. Be sure to remove the comment character #.

5. For the JS_FAILOVER_HOST parameter, specify the fully-qualified name of the failover host.

6. Optional. Add JS_FOD_PORT parameter and specify the port number of the failover daemon. If you do

not specify a port number, it defaults to 1999.
7. Save js.conf.

8. Run jadmin staxrt to start Process Manager Server and make your changes take effect.

Prepare the installation files on the failover host

Procedure

Make sure that you have access to the Process Manager distribution files.
a) Copy the installer to the Process Manager directory.
b) Untar the package (for example, pm10.2.0.9_sas_1lnx26-x64.tar).

% tar xvf /usr/share/pmanager/pml0.2.0.9_sas_lnx26-x64.tar

This creates a directory called pm10.2.0.9_sas_pinstall. For example:
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% 1ls /usr/share/pmanager/pml0.2.0.9_sas_pinstall/

¢) Copy the Process Manager Server and Process Manager Client distribution files for your operating
system to the Process Manager directory. Do not untar these files.

Prepare the configuration on the failover host

Procedure

1. Log on to the failover host as root or as the primary Process Manager administrator.
2. Make the Process Manager directory current. For example:

# cd /usr/share/pmanager/pml0.2.0.9_sas_pinstall

Logging installation sequence in /usx/share/pmanager/pml10.2.0.9_sas_pinstall/
pm10.2.0.9_sas_install/Install.log

3. Copy install.config from the Process Manager Server host to the failover host, replacing the one
in the installation package.

4. Edit install.config as follows:
a) Add JS_FAILOVER parameter and specify true.

b) Optional. For the 3S_FOD_PORT parameter, specify the port number of the failover daemon. If you
do not specify a port number, it defaults to 1999. Be sure to remove the comment character #.

5. Save install.config.

Install the software on the failover host

Procedure

1. Run jsinstall to start the installation:
# ./jsinstall -f install.config

Logging installation sequence in /usx/share/pmanager/pml0.2.0.9_sas_pinstall/
pm10.2.0.9_sas_install/Install.log

2. Select the Process Manager Server. For example:

Searching for Process Manager tar files in
/usr/share/pmanager/pml0.2.0.9_sas_pinstall please wait ...

1) [SAS] Linux 2.6-glibc2.3-x86 Server

2) [SAS] Linux 2.6-glibc2.3-x86 Client

List the numbers separated by spaces that you want to install. (E.g. 1 3 7, or
press Enter for all): 1 2

3. After the installation is complete, set the Process Manager environment:

- Oncshor tcsh:

# source JS_TOP/conf/cshzxc.]js
e On sh, ksh or bash:

# . JS_TOP/conf/profile.]js

Where JS_TOP is the top-level Process Manager installation directory, the value specified in the
install.config file.

4. Run jadmin start to start the Process Manager daemon on the failover host:

# jadmin start
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Client and server hosts

Add a Windows client

Procedure
1. Copy pml10.2.0.9_pinstall_sas_client_winé64.msi to the desktop or a shared file location
from which you can run it.

.Runpm10.2.0.9_pinstall_sas_client_win64.msi to start the installation.

. In the Welcome dialog, click Next

. In the Software License Agreement dialog, click Accept.

. In the Choose Destination Location dialog, click Next to use to the default location; or click
Browse... to select a different directory. Click Next.

. In the Select Components dialog, select the Process Manager Client. Click Next.
7. In the Client Configuration dialog:
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o

a) In the Host name field, specify the name of the Process Manager host the desktop will connect to.

b) In the Port field, specify the port number of the Process Manager host. If you used the default
port number for the Server, leave the value at 1966.

c) Optional. In the Failover field, specify a failover host that will be used if the primary host is not
available.

d) Click Next.
8. Verify that the settings are correct, and click Next to complete the installation.
9. Click Finish.

10. When the installation is complete, if you have a Linux/UNIX Process Manager Server, complete the
following steps to connect to the Process Manager Server from a Windows client. Otherwise, skip to
step 14.

a) Open the configuration file %JS_ENVDIR%/js.conf and set the parameter
JS_LOGIN_REQUIRED=true.

b) From the Start menu, select IBM Corporation and IBM Spectrum LSF Process Manager, and the
appropriate application: Flow Editor, Flow Manager, or Calendar Editor.
Enter your user name and password when prompted to log on to the Linux/UNIX Process Manager
Server.

11. When the installation is complete, from the Start menu, select IBM Corporation and IBM Spectrum
LSF Process Manager, and the appropriate application: Flow Editor, Flow Manager, or Calendar
Editor.

Both the Flow Manager and the Calendar Editor require a connection to the Server to be able to start.
If you are unable to start either of these applications, there is an error in the configuration, or the
Server is not yet started.

Run the Process Manager server on system startup

About this task

On UNIX, the Process Manager Server can be configured to start and stop at system startup or shutdown.
On Windows, the Process Manager Server runs as a service, and by default, starts and stops automatically
with the system.
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Procedure

1. Ensure installation of the Process Manager daemon is complete, and that you have sourced the correct
environment.

2. Log on as root to the host where the Process Manager daemon is installed.
3. Run the following script:

. /bootsetup

This script picks up your environment information and enables the daemon to start and stop at system
boot time.

Control the Process Manager Server

Starting and stopping the Server on UNIX
On UNIX, the Process Manager Server has a single daemon, jfd. You control jfd with the jadmin command.

Start the Process Manager daemon

Procedure
1. Log on to the Process Manager Server host as root.

2. Run jadmin staxrt. This command starts jfd.

Stop the Process Manager daemon

Procedure

1. Log on to the Process Manager Server host as xoot or as the prim