TECHNICAL PAPER

Tips for Configuring the SAS® Viya® Identities o
Service for LDAP

o
Last update:January 2022 o °
o
o ® ¢
o
® o ® ®
® .
o ® ®
® ) ®
o .
® O
o ®o °, o
O o O
o ¢ ® ®
O e ©
® O
o ® ® o
o %o O o
o ® &
® &
[ ® ®
o >
® ® P
o @ ® ® ®
o
o ® ®
® o ® ®
o ® ® ®
O ¢ ® ®
o ¢ =
° o )SAS
® .
¢ o
® N o ¢ ®
& - [



Contents

LaiageTo I8 otu o] o FEU PP PP PP 4
Minimum Required Configuration..........cc.ccooiiiiiiiiiiii e, 4
Know Your LDAP Serverand Data .........ccuuviiiiiiiiiiiiii e 5
Confirm That You Can Connect to LDAP and Also Fetch User and Group Entries ................... 6
Make the Configuration Changes in SAS® Environment Manager........................ 7
Typical Configurations for an LDAP CONNECLION.......ccuvvnirieiiriiiiiieeeeeeeeeaenenn 7
Typical Configurations for Group and User Properties..........cccccovvvviiniineiniennnnnn. 9
Configurations for Microsoft Active Dir€CtOry ......oeeeeieiiiiiiiee e 10
Configurations for OpenLDAP and Other LDAP Directory Services .......oceevvueeeevvrineerennneennnn. 11
Determining Members and Memberships without a memberOf Attribute..........ccccecevvnnneies 14

Y ol=T g = T o T PP PP PTPTPN 14

Y ol=T 0 =T o 1 PP PP PTPTPRN 15

RS eT=3 4T e T 16

FAQ SECTION ...ieiiii e 18
How Is the Identities Service Cache Used?..........cooiiiiiiiiiiiiiiiiiiiiiiiii e 18
When Should | Disable pagedReSUIS? .....ccovuiiiiiiiieii e 18
When Should | Enable folloWReferrals? ..........uueeeiiiiiiiiiiiee 19
When Should | Use the Microsoft Active Directory Global Catalog? ........ccccoevvvviiiiiiiiennnnnnn.. 19
How Can | Load NeSted LDAP GrOUPS?.....uuueieieiiieiiiieetieeeeieeetieessieessiesaneersneessnersneessanessnns 19
What Other Settings Can Potentially Improve Performance?.........cccooevivviiiiiiiiiiicieiieeeeeeenn, 20
(00 3ol 1111 Y o 20




Relevant Products and Releases
e SAS®Viya®

o SAS®Viya® 3.xand later releases




Introduction

This paper providesinsightinto the configuration properties of the SAS Viya Identities service. It describesdifferent
scenarios that you might encounter with your LDAP directory server and it offers examples to guide you to a
successful configuration. The examples herein are based on common scenariosencountered by customerswho
have called SAS Technical Support.

The Identities service in SAS Viya retrieves information aboutidentities (of users and groups) from your identity
provider. The service also enables the creationand management of custom groups.

The Identities service supports LDAPv3 compliant servers. SAS does not maintain an exhaustive list of supported
directory servers, nor does SAS test all directoryservers. Therefore, there might be certain features of your LDAP
server thatare notsupportedor are not handled as efficiently as with other LDAP servers.

The service worksby searching informationabout groups, users, members, and memberships. It takes the
following steps:

e Bindstothe LDAP server using the connection properties that are configuredfor the Identities service. The
Identities service supports anonymous or simple bind only. Simple Authentication and Security Layer (SASL)
and Kerberos connections to LDAPare not supported.

e Submitsan LDAP search request for groups usingthe searchbase (baseDN)accountId, objectClass,
and objectFilter values.

e Submitsan LDAP search request for users using the searchbase (baseDN)accountId, objectClass,
and objectFilter values.

e  Submitsan LDAP search requestfor useror group information when a client application or service needs
member, membership, orotherinformationfor an identity. For example, whenyou selecta user on the Users
page in SAS® Environment Manager, aquery is made to LDAPto retrieve the user's memberships. The
membershipinformationis displayed on the Member Of tab for that user.

The examples in this paperuse “ACME” for the companyname. The LDAP server addressis 1ldap. acme .com.

This paper augments the following SAS documentation:
e  “Configure Security” in the Linux Deployment Guide of SAS® Viya® 3.5 Administration
e  “Configure Security” in the Windows Deployment Guide of SAS® Viya ® 3.5 Administration

e SAS®Viya® 3.5 Administration: Identity Management

Minimum Required Configuration

Ata minimum, you mustsetthe properties forthree configuration instances in order to provide the connection,
group, and user informationfor LDAP. If your LDAP provider is Active Directory, then the minimum settings that
you need to change are the properties shownin bold in this section, because the default property values are based
on Microsoft Active Directory. For other LDAP providers, such as OpenLDAP, you must provide values for all
properties listed here.


https://go.documentation.sas.com/doc/en/calcdc/3.5/dplyml0phy0lax/p0dt267jhkqh3un178jzupyyetsa.htm
https://go.documentation.sas.com/doc/en/calcdc/3.5/dplyml0phy0win/p61010as31914aa4aa1477100160.htm
https://go.documentation.sas.com/doc/en/calcdc/3.5/calids/titlepage.htm

e sas.identities.providers.ldap.connection/
o host
o password
O port
o url
0 userDN
e sas.identities.providers.ldap.group/
o accountId
o0 baseDN
o distinguishedName
o member
o memberOf
o objectClass
o objectFilter
o0 searchFilter
e sas.identities.providers.ldap.user/
o accountId
o0 baseDN
o distinguishedName
o memberOf
o objectClass
o objectFilter

O searchFilter

Know Your LDAP Server and Data

Before you configure the Identities service, you should gather the following information fromyour LDAP
administrator. These details help youset property values in the Identities service configuration.

e The name and version of your LDAP provider: This information becomes importantif you experience
problems configuring specific attributes. SAS Viya supports LDAPv3 compliant servers. SASTechnical Support
has worked with sites that successfullyuse Microsoft Active Directory, OpenLDAP, Oracle Internet Directory,
Azure Active Directory, and others. However, as mentioned earlier, SAS does not maintain an exhaustive list of
supported directoryservers, nordoesSAS test all directory servers.

e Connection information, including the LDAP host name and port, whetherasecure connectionis required
either through LDAP over SSL (LDAPS) or startTLS, and the search bases for searching for groupand user
objects: If you are connecting to Microsoft Active Directory, also find out if you needto connect to the global
catalog.




¢ The distinguished name of the account that will be used to perform LDAP searches (the bind user) and that
account's password, or if you will be using an anonymous connection: This account must have permission
fromyour LDAP providerto perform searches and to read operational attributes, such asmemberOf and
isMemberOf, thatare usedfor determining group membership.

e Anapproximation of the number of users and groups thatyou expect to "load": The users and groups are
the "identities."

e AlILDAP attributes for auser who will use SAS Viya applications: Also, if you are loading LDAP groups, you
should obtain all attributes for one group.

Confirm That You Can Connect to LDAP and Also Fetch User and Group Entries

After you have all the necessary LDAP connection information, confirm that you can connect and perform searches

from the machine thatis runningthe SAS Viya ldentities microservice. The 1dapsearch and adquery
commands are commonways to connect. You can also use graphical applications such as Softerra LDAP Browser
and JXplorer.

In this paper, 1dapsearch commands are used.

e Runanldapsearchcommand toreturn all LDAP attributesand theirvaluesfor an LDAP group thatyou
want included in SAS Viya. Run a separate command to return memberships to other groups:

ldapsearch -H 'ldap://ldap.acme.com:389' -D 'CN=LDAP Query
User,OU=users, DC=acme, DC=com' -w 'Passwordl23' -Db
'OU=groups, DC=acme, DC=com' -x -s sub -a always 'CN=Viya Test Group'

ldapsearch -H 'ldap://ldap.acme.com:389' -D 'CN=LDAP Query
User,OU=users, DC=acme, DC=com' -w 'Passwordl23' -Db

'OU=groups, DC=acme, DC=com' -x -s sub -a always 'CN=Viya Test Group'
memberOf ismemberOf

e Runanldapsearchcommandtoreturnall LDAP attributesand theirvaluesfor a user whoisamemberin
the above group. Run a separate commandto return memberships to groups. If you are not using LDAP
groups, you can insteadrun the commandto return a user that you wantincluded in SAS Viya, regardless of
group memberships:

ldapsearch -H 'ldap://ldap.acme.com:389' -D 'CN=LDAP Query
User,OU=users, DC=acme, DC=com' -w 'Passwordl23' -b 'OU=users,DC=acme,DC=com'
-x —-s sub -a always 'uid=viyauserl'

ldapsearch -H 'ldap://ldap.acme.com:389' -D 'CN=LDAP Query
User,OU=users, DC=acme, DC=com' -w 'Passwordl23' -b 'OU=users,DC=acme,DC=com'
-x -s sub -a always 'uid=viyauserl' memberOf isMemberOf

Note: The memberOf and i sMemberOf attributes are operational attributes and are not returned by default by
some directory servers. You must therefore request these attributes explicitlyin the searchquery. Yourdirectory
server might use a different attribute name, but the attributes memberOf and i sMemberOf are most common.




Make the Configuration Changes in SAS® Environment Manager

Sign in to SAS Environment Manager using the sasboot account, or an account thatis a member of the SAS
Administrators custom group. Select the Configuration page from the sidebar. (The Configuration pageis opened
by clicking the wrench icon.) Select All services from the View drop-down menu at the top of the Configuration
page.Then select Identities service fromthe list. You then see alist of all configuration instances for the Identities
service, as shown in the image below. To make a change to any configuration instance, select Edit, which is the
pencilicon. The configurationthen opens in Edit mode. Make the changes and select Save to save the changes and
close the Edit window. The following sectionsdescribe typical configurationsfor the connection, user, and group
configurationinstances.

e
— SAS® Erwironment Manager - Manage Environment a 4 (_S)
o Configuration
v
= View: | €% All services v %)
e New Configuration
B |0
b The following configuration instances are used to configure the service "Identities
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Job Execution service g R
B > sas.cache #
= Job Flow Scheduling service i
@ > sas.cache.config e
Launcher server
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. Launcher service
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S > sas.identities.providers.|dap.user .o‘
Model Publish service
s . . . > sas.security -
— Model Repository service "
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T ModelStudio spnng
2 monitoring
Natural Language Generation service
N Matural Language Understanding se.
Natifications service

Typical Configurations for an LDAP Connection

The following configuration examples demonstrate how to set the connection properties in different scenarios.
The connectionpropertiesare made in the sas.identities.providers.ldap. connection
configurationinstance.



Here are sometips regarding these connections:

The portand URL thatare shown in the first example are for an unsecured connection from the SAS Viya
Identities service to the LDAP server. SAS recommends a secure connection. Ports 636 and 3269 (from the
Microsoft Active Directory global catalog) are the default secure ports. When using asecure port, you need to
also use the "1daps" protocol forthe url property, as shown in the second example. Anotheroptionfor a
secure connectionis to use startTLS, shown in the thirdexample. When youare usingstartTLS, the portand
URL protocol are the same as with an unsecure connection. Setthe startTLS.mode property to simple.

You can connectto only one LDAPserver. If you have asecondserver thathosts anotherdomainor thatis
used for failover, then youshould configure a proxyserver or load balancer. SAS does not provide instructions
for configuring these components, so you should consult with your system administrator.

In amulti-tenantdeployment, you can connectto one LDAP server pertenant.To create separate
configurationinstancesfor each tenant, turn “on” the property Apply to this tenant only
(provider) inthe providertenant configuration instances. Log in to the tenant with the sasprovider
accountfor thattenantand create new configuration instances.

For an unsecure connection, your settings might look similar to the following:

host: ldap.acme.com
password: Passwordl23

port: 389
startTLS.mode: none
url:

ldap://${sas.identities.providers.ldap.connection.host}:${sas.identities.pr
oviders.ldap.connection.port}
userDN: CN=LDAP Query User, OU=users, DC=acme , DC=com

This nextexample showsthe properties foraconnection usingthe LDAPSprotocol:

host: ldap.acme.com
password: Passwordl23

port: 636
startTLS.mode: none
url:

ldaps://${sas.identities.providers. ldap.connection.host}:${sas.identities.p
roviders.ldap.connection.port}
userDN: CN=LDAP Query User, OU=users, DC=acme, DC=com

If you are using asecure connectionthrough startTLS, these properties are relevant:

host: ldap.acme.com
password: Passwordl23

port: 389
startTLS.mode: simple
url:

ldap://${sas.identities.providers.ldap.connection.host}:${sas.identities.pr
oviders.ldap.connection.port}
userDN: CN=LDAP Query User, OU=users, DC=acme, DC=com




Typical Configurations for Group and User Properties

The Identities service makes fourtypes of queries to LDAP:

e forgroups

e forusers

e fordeterminingagroup’s members (both users and groupscan be membersin agroup)

o fordeterminingauser’sorgroup’s membershipsin groups

Each query is generated separately by the Identities service. To fetch users, the Identities service uses onlythe
configuration properties for users. The configuration properties for groups areirrelevant for a user query. Likewise,
to fetch groups, the Identities service uses only the configuration propertiesfor groups.

Determiningthe properties to fetchgroups and users is straightforward when youknow your data. Properties for
group members and memberships are often more difficult to determine, especially for LDAP servers without
memberOfimplemented. Thatis addressed in the examples that follow.

Here are someimportant tips about the accountID property value and identity identification:

e Theldentities serviceis a case-sensitive service. The user or groupis uniquely identifiedin SAS Viya
applications by the case-sensitive value of the accountId attribute. Therefore, if a user has the
uid=ViyaUserl andthatvalueislater changedin LDAPto uid=viyauserl, thesevaluesarerecognized
as two differentidentities. ltems created by the identity ViyaUser1 might not be accessible by the identity
viyauserl. This problemresultsin “lost content” or “lostaccess” for the end user. Examples are outlinedin
SAS Note 64250.

Similarly, for groups, if a credential is saved for the group, or if authorizations are createdfor the group
identity, those rules do notapply to the groupif the groupaccountId attribute has changed case. For
example, CN="Marketing" isrecognizedas a differentidentity from CN="marketing".

Note: Notall servicesare case-sensitive. This difference might resultin unexpected behaviorand errors across
various services. Referto SAS Note 68054 for an example.

e The accountIdproperty value inthe user configuration shouldbe setto the LDAP attribute thatis used to
loginto SAS Viya. Typical LDAP attributes are sAMAccountName, uid, mail, and userPrincipalName.

e The accountIdproperty value should notchange afterusers have started accessing the system. For
example, if you firstsetaccountIdin the user configuration to sAMAccountName butthen later decide to
usemail,those users who havealreadyloggedin to SAS Viya can lose accessto their content.

o Likewise, the values of the attribute should not change in LDAP afterthe useridentity has loggedin to SAS
Viya applications. Thatresults in a new identity, causing the user to lose access to content.

e Thevaluesofthe accountIdandmail attributes mustbe unique across all identities. For example, you
cannot have two users with the same uidproperty, evenif that does notviolate any uniqueness constraints
inyour LDAP. Also, if you are fetching an email attribute from LDAP, the value shouldbe unique for all users.
The mail value is used by SASLogon as an external match key.



https://support.sas.com/kb/64/250.html
https://support.sas.com/kb/68/054.html

Configurations for Microsoft Active Directory

The Identities service configuration has default values that are appropriate for Microsoft Active Directory. You
generally need to edit only the baseDN property for each configurationinstance.

The objectFilter property valueis used to create the LDAP filter that is used to fetch objects. The default
property value forgroupsis verybroad, specifying only (objectClass=group). ThedefaultobjectFilter
value for usersis also very broad, specifying

(& (objectCategory=person) (objectClass=user) (! (userAccountControl:1.2.840.1135
56.1.4.803:=2))),whichevaluatesto all userswhose accountis notdisabled. Therefore, it fetches all objects
starting at the search base (baseDN) with a scope of WholeSubtree (everything below the searchbase)that
have attributes matchingthe objectFiltervalue. Thislist can potentiallybe averylarge number of objects
and include more groups and users than you really want or needas identities.

The best practiceis to limit the number of groups and usersin the search query, thereby limitingthe number of
identities. Here are some ways to do that:

e Setthe baseDN valueto the mostrestrictive distinguished name (DN) in the directory information tree (DIT)
that still contains all groups or users that you want as identities.

e Setthe objectFilter valueto constrain thesearch even further. The Identities service supports standard
LDAP search-filter syntax. A commonapproachis to use the memberOf attribute to get only userswho are
members of specificgroups.

The following tables provide configuration examples forgroupand user properties for Microsoft Active Directory.

Group Entry in Microsoft Active Directory* Identities Service PropertyValues

dn: CN=Viya Test sas.identities.providers.ldap.group/
Group, OU=groups, DC=acme, DC=com

objectClass: top
objectClass: group

cn: Viya Test Group
member: CN=Viya Demo User

accountId: sAMAccountName
baseDN: OU=groups, DC=acme, DC=com

1,0U=users, DC=acme, DC=com distinguishedName: distinguishedName
member: CN=Viya Demo User member : member

2,0U=users, DC=acme, DC=com memberOf : memberOf

member: CN=Viya Demo User objectClass: group
3,0U=users,DC=acme, DC=com objectFilter:

memberOf: CN=All Test (& (objectClass=group) (| (CN=Viya Test
Groups,OU=groups, DC=acme, DC=com Group) (CN=Analytics Group)))
distinguishedName: CN=Viya Test | gsearchFilter:

Group, OU=groups, DC=acme, DC=com ${sas.identities.providers.ldap.group.ac
displayName: Viya Test Group countId}={0}

sAMAccountName: svtg

* The LDAP entrydata thatis shown is a subset of attributes that are available.
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User Entry in Microsoft Active Directory* Identities Service PropertyValues

dn: CN=Viya Demo sas.identities.providers.ldap.user/
Userl, OU=users,DC=acme, DC=com

objectClass: top

objectClass: person
objectClass:
organizationalPerson
objectClass: user
sAMAccountName: viyauserl
displayName: Viya Demo Userl
distinguishedName: CN=Viya Demo
Userl, OU=users,DC=acme, DC=com
memberOf: CN=Viya Test

Group, OU=groups, DC=acme, DC=com

accountId: sAMAccountName

baseDN: OU=users,DC=acme,DC=com
distinguishedName: distinguishedName
memberOf : memberOf

objectClass: organizationalPerson
objectFilter:

(& (objectCategory=person) (objectClass=user)
(! (userAccountControl:1.2.840.113556.1.4.80

2§2§§§i££ing OU=groups,DC=acme 3:=2)) (| (memberOf=CN=Viya Test
! ! " | Group, OU=groups, DC=acme, DC=com) (memberOf=CN
bC=com =Analytics
Group, OU=groups, DC=acme, DC=com) ) )
searchFilter:
S{sas.identities.providers.ldap.user.accoun
tId}={0}

* The LDAP entrydata thatis shown is a subset of attributes that are available.

Configurations for OpenLDAP and Other LDAP Directory Services

The Identities service configuration has default values for Microsoft Active Directory. However, for other LDAP
directory servers, you need to edit the property values to reference the LDAP attributes that your LDAP directory
server uses. The attributes depend on your LDAP vendor andhow you haveimplementedit. You can referto the
resultsfromthe 1dapsearchcommands thatyou ran earlier to helpchoose the appropriate LDAP attributes for
each of the Identities service properties.

Be certain to check that you have provided valid LDAP attributes forall the required properties listedin the
“Minimum Configuration Required” section above. Any attribute thatis notfound in LDAPresultsin ablank value
for the corresponding group or useridentity. For example, if a user entry in LDAP does nothaveaphone
attribute, the phoneinformation forthat user identity is blank.

Here are someimportanttips regardingLDAP attributes:

e accountId:Thisattributeisthe “uid” for users, and itis the typical LDAP attribute. This attribute value
must contain the user name with whichthe user logsin. The default value of sAMAccoun tName is not
typical for LDAPservers other than Microsoft Active Directory.

e distinguishedName: Many LDAPdirectory servers’ DITs do nothave an LDAP attribute thatis explicitly
named distinguishedName. If thatisthe case for your LDAPserver, then setthe
distinguishedName property to none. Do notsetthe property to another attribute that contains a
distinguished-namevalue, suchas dn.A common erroristo assume thatdn fromthe 1dapsearch resultis
an attribute name. Itis a directive in the LDAP Data Interchange Format (LDIF) formatted output, notan

11



attribute name.

e memberOf:This attribute is usedto show membership in groups and is relevant for both groups and users.
Typical LDAP attributes are memberOf and i sMemberOf. However, the presence of amembership attribute
and its name are specificto your LDAP implementation. The valueis the distinguished name of the groupto
which the objectisamember.

Membership attributes are oftenoperational attributes and are not returned by default by some directory
servers when youquery forall attributes. That can make it difficult to determine the appropriate LDAP
attribute to use. First, try to request these two attributes explicitly in the search query, as shown in the
ldapsearchexamplesin the “Confirm That You Can Connectto LDAP and Also Fetch Userand Group
Entries” section above. If neither attribute is returned, your directory server might use a different attribute
name, or itis notimplemented with amemberOf overlay. If your LDAPis notimplemented with a memberOf
overlay, then setthe memberOf property valueto none.

Note: Trace-levelloggingon com. sas. identi ties shows this behaviorin the following ways. This first
example shows the logging that occurs when memberOf isimplemented:

Performing operation: query members for group Viya Test Group

Executing fetch: baseDN='ou=groups, dc=acme, dc=com', filter="' (& (cn=Viya Test
Group) (objectClass=groupOfUniqueNames)) '

Executing basic search: baseDN='ou=groups,dc=acme,dc=com',
filter="' (& (memberOf=cn=Viya Test

Group, ou=groups, dc=acme,dc=com) (objectClass=groupOfUniqueNames) )

MemberOf fetch for group members of Group Viya Test Group returned 0 groups
Executing basic search: baseDN='ou=users,dc=acme,dc=com’,
filter="' (& (memberOf=cn=Viya Test

Group, ou=groups, dc=acme,dc=com) (objectClass=inetOrgPerson) '

MemberOf fetch for user members of Group Viya Test Group returned 28 users

This log example shows whatis displayed when membe rOf is notimplemented:

Performing operation: query members for group Viya Test Group

Query members for group Viya Test Group using individual member lookup
Executing fetch: baseDN='ou=groups, dc=acme, dc=com', filter=' (&(cn=Viya Test
Group) (objectClass=groupOfUniqueNames)) '

Fetching membership via dn lookup for identity

'uid=viyauserl, ou=users,dc=acme, dc=com

Fetching membership via dn lookup for identity

'uid=viyauser?2, ou=users,dc=acme, dc=com

Fetching membership via dn lookup for identity

'uid=viyauser3, ou=users,dc=acme, dc=com

[...]

When you use an attribute that does not exist, then the membe rO £ columnin the User details is (0).

If your directory server doesnot have an equivalent attribute to membe rO£, refer to alternate scenarios in
the sections following this one to see your configuration options.

e objectFilter: Thisattribute isusedto createthe LDAPfilterthatis used to fetch objects. The default
property value forgroupsis verybroad, specifying only (objectClass=group) . Modify the
objectFiltervalueto use the objectClassattributefor groupsfromyourLDAP directory server.
Likewise, the default objectFilter valueforusersisalso very broad, specifying

(& (objectCategory=person) (objectClass=user) (! (userAccountControl:1.2.840.1

13556.1.4.803:=2))).Modify thefilter to use the attributes that are appropriate foryour LDAP
environment.

12



Itis a bestpracticeto limitthe number of groups and usersin the search query, thereby limiting the number
of identities. Here are some ways to do that.

o Setthe baseDN tothe mostrestrictive DNin the DIT that still contains all groups or users thatyou

want as identities.

o Setthe objectFilter toconstrain thesearcheven further. The Identities service supports
standard LDAP search-filter syntax. If your LDAP supports an attribute like memberOf or
isMemberOf, thenyou can use thatattribute to get only users who are members of specificgroups.

The following tables provide configuration examples for groupand user properties for OpenLDAP.

Group Entryin OpenLDAP

Identities Service PropertyValues

dn: cn=Viya Test
Group, ou=groups, dc=acme, dc=com

objectClass:
groupOfUniqueNames

cn: Viya Test Group

displayName: SAS Viya Test
Group
memberOf: cn=All Test

Groups,ou=groups,dc=acme,dc=co
m

uniqueMember :
uid=viyauserl, ou=users,dc=acme
, dc=com

uniqueMember :
uid=viyauser?2, ou=users,dc=acme
, dc=com

uniqueMember :
uid=viyauser3, ou=users,dc=acme
, dc=com

sas.identities.providers.ldap.group/

accountId: cn

baseDN: ou=groups, dc=acme, dc=com
distinguishedName: none

member : uniqueMember

memberOf : memberOf

objectClass: groupOfUniqueNames
objectFilter: (objectClass=
groupOfUniqueNames)
searchFilter:
S{sas.identities.providers.ldap.group.accou
ntId}={0}

13




User Entryin OpenLDAP Identities Service PropertyValues

dn: sas.identities.providers.ldap.user/
uid=viyauserl, ou=users,dc=acme
, dc=com
objectClass: person accountId: uid
baseDN: ou=users,dc=acme,dc=com
objectClass: distinguishedName: none
organizationalPerson memberOf : memberOf
objectClass: organizationalPerson
objectClass: user objectFilter:
(objectClass=organizationalPerson)
. . searchFilter:
uid: viyauserl . L .
${sas.identities.providers.ldap.user.accoun
tId}={0}

displayName: Viya Demo Userl

memberOf : cn=SAS Viya
Test Group,ou=groups,dc=acme,d
c=com

memberOf :
cn=Marketing, ou=groups,dc=acme
, dc=com

* The LDAP entrydata thatis shown is a subset of attributes that are available.

Determining Members and Memberships without a memberOf Attribute

If your LDAPimplementation does not have the equivalent of the memberOf attribute, then the Identities service
usesarecursive lookupapproach to determine members and memberships. The following examples are alternate
configurations thatyou can use to compensate forthe lack of amemberO£ attribute.

Scenariol

Thisscenario is defined by the following conditions:

e Auser’sgroup membershipis based only on an attribute on the group object. Fromthe perspective of the user
object, thereis no attribute that you can query to getthe groups to which the user isa member.

e The member attribute on the group objectis a relative distinguished name (RDN) value, such as viyauserl,
and nota DN value such asuid=viyauserl ,ou=users,dc=acme ,dc=com

e The member attribute value on the group object must match the value of the accountID attribute on the
user object. Forexample, if the accountIDproperty forauserisuid, thenthe memberattribute valueon
the group object must match the uid attribute value on the user object, as shown in the following table.

Here is anote on configurationsettings:
14



e Setthe memberOf property to none. Referto SAS Note 61750.

Group Entryin OpenLDAP Identities Service PropertyValues

dn: cn=Viya Test sas.identities.providers.ldap.group/
Group, ou=groups, dc=acme, dc=

com

accountId: cn
baseDN: ou=groups, dc=acme, dc=com

objectClass: posixGroup distinguishedName: none

cn: Viya Test Group member: memberUID

gidNumber: 505 memberOf : none

memberUid: viyauserl objectClass: posixGroup

memberUid: viyauser?2 objectFilter: (objectClass= posixGroup)
memberUid: viyauser3 searchFilter:

S{sas.identities.providers.ldap.group.accountId

1={0}

User Entryin OpenLDAP Identities Service PropertyValues

dn: sas.identities.providers.ldap.user/
uid=viyauserl, ou=users,dc=a
cme, dc=com

accountId: uid
baseDN: ou=users,dc=acme,dc=com

objectClass: person distinguishedName: none

objectClass: posixAccount memberOf : none

cn: Viya Demo Userl objectClass: person

sn: Viya Demo Userl objectFilter: (objectClass=person)

gidNumber: 8000 searchFilter:

uid: wviyauserl S{sas.identities.providers.ldap.user.accountId}
uidNumber: 501 ={0}

* The LDAP entrydata thatis shown is a subset of attributes that are available.

Note: Supportfor an RDNvalue formembe r and membe rO£ properties began with Identities service version
2.13.21in SAS®Viya® 3.4.Referto SAS Note 61750.

Scenario 2

This scenariois defined by the following conditions:

e Auser’sgroup membershipis based only on an attribute on the group object. From the perspective of the user
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object, thereis no attribute thatyou can query to getthe groups to which the user isa member.

e The member attribute on the group objectisa DN value.

Here isanote on configurationsettings:

e Thisscenarioislike Scenario 1, butin this case the member attributeis a DN value, and the enisan RDN
value. Since the member attribute value on the group object must match the value of the accountID
attribute on the user object, this scenariois not supported.

Group Entry and Attribute Name and Value

Identities Service PropertyName and Value

dn: cn=Viya Test
Group, ou=groups, dc=acme, dc=com

objectclass: groupOfNames

cn: Viya Test Group

member :
cn=viyauserl,ou=users, dc=acme,
dc=com

member :
cn=viyauser2,ou=users, dc=acme,
dc=com

member :
cn=viyauser3,ou=users, dc=acme,
dc=com

sas.identities.providers.ldap.group/

accountId: cn

baseDN: ou=groups, dc=acme, dc=com
distinguishedName: none

member : member

memberOf : none

objectClass: groupOfNames

objectFilter: (objectClass=groupOfNames)
searchFilter:

S{sas.identities.providers.ldap.group.accou
ntId}={0}

User Entry and Attribute Name and Value

Identities Service PropertyName and Value

dn:
cn=viyauserl,ou=users, dc=acme,
dc=com

objectClass: person
cn: viyauserl
sn: Viya Demo User 1

sas.lidentities.providers.ldap.user/

accountId: cn

baseDN: ou=users,dc=acme,dc=com
distinguishedName: none

memberOf : none

objectClass: person

objectFilter: (objectClass=person)
searchFilter:
S{sas.identities.providers.ldap.user.accoun
tId}={0}

Scenario3

This scenariois defined by the following conditions:

e The group membership forauser is based on the gidNumber attribute and anothermember or memberOf
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attribute.

¢ Themember ormemberOf attribute for the user orgroup object must follow one of the supportedscenarios

above.

Here are some notes on configuration settings:

e Setthe primaryGroupMembershipsEnabled propertyto true.

e Setthe member and memberOf properties basedon one of the supported scenarios above.

The following tables provide configuration examples for groupand user properties for OpenLDAP.

Group Entryin OpenLDAP

Identities Service PropertyValues

dn: cn=Viya Test
Group, ou=groups, dc=acme, dc=com

objectClass: posixGroup
cn: Viya Test Group
gidNumber: 9000
memberUid: viyauserl
memberUid: viyauser?2

sas.ildentities.providers.ldap.group

accountId: cn

baseDN: ou=groups, dc=acme, dc=com
distinguishedName: none

member: memberUID

memberOf: none

objectClass: posixGroup

objectFilter: (objectClass=posixGroup)
searchFilter:
S{sas.identities.providers.ldap.group.accou
ntId}={0}

User Entryin OpenLDAP

Identities Service PropertyValues

dn:
uid=viyauserl, ou=users,dc=acme
, dc=com

objectClass: person
objectClass: posixAccount
cn: Viya Demo Userl

sn: Viya Demo Userl
gidNumber: 9000

uid: viyauserl

uidNumber: 5001

dn:
uid=viyauser3, ou=users,dc=acme
, dc=com

objectClass: person

sas.identities.providers.ldap.user/

accountId: uid

baseDN: ou=users,dc=acme,dc=com
distinguishedName: none

memberOf : none

objectClass: person

objectFilter: (objectClass=person)
searchFilter:
S{sas.identities.providers.ldap.user.accoun
tId}={0}

sas.identities.providers.ldap/

primaryGroupMembershipsEnabled: on
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objectClass: posixAccount
cn: Viya Demo User3

sn: Viya Demo User3
gidNumber: 9000

uid: viyauser3

uidNumber: 5003

* The LDAP entrydata thatis shown is a subset of attributes that are available.

Note: This scenario is documented in SAS Note 62464,

FAQ Section

How Is the Identities Service Cache Used?

The cache contains onlysummary information (such as IDs, names, descriptions, and so on) for users and groups. It
contains custom groups but does not contain LDAP group membership information. The sole purpose of the cache
is to provide an alternative mechanismfor searching fora collection of users or groupsin order to improve
performance: for example, whenSAS Environment Manager displays the list of users. Anytime a client needs to
fetch more informationabouta user (for example, theirmembershipinformation), the Identities service requests
the datadirectly from LDAP. Itisrecommended that you leave the cache enabled. Set the property in the
sas.identitiesconfigurationinstance.

When Should | Disable pagedResults?

This property instructs the Identities service to add the pagedResults control toits search requests. That
control enables youto setthe number of entries returned per page andis a benefit if the search request could
potentially return alarge number of entries (say, over 1,000). The pagedResul ts property is set to on by
default. An error like the following in the Identitiesservice log indicates that your LDAP server does not support
the pagedResul ts control.

DEBUG 15526 --- [ bootstrap-1] o.s.l.p.v.DefaultDirContextValidator
service [a23470ealac829%6] DirContext

'jJavax.naming. ldap.InitiallLdapContext@2551795"'" failed validation with

an exception.[LDAP: error code 12 - The search request cannot be

processed because it contains a critical control with OID

1.2.840.113556.1.4.319 that is not supported by the Directory Server

for this type of operation].

If you getthiserror,thenchange thepagedResultspropertyinthe sas.identities.providers. ldap
configurationinstance to o £ £.
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When Should | Enable followReferrals?

This property instructs the Identities service to search continuationreferencesthat are returned by the LDAP
server.The option is often needed when the baseDNis set to adomain (such asDC=acme ,DC=com) rather than
an objecthigherin the LDAPhierarchy (such asOU=users, DC=acme, DC=com) andyou have morethan one
domaininyour LDAPforest. You mightalso see a message like the followingin the Identitiesservice log:

org.springframework.ldap.PartialResultException: Unprocessed Continuation
Reference (s); nested exception is javax.naming.PartialResultException:

Unprocessed Continuation Reference(s); remaining name 'DC=acme,DC=com'

If you getthiserror,thenchange the followReferrals propertyin the
sas.identities.providers. 1dap configuration instanceto on.

More informationabout this topicisin SAS Note 61467.

When Should | Use the Microsoft Active Directory Global Catalog?

In a multi-domain forest environment in Microsoft Active Directory, you can configure the LDAP connection to use
the global catalog server. This setting can provide a more efficient search result because the global catalog server
storesareplicaof asubsetof attributes for objects across all domains in the forest. No referralsare needed. If you
are receiving the error from the section above, the global catalogis a way to avoid the referral error. The default
portfor the Active Directoryglobal catalog serveris 3268. For LDAPS, the default global catalog portis 3269.

How Can | Load Nested LDAP Groups?

If your LDAP provider supports the objectidentifier (OID) 1.2.840.113556.1.4.1941
(LDAP_MATCHING_RULE_IN_CHAIN), thenyou can integrateitinto the objectFilter forusers or groups.

Suppose that Viya Test Group is a subgroup (a member of) the All Test Groups group, as shown in the configuration
examplesfor the groupand user properties for Microsoft Active Directory above.

To load the All Test Groups group and all groups that are a member of the All Test Groups group, modify
sas.identities.providers. ldap.group/objectFiltertoincludethe filterfor the All Test Groups
group and the memberOf attribute with the LDAP_MATCHING_RULE_IN_CHAIN extended match operator on the
All Test Groups group:

(& (objectclass=group) (| (CN=All Test Groups)
(member0f:1.2.840.113556.1.4.1941:=CN=Al11 Test
Groups, OU=groups, DC=acme, DC=com) ) )

To load all users who are direct membersof the All Test Groups group, and all users who are members of the
groups thatare nestedunder the All Test Groups group, such as the Viya Test Group group, modifythe
sas.identities.providers. ldap.user/objectFiltertoincludethe
LDAP_MATCHING_RULE_IN_CHAIN extended match operator:
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(& (0bjectCategory=person) (objectClass=user) (! (userAccountControl:1.2.840.11
3556.1.4.803:=2)) (| (memberOf=CN=A11l Test

Groups, OU=groups, DC=acme, DC=com) (memberO0f:1.2.840.113556.1.4.1941:=CN=A11
Test Groups,OU=groups,DC=acme, DC=com)))

What Other Settings Can Potentially Improve Performance?

The Identities service maintainsa pool of connectionsto the LDAPserver. Pooling is enabled by default,
maintaining a maximum of eight connections in the pool. If you experience delays in retrieving identity data, the

LDAP pool might be exhausted. If the pool is exhausted, yousee an error similar to the followingin the Identities
servicelog:

WARN 17019 --- [auto-l-exec-282] c.s.i.p.l.LdapIdentityQueryRepository
sas.logon [b1l84c35bbadec502] [IDENTITY FETCH LDAP ERROR] Error occurred
while fetching identity: Failed to borrow DirContext from pool.; nested
exception is java.util.NoSuchElementException: Timeout waiting for idle
object

You can modify pooling settingsin the sas .identities. providers. ldap.connectionconfiguration

instance. The “Tuning: LDAP Connection Pool on Linux” sectionin SAS®Viya®3.5 Administration contains some
very basic tuning information.

Conclusion

With insightinto the configuration properties that this paper has provided, and the illustration of different
scenarios that you might encounter with your LDAP directory server, you are now ready to configure the SAS Viya
Identities service with confidence. If you experience errors, referto SAS Note 61882 fortroubleshooting steps.
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