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2 ▸ R I S K  M O D E L I N G

“By far, the greatest danger of Artificial Intelligence is that people 
conclude too early that they understand it.”

— Eliezer Yudkowsky

No doubt, we, as a society, are entering  into new advances  in  

technology at ground- breaking speed. The rapid growth in digital  

data and advances in computing power open endless possibilities  

for transformation in every sphere of life. At the same time, these 

developments are also driving unparalleled change in human 

behavior, consumer demand, and expectations. It is believed that 

we are now entering the next wave of revolution: the fifth indus-

trial revolution or the age of artificial intelligence (AI). In this age, 

it is said that machines are truly capable of varying degrees of self- 

determination, reason, and “thought,” working with humans in uni-

son. As a  technology, AI is pervasive in every industry, including 

financial services. It is also starting to mature as a useful tool in risk 

management function.

However, AI is a broad term and defined by various industry bod-

ies in different ways. The Oxford Dictionary defines it as “the theory 

and development of computer systems able to perform tasks normally 

requiring human intelligence, such as visual perception, speech rec-

ognition, decision- making, and translation between languages.”1 The 

European Union defines it as “systems that display intelligent behav-

iour by analysing their environment and taking actions— with some 

degree of autonomy— to achieve specific goals.”2 The Office of the 

Comptroller of the Currency (OCC) in the United States defines it as 

“the application of computational tools to address tasks traditionally 

requiring human analysis.”3

As a scientific discipline, AI includes several subdisciplines, such 

as machine learning (of which deep learning and reinforcement 

learning are examples), machine reasoning (which includes knowl-

edge representation, deduction, and induction), and robotics (which 

includes sensors and the integration of other techniques into cyber- 

physical systems). Despite the enormous transformational benefits 

that true “AI” systems and platforms can bring to humanity, what is it 

about “AI” that sends shivers down our spines? Arguably, the shivers 

are caused by the fact that, for the first time in human history, we are 
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engaging with the intelligence component of technology and the fear of 

the unknown. And another reason is Hollywood!

It is quite amazing that one of the most memorable moments 

in cinema is from Stanley Kubrick’s 1968 production of Arthur C. 

Clarke’s 2001: A Space Odyssey.4 In an iconic scene, the heuristically pro-

grammed algorithmic computer (HAL), responsible for controlling the 

systems of the Discovery One spacecraft, replies to astronaut David Bow-

man’s request, “Open the pod bay doors, HAL,” with “I’m sorry, Dave. 

I’m afraid I can’t do that.” Perhaps this scene is so memorable, because it 

is unbelievable to think that an advanced, sentient machine like HAL 

can think, feel, and mimic human behavior and decide on its own.

There are scenes from other movies and science fiction novels 

that depict AI as ultimately rising and taking control of society. In 

many ways, AI- enabled systems are already safely integrated into our 

personal lives. Take, for example, virtual assistants like Google Assis-

tant, Apple’s Siri, and Amazon’s Alexa that use the more traditionally 

derived and AI- puritan List Processing (LISP) for voice recognition. 

Such “AI” has been widely adopted5 and will continue its advance-

ments as more applications integrate AI methodologies. This is true 

for the traditional AI applications like machine learning and deep 

learning to computer vision and cognitive computing as employed by 

next-generation televisions, cars, and home appliances.6 In addition, 

technologies or machines utilizing AI or developed using machine or 

deep learning algorithms (concepts we will cover in Chapter 3) have 

contributed to the advancement of robotic process automation (RPA), 

which refers to the automation of repeatable processes by computer- 

coded software programs that were traditionally done by humans. One 

of the reasons why RPA is starting to replace other, more traditional 

operational efficiency improvement strategies is because it runs at a 

fraction of the cost of human capital.7 In addition to the cost- savings, 

RPA has reduced processing time and error rates. Examples of RPA 

deployments in banks include virtual assistants that handle repetitive 

tasks such as document- processing and verification, account opening 

and funds transfers, and correction of formatting and data errors that 

arise in customer requests.

By continuing to augment, and at times automate, manual jobs 

or daily tasks, AI- enabled applications continue to transform our 
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personal and professional lives. AI is making what was once science- 

fiction into science- fact. This will continue to be the case when con-

sidering the consolidated impact of four major factors:8

JJ Moore’s law. Computing power is said to double every two 

years and will continue to do so for the foreseeable future.9

JJ Data. The creation of data and replication have doubled each 

year. It is estimated that 1.7 megabytes of new information are 

created every second for every human being on the planet, 

meaning that from 2010 to 2020, there was a 5,000% growth 

in data— from 1.2 trillion gigabytes in 2010 to 59 trillion giga-

bytes in 2020. The exponential growth in data is largely driven 

by digitalization, and is expected to continue.10 It is the fuel 

for AI- based algorithms, especially those that require large and 

rich amounts of data for training and development, like deep 

learning.11

JJ Funding. AI funding has doubled every two years, largely 

driven by the availability of required computational power.12

JJ Test of time. There is 50 years of established AI and quantita-

tive research that is underpinning better algorithms.

Taking these four factors into account and the current state of play, 

AI is not merely hype. Although we are going through a hype cycle 

where expectations may not be realistic, there is great potential that 

will likely be realized in the coming years.13 To remain relevant in 

the wake of the age of AI, it is critical for organizations to prepare for 

a large- scale adoption, integration, and use of AI- enabled systems in 

industries such as financial services. A word of caution, though— for AI 

and machine learning to realize short-  and long- term business value 

in a responsible way, the foundational technological building blocks of 

data, people, and processes will need to be reconsidered. These build-

ing blocks will be discussed in more detail throughout this book.

RISK MODELING: DEFINITION AND BRIEF HISTORY

In recent years, the number of risk models employed by financial insti-

tutions increased dramatically, by 10–25% annually.14 Let’s define what 

a risk model is. A risk model involves the application of quantitative 
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methods, analytics, and algorithms to quantify financial and nonfinan-

cial risks. It is important to note that risk management applies to other 

industries besides financial institutions; however, the applications used 

in this book mainly relate to the financial services industry and particu-

larly to the quantification of financial risks.

Henceforth, in this book, the term model refers to a financial risk 

model unless otherwise stated. Interestingly, most of the modern- day 

risk and probability theory evolved from innovation in science, eco-

nomics, and technology in the last 200 to 300 years.15 However, our 

ability to utilize mathematics to estimate probabilities and use it as a 

means to quantify risk in our modern world stems from developmen-

tal advances across multiple centuries. The English term hazard, refer-

ring to “chance of loss or harm, risk,” likely originates from the Arabic 

term az- zahr, which means “the dice.” Ground- breaking mathemati-

cians like Fibonacci (the golden ratio), followed by Blaise Pascal (the 

father of modern theory in decision- making), laid the foundations for 

modern- day probability theory.

Moreover, Fibonacci learned the Hindu- Arabic numerical system 

from traders while visiting his father at a port in Algeria in the thir-

teenth century. Innovations in mathematics, trading, and finance seem 

inextricably linked— but that is perhaps a topic for another book. The 

use of risk models can likely be traced back to the precursor of what 

we now consider actuarial science in insurance. In the eighteenth cen-

tury, these pre- modern- day analysts poured over data to estimate life 

expectancy on which to price insurance premiums.

Fast forward to modern times; based on the work of others like 

David Hume and Nicholas Bernoulli, Harry Markowitz developed 

portfolio theory in 1952. Today, we can define a model as a quantita-

tive method, system, or approach that applies statistical, economic, 

financial, or mathematical theories, techniques, and assumptions to 

process input data into quantitative estimates.16

The use of risk models is now ubiquitous in financial services. One 

reason is the swaths of new regulations before and after the Global 

Financial Crisis. In the last decade, regulation after new regulation 

has expanded the volume of risk models that organizations need  

to manage. In addition, organizations have increased model usage to 

remain competitive— replacing manual activities and decision- making 

with analytical methods, while improving the sophistication of their 
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models. Models are also used to keep up with industry trends such as 

big data and digitalization.

The effects of the Global Financial Crisis did not only increase 

the number of models to manage— it also increased their complexity. 

Organizations began adding different model types— including econo-

metric models, financial and forward- looking models for provision-

ing, and enterprise stress testing. That resulted in a growing number 

of dependencies and interconnections between the models, how they 

operate, and the process that defines it (i.e., the risk model lifecycle).

New models have started to gain even more traction as the COVID- 19 

pandemic highlighted inefficiencies in the risk model lifecycle. The 

issues were particularly evident in the volatility observed in forward- 

looking loss models during the COVID- 19 pandemic. Financial insti-

tutions realized that risk models need to balance their efficacy with 

potentially longer- term degraded conditions and increased macroeco-

nomic uncertainty, caused by the COVID- 19 pandemic. The longer- 

term conditions and increased uncertainty are likely to continue to 

create “shocks” to many different types of risk models. At the time of 

writing, many large banks have accelerated their recalibration efforts, 

including the use of alternative data and modeling approaches, due to:

JJ Risk- ranking and risk profiling discrepancies caused by shifts in 

consumer and portfolio behavior

JJ Risk models simply breaking down due to shifts in correlations 

with macroeconomic indicators

The use of AI and machine- learning- based algorithms for risk 

management requires a rethink of the risk model lifecycle. Typically, a 

traditional statistical model takes a risk modeling team several months 

of development effort. One can argue that a lengthy process is needed 

to ensure a desired level of accuracy, performance, and validation, but 

experience has shown that a lot of effort is spent on inefficiencies 

due to fragmented, legacy systems across the risk model lifecycle. For 

example, rigid processes that are entrenched in silos of business activ-

ity may delay signoffs and there can be a culture that supports a men-

tality to “reinvent the wheel” for each model development activity.

One lesson from COVID- 19 is that long cycles of building and deploy-

ing models for risk- based decision- making lead to suboptimal decisions. 
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The use of AI and machine learning presents an opportunity to greatly 

reduce the “time to model” and reap the resulting rewards.

USE OF AI AND MACHINE LEARNING IN RISK MODELING

As a suite of tools, AI and machine learning have transformational 

potential to improve accuracy compared to traditional models, handle 

large structured and unstructured datasets, and help assist organizations 

with agile responses to changes in market conditions. Together, the suite 

has been effectively used in problem- solving, and is likely to accelerate 

given the faster adoption of big data technologies and digitalization.

In financial services, the use of AI and machine learning started 

some years prior to the COVID- 19 outbreak and in many diverse areas 

of financial services, including risk management. To the risk function, 

AI and machine learning have delivered tangible benefits by automat-

ing mundane tasks and processing large volumes of diverse data. These 

tools can flexibly identify complex relationships hidden in data and 

thus achieve higher levels of model accuracy, compared to what is pos-

sible with traditional statistical methods. However, for the large- scale 

and long- term use of AI and machine learning, adoption of a scientific 

mindset needs to be better embedded in the culture and in the way 

innovation is approached by teams across the enterprise.

When applying the scientific mindset to AI and machine learning, 

technology is typically applied to solving a specific problem, rather 

than attempting to use the technology to incidentally solve an exist-

ing problem. Once a problem has been identified, then a hypothesis 

can be tested appropriately, utilizing the scientific fundamentals that 

involve data, people, and processes. We will next explain how the tra-

ditional function of risk management is changing in response to new 

and emerging risks, and how AI and machine learning can enable an 

easier response to the demands created.

THE NEW RISK MANAGEMENT FUNCTION

Risk management can be viewed as more than a collection of com-

pliance measures and a function to meet continued demands and 

expectations of internal and external governance bodies. Current 
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risk management frameworks are adapting to new and emerging 

risks, increased uncertainty in the macroeconomic environment, and 

addressing transparency and fairness in financial decision- making— 

especially those concerning customers and those that impact the envi-

ronment. Emerging risks, digitalization, stronger competition, and 

new regulations demand more from the modern risk function, espe-

cially against a backdrop of COVID- 19 and climate change.

At the time of writing, a tiny, single- stranded RNA called severe 

acute respiratory syndrome coronavirus 2 (SARS- CoV- 2) that causes 

Coronavirus Disease- 2019 (COVID- 19) and potential life- threatening 

respiratory infections, had quickly spread to become a global pan-

demic.17 Beginning about December 2019, the impact and devastation 

caused by that tiny strand of RNA was unprecedented in contem-

porary times. The impact of lockdowns on the global economy was 

sharp and steep: the worldwide unemployment rate peaked at 14.5% 

in April 202018 with a worldwide gross domestic product (GDP) con-

traction of at least 5.2%.19 All economic factors pointed to one of the 

worst economic crises the world had experienced since the 1930s 

Great Depression.

Part of the dramatic volatility caused by containment measures 

were fortunately countered by fiscal policy, including short- term relief 

for borrowers and other programs introduced by national govern-

ments and central banks. Irrespective of the extent of containment 

measures, the resiliency built into banks’ balance sheets— large capital 

buffers put in place as a result of enhanced regulatory scrutiny follow-

ing the Global Financial Crisis20— were tested by the pandemic.

Who would have thought that a tiny strand of RNA could create 

such macroeconomic upheaval in as little as a few months? Many 

businesses had to adapt to a newly defined “normal.”

Even though the impacts of the pandemic were quick and severe, 

the recovery was almost as quick, as countries and sovereign states 

emerged from the COVID- 19 restrictions and trillions of dollars in 

stimulus measures boosted economies.

The macroeconomic effects at the peak of the pandemic created 

strong negative impacts on risk and profitability levels of organiza-

tions and demanded quick intervention from governments. For finan-

cial services, for example, risk and profitability are known to interact 
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very closely with macroeconomic effects (as per the credit cycle or 

interest rate cycle). In addition, financial services play a necessary and 

important part in stabilizing markets for businesses to operate.21 Such 

macroeconomic factors, continued uncertainty, and market responses 

may drive unexpected impacts on all types of financial risk, including 

credit, market, and liquidity risk.

The main types of financial and nonfinancial risks are summarized 

in Table 1.1.

Changes to the climate have been understood for many decades. 

Since 1992, the United Nations has recognized that changes to the 

global climate patterns, mostly due to greenhouse gas emissions, pose 

serious issues to the world.22 The recognition has created notable 

accords by participating countries. However, more recently, data and 

scientific- based analysis suggest that more needs to be done sooner. 

We are at a crossroads of climate instability. Climate change, defined 

as “a significant variation of average weather conditions” (i.e., the 

increased likelihood of warmer, wetter, or drier climate conditions 

over the next several decades)23 will start to have significant economic 

Table 1.1 Types of Risk and Associated Definitions

Risk Type Definition

Credit risk Risk of financial loss due to a borrower’s failure to repay loan obligations.

Market risk Risk of loss to institutions earnings from movement in market prices.

Operational risk Risk of loss from a failed internal process, people, system, or 
external event.

Insurance risk Harmful or unexpected event, threat, or peril for which insurance 
is provided.

Liquidity risk Risk arising from a firm’s inability to meet its short- term obligations as 
they become due.

Reputation risk Risk of financial and nonfinancial loss due to public opinion.

Strategic risk Risk from adverse business decisions or lack of responsiveness to 
changes in the industry and operating environment.

Compliance risk Risk from violations of laws or regulations, internal policies and proce-
dures, or ethical standards.

Interest rate risk Risk of loss due to movements in interest rates.
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and socioeconomic impacts under different warming scenarios from 

now until 2100.

The stability of the climate and financial services industry is intri-

cately connected by complex layers of interaction between the macroe-

conomic, financial, and climate systems.24 Stability can be best addressed 

by understanding what the climate change– associated risks are to the 

finance sector. We discuss these along with addressing the analytics 

framework, covering data, models, and scenarios that are needed to 

understand the impacts of climate change in Chapter 9. Importantly, 

climatic change is an area where advanced analytics and innovative 

applications of AI and machine learning have added value.

OVERCOMING BARRIERS TO TECHNOLOGY AND AI 
ADOPTION WITH A LITTLE HELP FROM NATURE

At this point you may be asking yourself, is it purely that we are wait-

ing for true “AI” to be created before it becomes mainstream in its use, 

or are other factors at play acting as barriers of uptake? One way to 

narrow down the naturally derived barriers of larger- scale adoption 

of new technologies is to look back in time at periods of industrial 

revolutions.

When a new technological advancement like means of com-

munication and societal systems  synergize, it has created  industrial 

revolutions  that in turn have  acted to modernize society through  

innovation.25 Quite paradoxically, in practice, the ensuing new ways 

of working and organizational change required have been less glamor-

ous, and often challenging. There are many such examples of innova-

tive techniques and associated technologies where genuine concerns 

were held that prolonged the required change and delayed adoption 

at scale. Take, for example, the first industrial age during the eight-

eenth century, where the change of wood power to coal power led 

to  the replacement of hand tools with power- driven machines like 

the steam engine.26 The second industrial age saw the use of electric 

power for mass production and rapid standardization. Yet the hum-

ble telephone was believed to cause deafness or simply send people 

mad.27 Fast forward to the third industrial revolution that began in the 

1950s to 1970s, where technology advanced from analogue electronic 
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and mechanical devices to  electronic  computing,  digital record- 

keeping, and the advent of the internet. Yet the first version of the 

automated teller machine (ATM) called the “Banko graph” was met 

with concern that customers would lose all their money! Customers 

were promised that the machines were safe and convenient, allow ing 

them to make deposits or withdraw cash at any hour of the day or 

night.28 Photographs of money entering the machine as a form of direct 

receipt29 were not enough to allay fears. It took the semi- catastrophic 

weather event of the 1977 blizzard in New York that caused mass bank 

closures for many days for ATM usage to become more widespread.30 

The rest, with no intentional pun, is history, as other cities around the 

world followed New York’s lead.31

A little push to drive change like the ATM, coupled with a climate 

event, is at times needed to accelerate the adoption of technologi-

cal innovation. However repetitive and mundane, transformation is 

not easy and requires hard work. For organic innovation to progress, 

technological changes like the ATM and even telephone often require 

experience through experimentation rather than mandates so that the 

needs and necessities of change, as well as its opportunities and risks, 

can be fully understood. With that in mind, eventual desire for change 

can even be created.32

Similarly, the mainstream adoption of AI and machine learning 

in risk modeling requires both experimentation and experience to be 

fully understood. As suggested by the ATM example, while adoption of 

new technology may, at times, require a shock, broad adoption occurs 

when the technology improves the customer experience. If that does 

not take place, then the tangible benefits of AI and machine learning 

may not be fully leveraged.

THIS BOOK: WHAT IT IS AND IS NOT

With this book, we aim to provide examples and information to demys-

tify the concepts of AI and machine learning, thereby increasing the 

awareness of its many benefits and how it can be applied to solve eve-

ryday risk management problems (e.g., how to evaluate the financial 

impact of extreme events such as global pandemics and changes in cli-

mate). We also highlight some of the incremental risks and unintended 
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consequences associated with AI and machine learning in risk man-

agement and ways to address these, thereby enabling organizations to 

be better prepared for its adoption and responsible use. As far as pos-

sible, we aim to provide practical examples of use cases where AI and 

machine learning have delivered tangible benefits in risk management.
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