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Preface

Over the past years, we have been supporting quite a significant num-
ber of AML and other financial crime-related implementation pro-
jects. We have been meeting with many customer project teams and
end users, mainly across Asia Pacific, Europe, and the Middle East.
From working with small financial institutions that operate strictly at
a domestic level, to implementing our software in some of the largest
financial groups worldwide . . . and almost everything in between. As
each customer is different, so is each project and we have had to find
solutions for a wide range of, sometimes peculiar, customer require-
ments. We are thankful to our customers for coming up with such
a wide range of wishes and demands, as it challenges us not only as
consultants but also as software developers, to continuously improve
our software, but also our personal skills and our way of delivering
tailor-made solutions to satisfaction.

SAS has a relatively low attrition rate, which is testament to
SAS being one of the best employers worldwide (don’t take our
word for it, Google it!). But even then, as time passes, we see team
members come and go and may ourselves move on to explore dif-
ferent pastures. With each skillful consultant that moves on in their
career path, insights, expertise, and experience is bound to get lost.
Back in 2016, Derek began thinking about preserving these insights,
knowledge, and experience via writing and publishing. This initia-
tive was well received within SAS, and a foundation was laid for this
book . . . Derek’s first one.

This was initially an individual effort, and not an easy task for a
“technical” guy who, until now was happy conversing within his own
comfort zone . . . the language of data and computers! After a while
Maarten joined Derek and we have been working on the book ever
since, in whatever time we could spare from both our busy jobs and,
more importantly, family life.

Even at the time when social distancing wasn’t even “a thing,”
we kept well apart from each other. Maarten working from Spain

XVii
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and Derek from Hong Kong. Never on a project together, or even a
training. As technically savvy as we believe ourselves to be, (why else
would we work in this field and for a company like SAS!) we were
fine communicating strictly through electronic means. The time zone
difference only became a bit of a hindrance when our SAS editorial
support, namely Lauree Shepard, was based at the SAS mothership in
Cary, North Carolina.

So, this book is about transaction monitoring implementation,
which is, at the end of the day, inescapably a technical subject. In the
world of today, technology is still very much in the fast lane. Four
years have elapsed since 2016 and during the process we were wor-
ried about some of the content becoming outdated. That worry has
still not dissipated entirely, but we are modestly confident that most
of the information and guidance that we set out to share will still be
relevant for those entering the field of AML software implementation.
We hope that most of our insights as captured in the following chap-
ters will hold some truth for now and in the foreseeable future. And
we would like to thank you, as our (aspirant) reader . . . for placing
your trust in us and this book.



CHAPTER 1

An Introduction
to Anti-Money
Laundering



2 ANTI-MONEY LAUNDERING

THE EMERGENCE OF AML

Money laundering is generally understood as the concealment of an
illegitimate source of assets, providing an apparent legal origin. People
have various reasons to whitewash assets: they might want to conceal
the original crime and not let their wealth become a whistleblower, or
they may simply want to build up a reputation of being a successful and
respectable member of the community. Since the late 1980s, there has
been another reason to launder money. Law enforcement, initially as
part of the US-driven war on drugs, started to clamp down on the finan-
cial aspect of crime and new laws were enacted globally to criminalize
the laundering of assets itself, whilst at the same time making it much
easier for law enforcement to seize assets and for the courts to include
confiscation of assets, both as a penalty and a measure of redistributive
justice. Against the backdrop of a publicly perceived rise in profit-driven
crime, it was generally felt that criminals should be hit where it hurt the
most: in their pockets. Criminalization of the act of money laundering
and the emphasis on the law enforcement effort to go after the money
are a natural extension of the age-old adage that no man should profit
from his own crime. Consequently, money laundering touched upon
the core beliefs about a just society, where advancing oneself by evading
the rules is felt as unfair towards those citizens who abide by the law. As
such, money laundering (as any criminal offence) is a crime against soci-
ety, against the public . . . and there is a public duty to fight and prevent.

By the late 1990s, another dimension was added: the counteract-
ing of the financing of terrorism, and this was further fueled by the
US terrorist attacks on September 11, 2001. This dimension worked
as a catalyst for the development of ever more stringent anti-money
laundering regulations, adopted across the globe, and the emergence
of what arguably can be called an entire new industry: Compliance. To
a large degree, Compliance became a synonym for AML Compliance,
AML standing for Anti-Money Laundering (and we will use this well-
established acronym throughout the rest of this book), but even that
is a pars pro toto, as it commonly also encompasses counter-terrorist
financing (CTF).

There were two main factors that contributed to the emergence
of AML Compliance. First, there is the down-to-earth fact that law
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enforcement simply did not and does not have the capability or the
capacity to do what is needed to detect money laundering. This is
why financial institutions were recruited to partake in law enforce-
ment as gatekeepers. Second, there was the shift in public percep-
tion about the role of private companies as Corporate Citizens and
the intrinsic notion of good citizenship, linked to widespread notions
on corporate moral responsibility, sustainability, and good standing
and reputation. This is why the financial institutions, to date, accept
the operational and cost burden of AML. Obviously, there is a clear
financial incentive for financial institutions to be compliant: the
fines imposed by the regulatory watchdogs for non-compliance are
enormous. But beneath this mundane motivator there seems to be
a genuine acceptance by the financial industry of the role they have
to play, as members of society at large, to disallow and prevent the
abuse of their systems.

Accepting this role is one thing, it is quite another to live up to it.
Being a money laundering prevention gatekeeper imposes all kind of
practices that need to be established in order to keep compliant with
all regulatory requirements. There is the practice of “know your cus-
tomer” (KYC), which in a nutshell means establishing that a customer
is who he claims to be. Then there is the practice of enhanced due dili-
gence: risk assessing a financial institution’s entire customer base on
a continuous basis, specifically for the purpose of AML and CTFE, and
stepping up the monitoring effort or even reconsidering the relation-
ship with the client in the case of high risk. Lastly, there is the practice
of transaction monitoring: looking at behavior on the account to iden-
tify any suspicious' or unusual activity. When such activity is deemed
to be found and cannot be refuted by further analysis or investigation,
then the financial institution has the obligation to report this to the
local Financial Intelligence Unit, which in most countries acts as the

"Whilst some jurisdictions allow for financial institutions to look for suspicious activities,
other countries define this as an activity specifically for law enforcement and against
the rule of law to task the banking sector with law enforcement tasks typically associ-
ated with the public domain. Whereas the semantic distinction between suspicious and
unusual seem to point in the direction of the former compared to the latter, requiring a
greater investigation effort by the financial institution, in reality, there does not seem to
be much difference other than in the wording.
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conduit between the financial institutions and law enforcement, and
quite often acts in an investigative capacity itself.

It goes without saying that complying with AML along the lines
of these three practices impose a huge administrative burden on the
financial institutions, requiring significant investment in front, mid-
dle, and back office operations. This applies in particular to transaction
monitoring where volumes of customers, accounts, and transactions
are significant, and meaningful analysis cannot be done by human
labor alone.

And this is where AML software enters the scene. Financial insti-
tutions not only deploy electronic means to detect suspicious or unu-
sual activity because of the sheer scale of the data, but also because
regulatory watchdogs require them to apply computerized forms of
analysis to avoid inconsistency and too much reliance on the (frailty
of) human capacity to do so. Whilst computer systems carry out the
tasks they can do more efficiently than humans, there is still a role for
human analysts and investigators to further verity the validity of the
initial electronic analysis. Thus AML transaction monitoring is typi-
cally divided into three practices: electronic analysis of transactions
and the subsequent generation of alerts, the assessment by a human
analyst with regard to the validity of the alert(s), and the subsequent
filing of a regulatory report if one or more related alerts cannot be
refuted as false positives.

The end-to-end process of data collection involves electronic and
then human analysis; further investigation of more complex cases;
and reporting to the regulators and being able to explain to the regu-
lator how risks have been assessed and mitigated appropriately. All of
this constitutes a complex operation, driving up the (manufacturing)
cost of financial services delivery and potentially upsetting customers,
especially when these customers find themselves unjustifiably subject
to a financial investigation, often with the added penalty of not being
able to execute transactions and do business. Striking the balance
between satisfying both the regulator (compliance), banking custom-
ers (services delivery), and shareholders (keeping operational costs
down whilst maintaining a good reputation) is of utmost importance
for financial institutions today. It is the AML transaction monitoring
software that enables financial institutions to do this.
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The aim of this book is to explain various aspects of AML trans-
action monitoring software and will mainly focus on the electronic
analysis, both from a perspective of the logic applied in this analysis
and the challenges faced during implementation of that software in
terms of data integration and other technical aspects.

We, as authors of this book, share a history with SAS, representing
a combined 17 years of experience in the implementation, configura-
tion, and redesign of the SAS Compliance Software. SAS has been
considered market leader in a number of significant areas relevant for
the practice of AML: data integration, analytics, transaction monitor-
ing, case analysis, and reporting.

For any AML software to be taken seriously, is by definition com-
plex. This is because AML transaction monitoring is a multifaceted
process. This book aims to provide further clarity mainly on the logic
applied to the rules. We hope to provide a good starting point for the
beginning AML scenario analyst and administrator. We also hope this
will benefit AML alert analysts and investigators, so that they may
understand a bit better the output of what we call the alerting engine
in terms of the AML and CTF alerts. To that aim this book will put the
technical and analytical detail in its business context.

One could legitimately ask if this would not play into the hands of
those whose actions we try to detect and allow them to improve their
ability to evade detection. We think this not to be the case. Whilst
much of the rule-based approach is already in the public domain, the
keys are in the actual thresholds financial institutions set as part of
these rules for their specific customer segments.

AML AS A COMPLIANCE DOMAIN

Money laundering is commonly defined as the act of providing a seem-
ingly legitimate source for illegitimate funds. In order to conceal the
illegitimate origin, the proceeds of economic crimes need to be white-
washed. This will do two things for the criminal beneficiary. Firstly, it
will cut the follow-the-money trail leading to the criminal acts, thus
avoiding financial assets giveaways of the underlying crimes. But, sec-
ondly, even when it does and the criminal is successfully prosecuted
and convicted for the criminal proceeds, when successfully laundered,
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the proceeds will not be subject to confiscation, since no link between
these assets and the convicted can be proven. Even if the criminal is
imprisoned, the criminal or their family will still be able to dispose of
the assets and wealth build from a criminal life.

Anti-Money Laundering, therefore, is, in its widest sense, a world-
wide framework of legislation and regulations to prevent abuse of the
financial system for the purpose of money laundering, and the prac-
tices and processes to comply with this framework. AML attempts to
put in barriers to prevent abuse of the financial system by those seek-
ing to conceal the criminal origins of assets and/or the link to their
(criminal) ultimate beneficial owners.

What the legislation and regulations have in common is that
they require private sector organizations, defined as Financial Service
Providers, to put in place a mechanism to prevent the abuse of the
financial system by perpetrators of financial crimes. Underpinning this
effort is the adage that criminals should not be allowed to profit from
their (economic) crimes and respectable financial service providers
should not facilitate criminals in doing so. Some hold the view that
AML regulations seek to recruit the financial service providers in the
active detection of economic crime through the detection of money
laundering that is often associated with it.

Compliance and AML cover a wide domain that includes many
subdomains, such as customer acceptance (KYC, name screening),
customer due diligence, handling of politically exposed persons,
ongoing risk assessment, real-time screening on remittance, transac-
tion monitoring, sanctions screening, regulatory reporting, and more.
Although there are tools and technologies available for each and all of
those aspects, of equal importance is the awareness and understand-
ing of the institutes” personnel about AML principles and regulations
and how to apply these in everyday practice. The software is there
to assist responsible staff to efficiently and effectively work through
the vast amount of customer transaction data, sanctions, and watch
lists, and to detect links and patterns that are impossible to see with a
human-driven and/or naked eye approach.

Within the various subdomains, transaction monitoring often
incurs the highest spending by financial institutes. A transaction mon-
itoring system basically looks at the financial transactions of customers
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over time and identifies suspicious patterns. Virtually any monitor-
ing rule can be implemented, given the relevant data available. It
is an after-the-fact control, instead of preventive. At the time when
unusual, suspicious, or otherwise alertable behavior is detected, the
money has most likely already been transferred and beyond reach of
the financial institution. Reporting to the authorities may, however,
still provide useful indications of abnormal behavior for investigation
and, thus, be a starting point for an investigation, especially when the
alert from one bank can be triangulated with alerts by other banks. In
most countries the alerts will end up with the Financial Intelligence
Unit (FIU). This may lead to the unravelling of money laundering
schemes and rings and possibly lead to prosecution and conviction of
those responsible.

Central to AML is the concept of alerting. This has its origin in
the gatekeeper function imposed on financial institutions by AML
regulations. Counteracting money laundering and its predicate crimes
is a task for law enforcement, governed by the rule of law. But in
most jurisdictions, they lack the capability, capacity, and, more impor-
tantly, the legal backing to directly monitor the transactions of citi-
zens. Financial institutions do, and one important driver of the AML
regulations is to mobilize the financial institutions to contribute to
the fight against crime by disallowing money launderers and crimi-
nals to reap the benetfits of their criminal proceeds through the abuse
of the financial institutions’ infrastructure, products, or services. The
main mechanism through which financial institutions contribute is by
reporting suspicious or unusual behavior.?

Before they can submit a report, financial institutions must have
identified a transaction or some behavior as reportable. This inter-
nal identification is commonly referred to as an alert. An alert, in this
context, can be defined as something to draw attention to indications
of possible money laundering or terrorist financing. There is no need

2Whilst some jurisdictions task the financial institutions under local AML legislation to
detect suspicious behavior, in other jurisdictions the viewpoint is held that this belongs to
the realm of law enforcement and therefore the financial institutions” involvement goes
as far as identifying unusual behavior. This conceptual difference is often reflected in the
naming of the reports: e.g. in the US, SAR stands for Suspicious Activity Report, and the
name of the report in the Netherlands, literally translated, is Unusual Transaction Report.
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to prove this (as that would bring the financial institution into the
realm of law enforcement); it suffices to have assessed the likelihood
of the alerted behavior pertaining to money laundering (or terrorist
financing) as higher than average and worthy of further scrutiny.

Alerts are therefore indications that something may require fur-
ther attention and those indications can both be human generated
and machine generated. A typical scenario of human-generated alerts
is when a front office, customer-facing bank employee observes some-
thing suspicious and decides to send an e-mail, pick up the phone, or
submit an online form to make the Compliance department aware of
his or her suspicions. Such notifications may come from employees,
but also from customers, other financial institutions, law enforcement,
or any other party. To further serve this kind of human alerting, many
AML case management systems provide the option for end users to
create alerts manually.

However, regulators these days require the majority of trans-
actions to be analyzed individually and in the context of other
transactions on the same account and by the same customer or cus-
tomer group, and the sheer volume of data to be processed means
that we can no longer rely on human vigilance alone. This is where
software starts to come into the picture. For the past two decades,
dedicated software has become increasingly sophisticated in how it
analyses the bulk of transactions processed by the financial institu-
tions on a daily basis.

Most commonly, this scrutiny takes place in two phases. The first
is in the form of a high-level analysis. If reasons or conditions can be
found that refute the hypothesis of money laundering (ML) or terror
financing (TF), then the alert will be discarded as a false positive. If,
however this cannot be done, the financial institution is obliged to
further investigate the alert until a corroborated decision can be made
to either report the activity to the regulator or to close the investiga-
tion without reporting.

Striking the balance between hit rate and alert productivity is vital
to any AML operation driven by a commercially operating financial
institution. It is here where a transaction monitoring system support-
ing a risk-based approach with a more advanced analytical approach,
demonstrates its value. A robust system with a proper model in place,
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and backed by a capability to change the model and scenario thresh-
olds based on analysis, keeps both the regulator satisfied (hit rate) and
minimizes the operational cost of alert handling (alert productivity).

THE OBJECTIVES OF AML

Let us give some thought to the objectives from a financial institution’s
perspective in AML transaction monitoring. We take as an example a
private sector, profit-driven financial institution, to whom compliance
with legislation is merely a cost of doing business and has to be bal-
anced with customer experience and satisfaction as one of the main
drivers for being competitive and generating revenue by financial ser-
vice delivery.

Regulatory Reporting

If you ask people working in the domain of AML transaction monitor-
ing software about the purposes of such a system, many will respond
along the lines of generating AML alerts. Others, who keep in mind
the overall business context will say to report to the regulator. Indeed,
the entire AML chain culminates in that one final objective: submit-
ting regulatory reports. The financial institution’s effort starts with
the sourcing of the data and continues with the analysis of the data
and the creation of alerts. During alert triage and the case investiga-
tion stage the financial institution will decide whether the findings
are reportable in terms of the regulatory requirements imposed by the
AML regulatory framework. If so, the relevant data must be submit-
ted to the local regulatory authority, often in a format prescribed by
the authority. Once submitted, feedback may be received on whether
the report has been received correctly (this is technical and can be
automated feedback from the recipient system talking to the sending
system); other feedback will be around the content (or payload) of the
report and may comprise a response from the FIU in terms of requests
for further information. Evidently, this is an ongoing, never-ending
process, but conceptually speaking many financial institutions con-
sider their job done once the report has been submitted. The submis-
sion of the report represents the end of a cycle. At the surface level,
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when someone says the ultimate objective of the AML transaction
monitoring system is to submit regulatory reports required by law to
the relevant regulatory recipient, then technically that person would
not be wrong. Of course, there is more to it.

Corporate Citizenship versus Profitability

AML regulations put the financial institution between a rock and
hard place. Being compliant with legislation and regulations may be
intrinsically important for a self-respecting financial institution that is
serious about its role as a responsible corporate citizen, but abiding by
the law itself does not generate revenue. Those with a more Machi-
avellian view on things may argue that financial institutions only
comply with regulations from a perspective of sustainability and that
any fight with the regulatory bodies is doomed to fail, and fines are so
high that it endangers profitability, let alone continuity of the finan-
cial institution. In that case, satisfying the regulators, whilst avoid-
ing costly fines, does not generate revenue. Revenue is generated by
good customer service that customers can appreciate. Being reported
to the regulator usually is not. Any financial institution that will see
itself as a good corporate citizen is more than willing to comply with
the law and even to accept some spillover of customers that are mis-
takenly or unnecessarily reported to the FIU. This becomes more of
a problem if too many legitimate customers end up being reported.

Then there is the operational side of things. As most financial
institutions are essentially profit-driven entities in a sometimes highly
competitive market it is important to keep operational costs down.
Most financial institutions are also publicly registered companies and
shareholder value sometimes even trumps profitability in terms of key
performance indicators. Shareholder value, by itself, has two sides:
in most situations there is a strong correlation with profitability and
economic performance, providing one more reason for financial insti-
tutions to keep operational costs, including those associated with AML
operations, down. Regulatory fines by the regulatory watchdogs for
being found insufficiently compliant can be huge and turn a profitable
quarter or even year into a non-profitable one. On top of that, share-
holder value may shrink upon the news of a major fine, let alone a
multitude of fines. See Figure 1.1.
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Figure 1.1 Interactions around a financial institution on AML.

To avoid fines, financial institutions, these days, are putting a
high emphasis on getting their houses in order and having a robust
Compliance program in place to satisfy the regulator. However, and
somewhat ironically, the more stringent the scrutiny of transactions,
the higher the operating costs, especially when proper scrutiny and
avoiding the unnecessary reporting of legitimate customers, at some
point in the process, entails human involvement. AML operations,
both from a human resource and an IT perspective, come with high
costs. All of which are eating into the bottom line and may affect both
profitability and shareholder value. So, when it comes to the true
objectives behind AML operations, from a publicly registered, profit-
driven financial institution’s perspective, it all comes down to getting
the balance right between overreporting and underreporting and to
do so in the most economical way. And this is the key objective of any
AML automation.

About True and False Positives and Negatives

Automated AML transaction monitoring is a form of predictive analy-
sis. Based on a limited set of data that, in itself, will never be con-
clusive on the subject of whether a transaction constitutes money
laundering or is part of it, the system tries to filter those situations to
point the analyst in the right direction. Ultimately, a human analyst
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will look at the generated alerts and determine whether the system
correctly singled out that situation. This could be the financial institu-
tion’s compliance analyst, his/her peer or manager, an internal audit
team, a regulatory watchdog audit team, or the analysts of the FIU to
whom the truly suspicious events are reported. If an alert is being dis-
carded as not being relevant or not (sufficiently) indicative of money
laundering, then we call this a false positive. A false positive can mean
different things at various stages of the process. Let us follow through
the most common process and see what constitutes a false positive at
these various stages. For most financial institutions, after alert gen-
eration, the process starts with an AML analyst who performs initial
triaging. This term is borrowed from military practices: after a mass
casualty event the sparse group of medical aids will have to prioritize
their efforts to maximize the number of lives they will save. They must
quickly assess on-site who are beyond help (either dead or so heavily
wounded that with the time and effort to stabilize and help them, a
lot of others could have been helped but will die because efforts are
concentrated on this more badly damaged person). Triaging in AML
has nothing to do with saving lives, but the term is used to express
that an analyst must first discard the obvious false positives and sepa-
rate out those that require further investigation. Many Compliance
departments (and the same goes for fraud investigation) distinguish
between an alert and a case: the latter meaning that one or more alerts
are singled out for further scrutiny and more time and effort is put
into them to determine whether these alerts should or should not be
reported to the FIU. When an analyst discards the alert, then from his/
her perspective this will be a false positive, a false alarm so to speak.
Both in AML and fraud it is widely accepted that 9 out of 10 alerts are
false positives. At this stage, a true positive is when the alert might be
potentially reportable and therefore either reporting will be decided
or, as in most situations, a case will be launched to further investigate.
To simplify: true positive = case. The case investigation can be done
by the same analyst who now has decided to devote more time to it,
but many financial institutions have created a separate role for that:
the investigator or senior analyst. At this stage, the same question is
again asked: are the alerts under investigation sufficiently out of line
with what one would expect under the same circumstances to raise
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enough suspicion so that the authorities should be informed? Here a
true positive means that the details of the transaction(s) of the account
and account holders will have to be shared with the FIU. Here: posi-
tive alert = regulatory report. From one perspective, the better the
analyst does his job, the higher the ratio between cases created and
reports submitted. This process will repeat itself at the level of the FIU,
which will research the incoming reports, tie them together where
relevant and hand over to law enforcement, which in many countries
are specialist financial investigations units. Here, true positive means
a report worth further investigation by the FIU, and ultimately it will
mean producing a case that prosecution will take to court. Ultimately
a true positive alert in its truest sense means that the ultimate money
launderers and other who benefit from the money laundering scheme
are convicted in court and that the ruling is upheld in appeal. See
Figure 1.2.

Obviously financial institutions are usually not concerned with
this legal follow-up. At most, records are formally requested by the
prosecution to serve as evidence in their case, the financial crimes
unit works together with the bank’s fraud prevention department in
investigation, and/or bank employees are summoned to court to give
testimony. For financial institutions, whether an alert is a true or false
positive is determined at the early stages of triage, case investigation
or submission of the reports. However, it is important to understand
that the notion of a false positive and the false positive rate, as key
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Figure 1.2 Financial Institutions have incentives to reduce both false positive and
false negative alerts.
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performance indicators for automated transaction monitoring, are
multi-interpretable concepts and the team concerned with optimiza-
tion of the system analytical performance will have to decide which
measurement(s) they adopt as their key metric.

A high false positive rate indicates overreporting. While this may
not necessarily be an issue for the regulator, as they would want finan-
cial institutions to stay on the safe side of things, it is a concern for the
AML reporting chain, from financial institutions to FIUs, as too many
false alerts may clog the system and actually draw away precious
resources and capacity from more relevant investigations. From an
operational and cost-efficiency perspective there is a big incentive for
financial institutions to keep the false positives down and have a high
true positive ratio. A key metric to express the quality of the system is
detection rate: how many alerts are produced? But this detection rate
must always be offset with the true and false positive rates. A high
detection rate means nothing if the true positive alerts are still the pro-
verbial needles in a haystack of false positives. At the moment, a 90%
false positive rate, meaning that only 1 in 10 alerts is considered for
further investigation, seems to be acceptable and is considered within
the risk tolerance of many financial institutions and regulators alike.

Optimizing the analytical systems performance by looking at true
or false positive is referred to as above-the-line analysis. This seems to
imply there is also a below-the-line equivalent. Below-the-line analy-
sis is concerned with the false negatives. A false negative is when the
system failed to generate an alert in a situation where (often in hind-
sight) the Compliance analyst or investigator would have deemed the
alert a true positive in the hypothetical case that was generated by
the system.

Whereas true and false positive ratio are produced by the normal
process of reviewing alerts by Compliance analysts and investigators,
the analysis of the negatives requires a special effort and is usually only
done periodically (or as a one-off) during a system optimization exer-
cise. Below-the-line testing requires a lowering of the thresholds and
then a review of the resulting additional alerts, to assess how many
of these alerts would have been true positives, which makes them, in
fact, false negatives. This exercise can be repeated with different thres-
hold values. Depending on the number of false negatives, compared to
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the number of overall additional alerts, the financial institution may
decide to lower the thresholds to have a better hit rate.

From a regulatory viewpoint, false negatives are an issue. The
financial institution has to defend why it has set its scenario param-
eters so high as to knowingly miss out on a number of valid alerts. One
reason is that catching those few extra true positives may come with
significant overhead for the handling of the additional false positives.
This may not be of concern to the regulator, but it certainly is for the
financial institution, who seeks to minimize its operational costs.

Analytical software supports the activity of above- and below-the-
line testing and helps to run what-if scenarios to optimize the thresh-
old parameters and strike the right balance between effectiveness and
efficiency, meaning the best ratio between true and false positives,
and true and false negatives. This is the primary, if not sole purpose of
any AML transaction monitoring system: getting the balance right in
having the most cost-efficient tool that satisfies the regulator in terms
of risk tolerance.

THE EVOLUTION OF AUTOMATED TRANSACTION
MONITORING

In the field of AML transaction monitoring, technology is applied to
support front and back office business processes with a specific busi-
ness objective: being compliant with relevant legislation and regula-
tions. Inherently these business objectives are predominantly driven
by regulatory developments. These regulatory developments are, in
turn, partially driven by a learning process on the part of the regula-
tory supervisors, which is enabled by the technological advancements
and the increase in analytical capability. Regulatory developments are
also driven by what regulators and law enforcement observe with who
they target: the money launderers. Technology and the application of
(advanced) analytics has the effect of tightening the net; however, a
consequential effect is that those who seek to launder money through
the system will adapt and survive. One can truly speak of an evolution
whereby the various actors in this monetary and legislative eco-sphere
react to each other’s progress.
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This evolution is increasingly determined and driven by advance-
ments in technology: the introduction of electronic payments, online,
and mobile banking on the one hand, and the increasing importance
of data and data processing on the other hand. As can be seen in
virtually all areas of commerce and corporate activity, everything is
electronic-data driven. Transactions in financial institutions, even the
ones that seemingly involve only cash, will be registered in a ledger,
which these days is an electronic database.

This brings opportunities, but it also brings challenges. Big chal-
lenges. The first and foremost challenge concerns the volume of data,
which is so big, that human, naked-eye scrutiny of this data is impos-
sible and highly ineffective. Whilst this may seem an open door, it
should be realized that even today some financial institutions rely, for
parts of their transaction monitoring, on analysts who have as a day
job to cast their eye on hardcopy printed lists of transactions, merely to
see if they can catch any irregularities. These lists are at worst random
samples of transactions and at best a tiny subset of the overall volume
of transactions filtered out by very simplistic and crude rules, some-
times built in as a formula into the spreadsheet used for this purpose.
Needless to say, this is a highly insufficient approach to transaction
monitoring and most probably will not bear a regulatory approval, not
today at least. But, apparently, it had done so in the past.

From a technology perspective we can distinguish between three
areas of expertise that have enabled the evolution of AML transaction
monitoring. These are data integration, analytics, and data visualiza-
tion. The evolution of AML transaction monitoring followed a path
along the lines of these areas, in this particular order. Whilst initially
the concern was with how to link into the electronically available data
and get all the data into one place for the use and analysis of the one
specific goal of AML, the focus has now shifted to the analytics applied
to that data to refine models and increase alert productivity. Whereas
automated alerting has taken up an increasingly important role, most
regulatory frameworks will not allow for a fully automated process,
and the human element is still considered an essential component of
any AML operation. To make sense out of the massive volumes of data
and the information that can be drawn from it, data visualization is
claiming its place.
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Here, we also find an educational cycle between human and com-
puter. While it is human expertise and knowledge that created the
rules that instructed the computers, it is then with the aid of com-
puters, databases, and electronic data analysis tools that humans
learned much more about the data. The new insights are then reap-
plied in ever more elaborate and sophisticated models. Models are
then trained by or with the help of electronic data, often enriched
by human investigation, and gradually we move into the direction of
self-learning machines that only need minimum input from humans
to further train their own models and increase their own capability of
separating the wheat from chaff.

From Rule-Based to Risk-Based

AML and, in particular, transaction monitoring are, on the one hand,
driven by regulatory developments which, in a strongly simplified way
of speaking, represent how the world should be, the realm of desir-
able. On the other hand, the transaction monitoring is also driven by
the progress the world has made in computing. Computing power and
the ability to analyze big data in increasingly shorter amounts of time
represents the realm of the possible. The increase in sheer computing
power has had and will have big implications for AML transaction
monitoring, especially the sophistication in the detection of unusual
or suspicious behavior.

We have discussed the move from a rule-based to a risk-based
system. In a nutshell, this move was the result of the system being
clogged by a vast volume of false positives because the initial rule,
prescribed by the regulators, were far too crude. This to the dismay of
the FIUs, which lacked the capacity to review hundreds of thousands
of incoming reports. Financial institutions saw operational cost tower-
ing without any evident benefit, and customers found themselves the
subject of alerting for no good reason at all. The financial institutions
jointly indicated that the regulators should trust them and allow them
to replace or at least augment the initial hardcoded rules with more
sophisticated scenarios.

The name of the game became find the odd one out. If a bank’s
customer base predominantly consisted of oranges, and not so many
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apples, then under a rule-based regime, the apples were the ones
reported on. Continuing this metaphor, under the risk-based regime,
this shifted from finding the rotten orange amongst the healthy
oranges and the rotten apple amongst the healthy apples. It further
seeks to separate less rotten from severely rotten fruit. Of course, this
is a simplification of the difference, but it serves to make clear that
the ongoing evolution of transaction monitoring is one of continuing
refinement of the way we can analyze data.

The risk-based approach incorporates a number of risk concepts
that are utilized in different ways in transaction monitoring. Ulti-
mately, transaction monitoring is looking at transaction risk: what is
the likelihood that this transaction is concealed money laundering and
therefore concealing criminal funds? The risk of the transaction is cal-
culated on the basis of algorithms that incorporate other notions of
risk. See Figure 1.3.

One of these notions is the risk that the parties to the transactions
represent. If these are internal parties, i.e. customers, then a customer
risk level, most commonly in terms of high, medium, or low, is estab-
lished for the party. This customer risk may itself be based on a calcu-
lative score card or be the result of an investigation into the customer.
Obviously, the latter is not done for all customers — that would be
impractical — but for the high-value private and corporate customers,
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Figure 1.3 Evolution of transaction monitoring.
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it is not uncommon to pinpoint a precise risk level if they are teetering
on the edge of high risk. This is where the notions of Enhanced Due
Diligence (EDD) and Special Due Diligence (SDD) come into play. The
majority of customer risk is, however, calculated based on information
gathered during account opening and throughout the lifespan of the
customer relationship.

Most financial institutions are also risk assessing their own prod-
ucts. Product risk is often a separate category of risk that feeds into
customer risk or directly finds its way to the transaction monitoring
risk assessment. For example, purely domestic and common products,
like a normal current or tax exempted savings account are assessed to
represent low risk (for money laundering) and more exotic products
with a foreign currency component or products that have been known
to be favored by money launderers in the past may be allocated a
higher risk level.

This brings us to a third risk dimension, that of country risk. Most
regulatory frameworks require financial institutions to look at country
risk separately. Most, if not all, financial institutions with cross-border
activity maintain risk scores or levels for each country or territory.
Sometimes these are simply copied from a subscription, but the larger
financial institutions commonly have processes in place to assess or
even calculate the risk level for all countries and territories worldwide.
Under the rule-based system the non-governmental Financial Action
Task Force (FATF) maintained a list of non-cooperative countries and
territories and local regulations incorporated this as a blacklist. The
list still exists, but over the years, countries featuring on this FATF list
made sure they improved their AML regime and were subsequently
taken off.

Countries may still appear on the so-called watchlists, alongside
individuals, entities, and registered vessels. Watchlists arguably can
be categorized as one of the risk factors. They feed into the customer
risk, although most commonly they are used during the onboarding
process of a customer and appearance on the list will prevent accounts
being opened for the individual or entity. But also, transaction moni-
toring scenarios commonly include a number of rules that specifically
look at parties and jurisdictions involved in a payment that are on
watchlists.
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Apart from these potential high-risk components of a transac-
tion, there is a different notion of transaction risk that ties in with the
assessment of the transaction as being unusual. The underlying prem-
ise is that the more unusual a transaction is for this customer or this
account, the higher the ML risk. Determining whether a transaction
is unusual has become an increasingly sophisticated process, in which
ever more data is drawn into the equation. A transaction can be unu-
sual from different angles and most transaction monitoring systems
look at it from multiple perspectives.

First there is the perspective of being unusual compared to the
usage of the account. Many algorithms look at how the account has
been used and whether one or more transactions are (suddenly)
deviating strongly from that pattern. One can look at the size of the
transaction and the number of transactions in a given interval (veloc-
ity), but one has to account for more gradual increases or decreases of
income and spending patterns, as these are in fact quite ordinary. One
must account for seasonal variations: many individual customers and
most retailers use their accounts more actively during the festive sea-
son, and sudden slumps or bursts are associated with vacation periods.

Further, the behavior on the account can, and often is, assessed
in comparison with similar accounts to avoid comparing apples and
oranges. High-net-worth customers will have a significantly differ-
ent pattern from middle- and low-income customers. Retail business
accounts may show very different patterns than those of manufactur-
ing businesses. And even within retail, a low-end retailer in a busy
shopping area will show a completely different income and outgoings
stream than a more exclusive high-end retailer. Most financial institu-
tions therefore divide their customer base into segments and either
have separate rules in place specific to each segment or have set thresh-
old parameters different across the thresholds. Those financial institu-
tions that go a step further introduce the concept of peer groups: each
customer or account is allocated to a group that is expected to behave
similarly. A group profile is built, dynamically or statically, and transac-
tions and summary profiles for the account are compared to the group
profile. If there is a significant deviation, then an alert will be produced.

As we have mentioned above, the move from rule based to risk
based brought about a shift in responsibility and accountability. In a
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rule-based system, there is hardly any responsibility for the financial
institutions beyond simply ensuring the rules are applied. The price to
pay was a tsunami of alerts and reports, most of them being false posi-
tives. A risk-based approach may stem the flood of false positives and
reports to be filed, but at the cost of increased liability and the invest-
ment into a framework that justifies the (risk) approach taken. As
we have seen above, the risk-based approach opens the field wide, as
there are endless variations of the approach and countless decisions to
be made. At any given time, the regulatory watchdog may review that
system and assess its robustness. Financial institutions will have to be
able to explain why they set up transaction monitoring the way they
did. If country risk is part of the process, then it may have to explain
separately how country risk levels are arrived at and what is done
with that knowledge further downstream. And so this goes for all the
other concepts of risk that together make up the risk-based approach.
These approaches and the decisions need to be documented in a way
that they explain to a relative outsider (regulatory auditors) how it all
works and that it is sufficiently robust.

A lot of the mathematical logic is built into the transaction mon-
itoring software. It is, however, the financial institutions who will
need to understand the software as AML accountability cannot be
deferred to the software supplier. Financial institutions are free to
hire consultants from the software vendor to assist with regulatory
review. However, from the perspective of regulatory scrutiny, it is
always a good thing if the solution is white box as opposed to black
box. Black box software conceals most or parts of its built-in logic, its
inner mechanisms, most often to protect its intellectual property. The
software vendor might fear that making their solution fully transpar-
ent exposes them to IP theft. For example, the customer itself may
decide to end the contract and build a solution themselves based on
what they have learned from the vendor’s software. Not all software
vendors have the same fear and, like SAS, take a white box approach
and are willing to give the customer access to (virtually) any compo-
nent of the system. This means that analysts, consultants, and coders
can dive deep into the system to understand how and explain why
the transaction monitoring system yields the result it does. Our com-
mon experience is that most financial institutions feel more at ease
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with a system that hides no secrets in terms of how risk is being cal-
culated and used and how alerts are generated.

From Static to More Dynamic Transaction Monitoring

In the quest for reducing false positives and the detection of relevant,
i.e. significant deviations from behavioral patterns on one or multiple
accounts, the aim is to refine the mechanism by way of recognizing
(more complex) patterns.

To put it simply, if every transaction is measured against the same
fix threshold, such as any cash deposit of (the equivalent of) $10,000,
this would be a very crude and most likely ineffective way to iden-
tify suspicious or unusual transactions. First, such a straightforward
rule seems to assume that cash deposits are more likely to be done
by money launderers than by law abiding citizens. It is true that, to
a certain extent, crime economies are largely cash based. This is, for
example, typically the case in drug trafficking, where across the entire
chain from manufacturing through wholesale to retail distribution,
cash seems to be the preferred method of payment. Much of that cash
is cycled in the underworld drug economy, upstream in the supply
chain, but many operational costs, such as pay-out of staff, purchasing
of vehicles for transport, and hiring of warehouses, are also paid for in
cash. From the net profit for the criminal entrepreneur some will be
stashed as cash; some of it will be lent to others in cash, and paid back
in cash; and for only part of it there will be a need to put it in a bank
account. But many forms of crime are not predominantly cash based,
such as many forms of fraud, and there is no need to siphon off profits
held in cash and make large cash deposits. Also, cash deposits may be
common in some perfectly legal trades, such as for new and second-
hand cars. Putting up a fixed threshold will erect a type of barrier for
cash-rich money launderers, but that will also affect a bank’s legiti-
mate customers in a cash-based industry and so will come at an opera-
tional and/or commercial cost. And to what effect? This barrier will
be (and has been) quickly recognized and circumvented with struc-
turing techniques, such as smurfing. Smurfing is the breakdown of
large sums of money into (well) below threshold chunks and distrib-
uting it across multiple depositors who use multiple accounts to avoid
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unwanted attention. These days transaction monitoring systems will
not only look for above-the-threshold deposits, but also for amounts
that are just below it. This does not make the rule more sophisticated
or more dynamic; it is still a fixed threshold, except that the one for
internal alerting is a different one than the one that is communicated
publicly. But such sub-rules are often combined with an additional
threshold on a minimum number of such below-the-threshold depos-
its. By doing so the financial institution has taken its first step towards
a more dynamic rule.

The simplest form of a dynamic rule is where the threshold is
manually set and reviewed either periodically or even on a driven
basis. The form brings relatively high operational costs and seems inef-
ficient. The setting of the threshold needs to be described in some type
of process to avoid arbitrariness and regulatory exposure. The second
form of threshold setting is relatively rare for AML transaction moni-
toring and more often seen in the context of fraud and abuse incident
response, and heavily driven by alert analysis and case investigation.
A good example is the activation or refocusing of a geographic rule
if it is suspected that a certain postcode area has become the habitat
of a fraud or money laundering ring, with involvement of ATMs, or
multiple accounts being set up at local branches. That postcode area
will be temporarily set to high risk to allow more alerts to be created
and analyzed, in order to identify the issues and mitigate the problem.
The perpetrators are likely to move on to other areas, if not caught
by law enforcement. Either way the risk for that area decreases and
likely either the same or a new ring will pop its head up somewhere
else, thus making the rule obsolete or dysfunctional without change.

Such manual dynamic rules are not common in the world of
transaction monitoring, but those which adjust thresholds automati-
cally, are. And they come in various degrees of complexity.

The modus operandi known as smurfing, as described above, is a
good example of the need for more dynamic rules, supplementary to
the fixed threshold rules, such as the one for cash deposits. To detect
smurfing, one needs to zoom out from the micro event of the single
transaction and take into consideration a range (or history) of trans-
actions, preferably across a number of accounts potentially associ-
ated with a number of account holders. Let us set aside, for now, the
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complexity of identifying multiple customers (the “smurfs”) with dif-
ferent accounts — these customers are not usually blue skinned (as the
label given to them would suggest) so there is no straightforward way
of telling whether they are all colluding as part of a wider smurfing
scheme. There are ways of doing so, from a transaction monitoring
perspective, but let us look into simpler cases first.

The simplest form of looking at transactions is dynamically. This
means to look at transactions dynamically from the perspective of the
account, namely the history of the account. One can either look for
gradual or sudden changes on the account that may arouse suspicion,
or for certain patterns over time. For the latter a lookback period is
defined (usually an x number of days) and the thresholds need to be
exceeded within that time frame. In the smurfing example the sce-
nario could look like this:

Create an alert when over the past 7 days at least three cash
deposits were made with an amount between the fixed threshold
value ($10,000) and 95 % of that amount ($ 9,499).

Although this rule would look over time, it is not dynamic, as
the principal threshold value is fixed and the secondary threshold is
derived from that. It would be dynamic if the percentage of the lower
threshold were made dependent on the number of cash transaction
over that period. For example:

Create an alert when over the past 7 days at least three cash
deposits were made with an amount between the fixed threshold
value ($10,000) and 100 — CD(n) * 2% of that amount, with a
minimum of 75%. CD(n) is the number of Cash Deposits.

The more cash deposits are made to the account the lower the
alerting threshold for the cash deposit. Such a rule could be applied
to a single account, or to all accounts of one customer, or even to all
accounts by all customers who are connected to each other by at least
one joint account. This would give a much better and more dynamic
chance of detecting smurfing activity.

Dynamics of much higher complexity are possible, whereby a
range of analytical measurements is applied to an account to detect
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a pattern and predict within what range the next transaction will be
in case of normal behavior. Transactions that exceed this dynami-
cally calculated threshold will be considered unusual (for a particular
account, given that history of the account). Such a rule, for example,
would run like this:

Create an alert when at least two cash deposits exceed the
amount of two times the standard deviation for cash depos-
its on that account for the last 28 days.

Whilst still looking at cash deposits, this scenario compares the
latest cash deposit with the others over the last 28 days and allows for
one-off spikes as well as gradual increase. Although money launderers
could still avoid alerting by gradually increasing their cash deposits,
they would have to do so patiently and be aware of such a rule and,
preferably, its threshold parameters.

Current practice is to have such dynamic rules supplementary to
the fixed rules, and the fixed cash deposit threshold rule acts as a
safety blanket, whilst the dynamic rule deals with those schemes that
seek to circumvent the (known) fixed threshold rule.

How this makes sense can be seen when taking into considera-
tion a mule account operation. In a typical mule operation money
launderers seek to recruit account holders and use their accounts to
channel funds. These accounts are attractive to criminals as they often
already have an (untainted) history and account holders are classified
as low risk. Typical examples are students, job starters, and low- or
middle-income elderly, who are either naively ignorant or deliberately
pretend to be to the true nature of the funds channeled through their
accounts. For the dynamic rule described above to be effectively cir-
cumvented, the money launderers would have to know what normal
behavior is for each of the recruited mule accounts. But this informa-
tion is not easily disclosed without raising suspicion. If the accounts
are recruited by means of earn-money-easy-from-your-home types of
job advertisement, it would be easier to trick people into receiving and
sending specific funds (as part of the job) than it would be for them
to obtain and share with their employers the history on their account,
especially that history from before they took the job. This would easily
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set off alarm bells. On a side note, obviously one of the reasons for
the money launderers to recruit mules is because they do not have
to worry about alarms bells going off, since certainly they would not
have given away their true identity to the mule account holders.

More complex dynamic rules build profiles for accounts and
potentially also peer groups (numerous accounts clustered together
on the assumption that the behavior on them will be very similar) on
a monthly, yearly, or even broader basis, whereby profiles are con-
structed automatically and expectation for the next days or months
are set. Averages and transaction volumes and amounts could be set
for incoming and outgoing payments and could be differentiated for
payment types or channels.

The dynamic rules described so far do not consider the outcome of
the alert analysis or investigation. In a way, the epitome of dynamic
rules is where the line between automated parameter settings and rule
creation converge. This brings us into the realm of machine learning.

Latest Trends: Machine Learning and Artificial
Intelligence

In the last decade the notions of artificial intelligence (AI) and machine
learning have gradually found their way to virtually every domain of
automation, AML being no exception. The developments can be seen
as ultimately replacing the human element in the processes, i.e. com-
pletely relying on machines, algorithms, and the self-learning capabil-
ity of the software. They can also be viewed as augmenting humans
involved in the process, whereby data will be processed in such a way
that it allows the human worker to concentrate on that part of the
work that requires judgment.

When thinking in terms of augmenting or even replacing the
human element in AML processes, one must distinguish between (at
least) two parts in the overall business process where humans play
a role: the scenario design and optimization process, and the triage/
investigation process. At face value, both seem to lend themselves to
machine learning. But at closer look this seems less evident.

Let us start with the scenario design and optimization part of the
process. This part is where the objective of detecting suspicious activity
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in the use of financial products and services — suspicious from an ML or
TF perspective — is translated into scenarios and analytical models that
can calculate the propensity of certain behavior based purely on the
data that is fed into the system about the account holder, the account,
the financial transactions related to that account, and the non-financial
transactions (changes) to both account and account holder.

Transaction monitoring for AML purposes is, in its core, an indus-
trial application of forecasting. Forecasting is a field in analytics
whereby data is used to set up and train models to optimize the output
of these models in terms of the desired end result. For money laun-
dering this end result and the optimization thereof are, as discussed
above, to maximize the hit-rate whilst at the same time minimizing
false positives.

Analytical software, such as that developed by SAS, already assists
analysts in analyzing data and training the models. This software, in
the right hands, can be used to analyze data, identify statistically rel-
evant indicators, and create new rules. Artificial intelligence (AI) is
these days usually associated with neural networks as the analytical
method that, backed by sufficient computing power, allows machines
to become autodidacts. Neural networks as an advanced analytical
technique made its introduction into the world of analytics some time
ago. It has also entered the realm of applied analytics in AML.

Predominantly analytical software is used to optimize the perfor-
mance of both new rules, through initial threshold settings, or existing
rules, e.g. by doing what-if analysis on slight changes of the threshold
settings and what is called below-the-line analysis. We will discuss
these in more (technical) detail in following chapters. From an analyt-
ical perspective rule optimization is in fact the training of an analytical
model. Training of models is either done supervised or unsupervised.
Supervised training means that data is added that captures the out-
come of the analysis in terms of something being either correct or
incorrect. In training AML transaction monitoring models, the cor-
rect outcome is a productive alert; the incorrect outcome is an unpro-
ductive alert. Instead of alerts, one could also look at cases and the
conclusions of the case investigation: submitting a regulatory report
would count as the correct outcome; dismissing the case and closing it
without follow-up action would be the incorrect outcome. The point
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is that these outcomes can tell the system what to look for specifically
and the forecasting software can use that to find strong correlations in
the data that are indicators of money laundering, or at least produc-
tive alerts. Forecasting software, which has been in use for more than
a decade in the world of money laundering, is essentially a form of
machine learning, whereby the outcome is fed back into system that
(re)trains the models and that can suggest new rules or new settings to
rules to optimize its productivity (which is the ratio between produc-
tive alerts versus non-productive alerts). If the feedback loop would
be closed, meaning that alert and case disposition data would be auto-
matically fed back into the system, and if the system would automati-
cally retrain itself periodically and tweak the threshold parameters on
the fly, then in fact this would be full-on machine learning.

However, financial institutions are reluctant, for good reasons, to
close the feedback loop and automate this part. At the moment, even
for those financial institutions that apply advanced analytics to train
the models, rule optimization is still a periodic human-driven effort.
The (re)training software is not considered sufficiently sophisticated to
let the system be in charge of running multiple analyses and let the
computer decide which set of threshold parameters work best. And
probably the regulator who has to assess the robustness of the approach
would refuse to sign off on a closed loop mechanism where a computer
can tweak the detection scenarios without human interference. Instead,
financial institutions choose to periodically engage in an exercise to
manually retrain the models. The same analytical software is being used
and the same methods applied, but all driven by analytical experts who
evaluate the outcome together with domain experts. The decision to
change threshold parameters, to deactivate a non-productive rule, or to
introduce a completely new scenario is still made by humans.

Even if financial institutions were to move to a closed feedback
loop system, transaction monitoring would still not be fully auto-
mated to the extent that human judgment would be fully taken out
of the equation. The machine would still train itself on the basis of
the supervision data, which is a column in the data set that tells it if
the outcome is a correct or incorrect one. That final verdict for each
alert or case, whether productive or non-productive, is being given by
a human. It is the AML analyst, whose job is to look at alerts and the
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data contained in them, who has to decide whether to discard it as a
false positive or continue investigating until a decision can be reached
as to whether to file a regulatory report or not. The keystone holding
the metaphorical arc of transaction monitoring together is the human
analyst assessing the system generated alert as a true or false positive.
And the same applies to below-the-line analysis where periodically
thresholds are lowered to allow for the generation of alerts in situa-
tions that would not have been generated under the actual settings.
These alerts are scrutinized by human analysts, just to see if the actual
settings do not miss too many false negatives, i.e. situations that are
indicative of money laundering but were not scooped up in the net of
the thresholds.

Ultimately, one can foresee the in-house analyst’s judgment being
replaced by the external feedback from the recipient regulatory body.
As long as the recipient FIU does not communicate to the financial
institution that it receives too many false positives, or periodic reviews
and investigations do not bring to surface situations where reports
should have been filed but weren't, the financial institution could
continue to trust their self-learning software to do a proper job. This
day still seems far off.

Thus, whilst notions of machine learning and AI are not new to
AML transaction monitoring and will claim an increasingly prominent
position, there will still be a need in the foreseeable future for data
analysts developing and training the models and optimizing the rules,
and domain analysts investigating and assessing alerts as true or false
positives.

Latest Trends: Blockchain

Some say that what the internet and the World Wide Web meant for
the online exchange of information, blockchain will mean for the
online exchange of value. If true, one can hardly overstate the impor-
tance of blockchain. And what will be its impact on money launder-
ing and the software we offer to help our customers combat money
laundering?

Blockchain is a technology and a process to decentralize and
harden a ledger. Perhaps this is better explained by what blockchain
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is a reaction to. Up until blockchain, online or electronic transactions
were always mitigated by a central guardian of the ledger, such as the
bank holding your account or the clearing house processing batches
of payments. What money sits where and goes from whom to whom
is kept record of in a secure file or database, providing a single point
of vulnerability to malicious actions. Tampering in some way with the
one single electronic ledger would suffice to commit payment fraud.
And it also requires a central agent who has de facto power over the
transactions for all of its customers. Customers have to trust the banks.
Blockchain seeks to mitigate the risk of tampering and take out the
central agent. At its very core, blockchain seeks to provide a safe way
of transferring value and keeping records in a world where trust is
not presumed.
Blockchain technology rests on five principles:

1. The ledger is public: verified copies are freely downloadable.

2. Tt is distributed: many synched copies of the ledger exist across
the world.

3. There is consensus: for transactions to be added (hence exe-
cuted) a majority or threshold consensus must exist amongst
the miners who verify the ledger with the new transactions and
those miners are competing and not colluding.

4. There is transparency: the ledger will contain a full history of
all transactions.

5. There is ownership: one has to own credits before these can be
transferred, going short is not an option.

Ownership verification is possible due to the transparency of the
full ledger. A batch of transactions to be added to the ledger is pre-
sented as a new block to be added to the existing ledger, the chain
with the full history of transactions of the same currency. A block
(of new transactions) will be presented to be added to the chain and
each block contains a cryptographic puzzle based on the contents of
the block but also of the entire ledger. This puzzle needs to be solved
and the block will only be added to the chain if a predetermined num-
ber of checkers, called miners, agree on the outcome. Miners are self-
subscribing participants that utilize vast computing power to solve the
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puzzle as quickly as their machines allow. The first who comes up
with an answer that is similar to the answer found by the others, will
get an incentive. For Bitcoin, for example, the first to solve the cryp-
tographic puzzle, upon verification, will unlock a Bitcoin. Hence the
mining metaphor. The more complex the cryptographic puzzle, the
more computing power (and time) is needed to solve it. Recently it
was estimated that the energy required for one Bitcoin transaction
could provide electricity for almost 9 US households for a day. At the
moment, Bitcoin has set the complexity of the encryption, so that on
average every 10 minutes a new block is added to the chain. Once a
new version has been confirmed it will discard any variations and all
copies are synched to the one new version. With the next block pre-
sented this cycle repeats itself.

Blockchain is safe because it requires many miners to confirm a
version before the chain (and all of its copies) is updated. This means
that any alterations by fraudsters will have to be on the majority of
copies, otherwise it will perish in this distributed verification process.
Since there are many miners and these are unrelated and unlikely to
collude, it is more difficult for fraudsters to tamper with the ledger.
Also, computer glitches, creating different versions of the ledger are
ironed out this way. Blockchain is also safe because the full ledger is
public (anyone can obtain the latest copy online) and unchangeable.
Any change to historic blocks will create a deviating version, meaning
that the outcome of the cryptographic puzzle will change, and that
version will not survive.

Blockchain is believed to revolutionize payments, or even broader,
the exchange of value. Blockchain enables peer-to-peer transactions
in a world where trust is lacking. It will also allow taking out the
middleman, the financial institutions that currently operate as the
guardian keepers of their own ledgers (as a global collective) process
all transactions. Financial institutions fear that blockchain will do
to them what online retail commerce has done to many brick-and-
mortar stores. Blockchain, however, may be unstoppable and banks
are now exploring ways to incorporate block chain into their ways of
doing business. Nasdaq has opened a new trading platform, Ling, spe-
cifically for blockchain-based currency. In other words, blockchain is
here probably to stay and it will be transforming the financial system;
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hence, it will be transforming AML and Compliance. If blockchain
is relevant for our own customers, which in the space of AML are
mainly banks, then sooner rather than later it will become relevant
to those providing software to support them.

The impact of blockchain on AML is threefold. Firstly, on a strictly
technical level, it will transform the way (part of) the transactions are
fed into the AML system. Rather than an extract from the core the
chain itself will be offered. Would this really change the way data is
loaded into our system through mapping and ETL? Not necessarily.
Does it mean that there will be no limits regarding the history, as the
blockchain will be available in its entirety? I am not convinced. For
data management and volume and related performance reasons, it
would be preferable to keep the flow of data constant and increase
will only be permitted if related to organic growth (more transactions
on a single day). It would almost make transaction monitoring easier,
as blockchain itself has an inherent data quality control aspect to it.
From a data integration point of view, blockchain’s impact is probably
limited to the data pertaining to the actual transaction, and not so
much the other data, such as for accounts, customers, or households.

Secondly, there are many who fear blockchain will undermine
the current AML effort, mainly because it seems to facilitate anon-
ymous transactions. Whereas an intrinsic part of blockchain and
blockchain safety is in its transparency, this is only relative transpar-
ency. Only within the chain can one see which transactions involved
which accounts. Accounts are coined wallets, and are in fact secured
IP addresses. Some cryptocurrencies allow for people and entities to
open an account without proper identification or verification of the
true identity behind those who own or operate the wallet. In a way
this is not different from the, now forbidden, number accounts oper-
ated by Swiss and Austrian banks until a decade ago, or from the still
existing practice in some tax havens where financial institutions are
legally protected from disclosing the identity of the ultimate beneficial
owners behind the accounts or corporate entities. In a way this does
not seem an issue created by blockchain technology, but by how we
use this technology. As a federal prosecutor stated in her Ted Talk:
“most successful technology is often first adopted by criminals.” Like
with the conventional financial system, blockchain providers should
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ensure KYC at account opening. Like with conventional banking, the
ledger itself may contain customer references that make the customer
non-identifiable, as long as they keep these identities and can map
them. It is a matter of legal debate and, if necessary, legislation to make
sure blockchains used for financial purposes and cryptocurrency are
considered or brought under the umbrella of regulatory governance.

Thirdly, naturally following on from the above, the transparency
of the blockchain and the inherent security may also benefit AML.
Granted, this transparency and the hardness of the public ledger pri-
marily benefits fraud prevention and only to a lesser degree AML.
Irregularities in the data loaded into the transaction monitoring system
have never been a main concern: the correctness of the transaction
data is almost never questioned, at least from an ML concern. Having
the full history of the entire ledger freely available obviously will help
investigators, both on the side of law enforcement and on the side of
the financial service providers to trace back money to their original
accounts. From a data visualization perspective, the full ledger seems
to take care of data preparation and is probably easier than getting the
same data over a similar period of time together from traditional core
banking systems. The capacity to process, mine, and visualize Big Data
may become a key factor, simply from a sheer data volume perspec-
tive. It is widely known that blockchain crypto mining requires vast
amounts of computing resources, but that is primarily due to the way
the decryption algorithms work. AML data analysis of the ledger is
probably less resource intensive, but the sheer size of the ledger may
cause issues. One possible solution could be not to analyze the ledger
in full, but use it as source data and load the relevant data (or delta)
into the core database as is currently common practice.

Should the Compliance Domain Prepare for Blockchain?

The answer is an unreserved Yes. There are too many voices raising
blockchain and cryptocurrency as a game changer, for the financial
industry to ignore. Customers are already asking what we can do for
them in terms of blockchain, also within the subspace of AML and
financial crimes. At least we should prepare ourselves by starting to
understand blockchain and the impact it will have on existing and
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new (types of) financial institutions and the software used. Banks are
now starting to explore blockchain technology, and regulators will
also get involved in the conversation sooner rather than later. If any-
thing, blockchain will present the Compliance domain with an oppor-
tunity to combine transaction monitoring analytics with big data and
meaningful data visualization. AML, pushed by blockchain, will move
into a space where multiple disciplines will come together . . . and
right up the sleeve of data analytics.

Risk-Based Granularity and Statistical Relevance

For statistical analysis in general it applies that the more data, the
better. This is particularly true when the data is structured. Financial
institutions, even those of smaller size, produce high volumes of data,
especially around their core commodity services and products. How-
ever, data density is not always equally spread. Large financial insti-
tutions stretch their arms widely and may also provide products and
services tailored to niche markets, servicing only small and selective
groups of customers. As a result, the statistical analysis may become
less meaningful and lack statistical relevance.

In addition, the shift from rule- to risk-based system has intro-
duced the notion of profiling: to determine if a transaction or a pat-
tern of transactions is unusual, one must make sure the customer is
compared against like customers. This can easily backfire; the more a
financial institution knows about the specifics of a customer, the more
it knows to what extent this customer can or cannot be meaningfully
compared with others. Customer segmentation is necessary to meet
the requirements of a risk-based approach, but a profiling that is too
granular will come at the cost of data volume, to the extent that statis-
tical relevance will become an issue.

A good example is trade-based money laundering, whereby price
levels or volumes of traded goods are deliberately overstated in the
contracts and not aligned with the underlying commercial reality,
if there is one: the trade can also be wholly made up. This requires
enough reference data that is comparable. In a trade of goods, a unit
price is affected by type of goods (of course), country, season, expiry
date, unit, and also trading contract terms. With all these parameters,
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it can hardly get enough data for reference. In one situation we studied
two-year trade transactions. The largest few groups of unit price (same
type of goods, same country, unit, etc.) had only 200 data points, not
satisfactory for a statistical analysis; most other groups had much fewer
data points. The move from a rule-based to a risk-based AML frame-
work can also be reconstrued as a move from a strict formal know-
your-customer to a genuinely know-the-business-of-your-customer.
On the one end of the (rule-based) spectrum, financial institutions
merely had to establish the veracity of a customer’s identity (or the
identity of their registered controlling persons) by way of a relatively
superficial check of the ID documents. Since its early days KYC and
ID verification as part of that has taken a flight of its own, which we
will not discuss in this book. At the other end of the spectrum there
is the notion that a financial institution, mainly through its account
managers, knows all financial ins and outs of a business or an indi-
vidual that they provide services for . . . and in case of any suspicion of
irregularities the account manager should contact the Compliance or
Security department. This turns every customer-facing employee into
a part-time AML enforcement officer. This is very much a human-
driven approach, effectuated through training, awareness, internal
policies, and codes of conduct. Theoretically, there could be a data-
driven approach if sufficient data would be gathered. This could be
done if AML were to include external data, e.g. on demographics and/
or if financial institutions in a country would share data. However, the
development to include external data for improved statistical accuracy
is not driven by financial institutions as long as the law and regulations
do not require them so. Other than in the field of fraud prevention,
in AML there is no direct incentive for financial institutions to further
increase the complexity of their AML operations beyond what at any
given point in time suffices to meet regulatory demand. Even if data
would be obtainable or become available, restraint may be required.
From a data-driven transaction monitoring software design and
delivery perspective, commercial software vendors have to serve the
interest of their commercial customers and optimize a system within
the (risk and cost) appetite of the financial institution. Ultimately the
financial institution, not the software or its vendor, is held responsible
for compliance with law and regulations. It is therefore the financial
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institution’s decision how and what to implement for the purpose of
detection of money laundering in transaction monitoring.

Summary

With a history of over three decades, AML has made a long journey
that has not yet come to an end. This journey has been one of learn-
ing and mutual education of the regulator and financial institutions
governed by the regulatory framework.

In the childhood years of AML, simple rules based on known
money laundering modus operandi associated with specific forms of
crime led to an extremely high and unworkable number of false posi-
tives and Compliance departments and FIUs alike were overburdened
and operating neither effectively nor efficiently.

The gradual shift to a risk-based system, which is still ongoing,
opened the doors widely for a data-driven approach, where computer-
driven analytics provide the answers to ever bigger data analysis and
meaningful transaction monitoring and customer risk assessment,
whilst at the same time reducing operational costs to an (already very
high) minimum.

Whilst human judgment, for the foreseeable future, will remain
to be an important factor, financial institutions and software vendors
alike are introducing advanced technology in an increasing number
of steps on the journey from transaction monitoring and regulatory
reporting. Automated computing is not only introduced more widely
across this chain, but also embedded more deeply than before.

Models, and how these are trained, are becoming ever more
sophisticated, enabled by a parallel growth of computing power (at a
relative low-cost increase or even decrease) and the ability to process
higher volumes of data (we're talking billions of transactions these
days) at higher levels of sophistication.

Financial institutions seek to meet ever more stringent regula-
tory requirements and avoid the huge regulatory fines and maintain
acceptable levels of operational costs and resource demand. And they
do so by investing in AML transaction monitoring and case manage-
ment software that allows them to go bigger, better, faster . . . and still
enable them to explain to the regulator that (and, equally important,
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how) they are doing a proper job as gatekeeper, protecting the financial
system from (at least the most blatant) abuses by money launderers.

With the emergence of artificial intelligence and (deep) machine
learning and with the introduction of cryptocurrency and blockchain,
a new era is beginning for AML Compliance. Rather than invoking
a paradigm shift in how we monitor transactions and risk-assess our
customers, these developments, from a software manufacturing and
implementation perspective, may well be a matter of scaling and
absorbing the latest and greatest from the field of data management
and analytics.
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