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Overview

SAS 9.2 Enterprise Business Intelligence Package

The SAS 9.2 Enterprise Business Intelligence Audit andPerformance Measurement instrumentation
package is a collection of utilities provided by SAS that customers may download, install and
configure for their organization s. The packageallow s a SAS 9.2Enterprise Bl site to monitor the state
of the SAS 9 BI architecture, implement audit authentication reports for regulatory compliance, and
report on the performance and usability of the SAS 9 Bl analytic server environment.

The package allows a siteadministrator to customize the reporting environment to create and deploy
a framework that may be used to meet operation al business requirements for real-time status
reporting . Additionally, Information Technology (IT) and business unit organizations may use the
reports to track utilization metrics for analytic services, user usage of the environment as well as
analyze SAS procedure, SAS stored process and SAS data library access.

SAS 9 Enterprise Business Intelligence

The SAS 9 Enterprise Bl framework is depicted in Diagram 1. The key elements of the framework
include:

1 Multiple integrated tiers, including:
0 The SAS server tier, which is comprised of various analytic severs
0 The SAS Web tier, which includes SAS Web-based applications to present SAS
analytics
0 The SAS client tier, which includes a diverse and robust set of desktop clients and
Web browser applications that exploit the services of the SAS server and Web tiers
I The SAS Metadata Sever, which is the hub of the deployment architecture. This server
provides:
o0 Mapping for logical and physical computing services
0 Mapping of logical and physical SAS libraries and data sets
0 User ID authentication and authorization controls
0 Web tier and client tier context information for user -customized presentation services
1 A distributed heterogeneous computing framework, including:
0 Servertier analytic applications, which can be deployed across multiple physical or
logical servers environments as well as different processor architectures
0 Web-tier applications, which can be deployed within multiple industry -standard
Web application servers
o Client-tier applications, which can be hosted in a diverse collection of hardware and
software environments

The distribu ted environment allows a site to optimize the SAS deployment for site specific computing
infrastructure. This flexibility also compels a requirement for an administrator to have a thorough
understanding of the usage behavior and patterns of the Bl architecture. The audit and usage
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reporting package facilitates the ability of a site to understand and gain insight into the operational
usage of the Enterprise Bl architecture.
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Diagram 1: Deployment diagram for SAS 9 Enterprise Bl Server

Installation Overview

document) is distributed in a compressed archive format appropriate for UNIX , Windows or z/OS
environment s. The organization of the package includes the cugomization scripts, batch files and
SAS programs, integration documentation and operational instructions. Refer to the specific

operating system instructions for additional details on deployment. The follow -on sections,
customization and operational admini stration describe requirements to complete the deployment and
implementation phases of the package. Finally, an appendix provides additional details related to
references and internal architecture of the package.

UNIX Installation Instructions

Thepackd 1 wi OUw4- (7wl OYPUOOOI OUU wh GaskixghidpmB a1 Ewb OwEw? 38 0
and contains all the necessary components to deploy into a UNIX environment. The directory
organization for the UNIX package includes the following directories:

./ebiapm92/ArchivelLog
Jebiapm92/AuditLogs
Jebiapm92/BatchServer
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./ebiapm92/Config
.Jebiapm92/ConnectServer
Jebiapm92/Data
Jebiapm92/GridServer
Jebiapm92/Html
Jebiapm92/MetadataServer
./ebiapm92/Misc
Jebiapm92/OLAPServer
Jebiapm92/PooledWorkspaceSer ver
Jebiapm92/SASEnvironment
Jebiapm92/SASWebReportStudio
./ebiapm92/StoredProcessServer
.Jebiapm92/Utilities
Jebiapm92/WorkspaceServer
Jebiapm92/runSASReportsLog

SAS recommends installing the package into the /opt/SAS/ebiapm92 directory, using the SAS
installation User ID. It may be necessary to create the /opt/SAS/ebiapm92 directory using the root
account, and setting appropriate ownership and write permissions to the ebiapm92 directory for the
SAS installation User ID. The following comm ands may be used toextract the compressed .tar
package.

If the site has a previous version of the audit and performance package, review the Updating an
Existing Audit and Performance Measurement Package step, before proceeding with the installation.

4UDPOT wUTUsendUOOU> w
cd /opt; mkdir SAS;

40DO0T wUT 1 w? Vs @WIEOOEUDOOwW

cd /opt/ SAS/

tar ¢+ xvf <path>/sas.unix.ebiapm92.tar

Audit and Performance Measurement Package Installation Updates

This package may also include special SAS provided programs, utilities or fixes that enable unique
features within the SAS framework. Refer to the appendix for a list of additional software that may
need to be installed to complete the installation process.

Configuration Overview

Configuration of the package is be broadly defined into three unique phases or stages. Each operating
system configuration will have slightly unique configuration requirements, where details for each
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operating system are described in the following sections. The three main phases of configuration
include:

1. Configuration of the audit and reporting package environment settings
2. Configuration of the SAS 9.2 Enterprise Bl environment to enable the package features
3. Customization of the reporting framework to emit reports, collect and archive logs

Administrators may optionally elect to modify the default reports, archive strategy and related
processing for local site installation requirements. SAS recommends that this customization be
enabled after initial installation, configuration and validation of the package using the supplied
configuration recommendations. This will ensure the supplied package capabilities are operating
properly and allow a site to retain a b ase level of capability as a functional foundation.

NOTE: SAS recommends that all configuration files and the SAS Metadata repository be backed up
and archived before proceeding with the configuration of the Enterprise Bl environment. Refer to the
SAS 9.2 Intelligence Platform: System Administration Guide for additional details.

Configuration Details

Configuring the Audit and Reporting Environment Settings

The package requires property files with environment variables settings that allow the package to
execute within the SAS Enterprise Bl installation. The property files are automatically generated as
part of the auto-configuration process. The auto-configuration process includes the following steps:

1. Updating the setEnvLogs sample program
2. Executing the runCfg sample program
3. Enabling the Customized Property Files into the SAS BI environment

The auto-configuration process, added in February 2011, replacesthe manual configuration
processing with earlier versions of this package. Administrators will still need to manually deploy
the customized property files into the environment and restart the affected servers.

Step 1: Updating the "setEnvLogs.cfg.sh” Sample Program

The setEnvLogs.cfg sample script is the primary user configured property file. This file contains
property settings that define the local SAS environment, which are subsequently used to update the
various configuration files required to enable the package.


http://support.sas.com/documentation/cdl/en/bisag/60945/PDF/default/bisag.pdf
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Edit the properties as described in the setEnvLogs.cfgsh file. Sites may want to use the SAS
xUOGET EUUT w?/ 1. "w/ 6%$-".#%$2wl0OwUl DwEOwWI OEOVEI EwxEUUPOUE"L

proc pwencode in= 'ebiapm92' ; run;

Step 2: Executing the "runCfg.sh” Sample Program

The runCfg sample script uses the property values specified in setEnvLogs.cfg file to build the
required configuration files. The processing in the runCfg program includes:

1 Creating the Audit and PerfLogs configuration directo ries in the SAS configuration directory
1 Creating the EBIAPM92 setEnvLogs property files used by the package
1 Creating customized Audit and Performance configuration files for SAS servers

Execute the runCfg.sh script and verify the script runs successfully by verifying the following:

1 Review the ./ebiapm92/ru nSASReportsLog/apmConfigAuto .sas.log for errors
1 Review the ./ebiapm92 directory and confirm the directory is populated with the following
files:
0 setEnvLogs.sas
0 setEnvLogs.sh
0 sasv9.cfg
1 Review the ./ebiapm92/Config directory and confirm the directory is populated with
configuration files generated at the time of the runCfg program

Step 3: Enabling the Customized Property Files into the SAS Bl environment

The runCfg script creates the required property and configuration files. However, the package does
NOT deploy the files automatically into the SAS BI environment. These tasks must be performed by
the system administrator. To enable the Audit and Performance features, the affected SAS BI servers
will need to be stopped and restarted after the configuration files are deployed.

The customized SAS BI environment files are stored in the ./ebiapm92/Config directory. There are
two files per supported Bl Server, and associated operating system specific files. Tre deployment
process for each of the servers includes:

1 Review the customized server configuration files (eg. <servername>.logconfig.apm.xml) to
ensure the path to the AuditLogs or PerfLogs directories are correct.

1 Copy the customized server configuration file to the associated Bl Server

1 Restart the affected server and verify the audit or performance logs are emitted properly
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NOTE : SAS recommends making backup copies of the original configuration files before
modification. Administrators may alternately ¢ onsider backing up the entire <sasConfigDir> as an
additional best practice.

NOTE for MULT -MACHINE environments : If the Bl Server is part of a multi-machine deployment,
the configuration files will need to be copied to the remote node. Verify that the pat h to the server
configuration files is correct for the remote node as well as the path to the AuditLogs or PerfLogs
directories.

Deploying the custom appserver_autoexec_usermods.sas program

Review the custom appserver_autoexec_usermods.sasprogram to ensure the %logarmsetup; SAS
macro statement was added to the end of the file. The %bgarmsetup SAS macro enables theARM
performance log options for the Bl servers.

1 Copy the ./Config/appserver_autoexec_usermods.sago the location specified in the
comments within the custom appserver_autoexec_usermod.sas file

Deploying the custom SASEnvironment/SASMacro programs

The package includes three SAS macro programs which should be copied into the ssasConfigDir >
location. For example, assuming the package is instdled into /opt/SAS/ebiapm92 issue the following
command:

cd /opt/SAS/ebiapm92/SASEnvironment/SASMacro

cp logarmsetup.sas <sasConfigDir> /<Lev1>/<SASApp>/SASEnvironment/SASMacro
cp stparmstart.sas <sasConfigDir> /<Lev1>/<SASApp>/SASEnvironment/SASMacro
cp stparmstop.sa s <sasConfigDir> /<Lev1>/<SASApp>/SASEnvironment/SASMacro

NOTE: <Levl >/ <SASApp> is the default name for the application directory

during a SAS deployment and configuration, your site installation may have a
selected a different value during dep loyment. Substitute the appropriate
value for < Levl >/ <SASApp> as required.

Deploying setEnvLogs.js Java Script

1 Copy the ./ebiapm92/Config/setEnvLogs.js generated files into the /ebiapm92/Html
directory.

Deploying the MetadataServer customized property files

The MetadataServer support includes two generated files in the ./ebiapm92/Config directory,
MetadataServer.logconfig.apm.xml and MetadataServer.sasv9.cfg Copy these files to the site
<sasConfigDir >/Levl/SASMeta/MetadataServer directory.

10
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 Renamethl w, | UEEEUE21 UYI1 U8 O Olbgeddfig.apmixdIE>udd 3 00wl Oo6 ww?
Rename the MetadataServerServersasv9.cfg U O sasu@.2fgp w
1 Restart the Metadata Server and validate that the AuditLogs directory is populated with two

files Access_*.log and Audit_*.log files

=

Deploying the OLAPServer customized property files

The OLAPServer support includes two generated files in the ./ebiapm92/Config directory,
OLAPServer .logconfig.apm.xml and OLAPServer .sasv9.cfg Copy these files to the site
<sasConfigDir >/Levl/SASApp/OLAPServer directory.

9 11 0EOT wOT 1T w. + /21 0YI Ud Ggronkgpni.dnl B x O8 ROOwWwU Oo6 ww?

! Rename the OLAPServersasv9.cfg U O éasm@.2fgp w

1 Restart the OLAPServer and verify that PerfLogs directory is populated with an
arm4_OLAPServer*.log file.

Deploying the BatchServer customized property files

The BatchServer support includes two generated files in the ./ebiapm92/Config directory,
BatchServer.logconfig.apm.xml and BatchServer.sasv9.cfg Copy these files to the site
<sasConfigDir >/Levl/SASApp/BatchServer directory.

T 11 OEOI wOI 1T w! EVET 21 UYI Uldgeodfigpim@mi2iud Ex O ROOwU OO0 ww?

f Rename the BatchServeisasv9.cfg U O éasm@.2fge w

Deploying the ConnectServer customized property files

The ConnectServer support includes two generated files in the ./ebiapm92/Config directory,
ConnectServer.logconfig.apm.xml and ConnectServer.sasv9.cfg Copy these files to the site
<sasConfigDir >/Lev1l/SASApp/ConnectServer directory.

! Rename the ConnectSe¥ 1 U§ OO1T EOOI b lldgdenfi@ap®. oD w WO o ww?
1 Rename the ConnectServersasv9.cfg U O Gasv@.efge w

Deploying the GridServer customized property files

The GridServer support includes two generated files in the ./ebiapm92/Config directory,
GridServer .logconfig.apm. batch.xml and. GridServer .logconfig.apm. connect.xml Copy these files
to the site <sasConfigDir >/Lev1l/SASApp/GridServer directory.

11
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9 11 OEOI wUOT 1 w&UDPEU21 UYI U8 O ddgdertdigddpm. ibdtda. xndd EEUET 6 ROOwWUO
f Rename the GridServer.6 OO1 EOOI B1 6 E x O 8légtobfi§.api (onRedt@mi® Mo ww ?

Modify the <sasConfigDir>/Lev1/SASApp/GridServersas/grid script

The GridServer may initiate grid sessions in one of two modes, either DMR mode or BATCH mode.
These two modes require unique configuration settings to enable the performance reports and to
ensure the grid session logs are emitted properly. Therefore, changes to the sasgrid commandscript
are required. Make a backup copy of the sasgrid.cmd file before proceeding with the changes
described below. Modify the sasgrid script, after the lines that read:

if [ "${RUNMODE}" = "DMR" ]
then

(OUT U0wOT T wUT U0w?Hi »wli EOPOOOWUT UUDOT wi OUWUT T wi RBUUI ¢

if [ "${RUNMODE}" = "DMR" ]

then
if [ - s "$SASGRIDCMDPATH/logconfig.apm.connect.xml" ]
then
SASLOGCFGFILE=" logconfigloc \ "$SASGRIDCMDPATH/logconfig.apm.connect.xml \

export SASLOGCFGFILE
fi

Modify the script after the lines that read:

SASLOG=" LOG \ "${SASGRIDWORKDIR}/${SASGRIDB ATCHPGM}.log \ "
SASLST="- PRINT \ "${SASGRIDWORKDIR}Y${SASGRIDBATCHPGM}.Ist \ "

(OUT U0wWUT T w0l U0w?Pil 2wl EOPOOOwWUT UUDOT wi OUWOT T wi RPUUIT ¢
required environment variables:

SASLOG=" LOG \ "${SASGRIDWORKDIR}/${SASGRIDB ATCHPGM}.log \ "™
SASLST="- PRINT \ "${SASGRIDWORKDIR}Y${SASGRIDBATCHPGM}.Ist \ "
if [ - s "$SASGRIDCMDPATH/logconfig.apm.batch.xml" ]
then
SASLOGCFGFILE=" logconfigloc \ "$SASGRIDCMDPATH/logconfig.apm.batch.xml \
export SASLOGCFGFILE SASGRIDWORKDIR SASGRIDBATCHPGM
fi

Deploying the PooledWorkspaceServer customized property files

The PooledWorkspaceServer support includes two generated files in the ./ebiapm92/Config directory,
PooledWorkspaceServer .logconfig.apm.xml and PooledWorkspace .sasv9.cfg Copy thesefiles to the
site <sasConfigDir >/Lev1/SASApp/PooledWorkspaceServer directory.

12
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Ou
»
(@)

9 11 OEOI wUOT 1 w/ OOO01I E6 OUOUx EEIT 2 lldgcorfiglap@.anl € @OI BT 6 Ex O
! Rename the PooledWorkspaceServersasv9.cfg U O gasu@.2fge w

Deploying the StoredProcessServer customized property files

The StoredProcessServer support includes two generated files in the ./ebiapm92/Config directory,
StoredProcessServer.logconfig.apm.xml and StoredProcessServersasv9.cfg Copy these files to the
site <sasConfigDir >/Levl/SASApp/StoredProcessServer directory.

ROOwW

OQu

T 11 OGEOT wOi il w2000l E/ UOET UU2 i lagdohfigdpd &l B O BT 6 E x O
1 Rename the StoredProcessServesasv9.cfg U O Gasm@.2fgp w

Deploying the WorkspaceServer customized property files

The WorkspaceServer support includes two generated files in the ./ebiapm92/Config directory,
Workspace Server.logconfig.apm.xml and WorkspaceServer.sasv9.cfg Copy these files to the site
<sasConfigDir >/Levl/SASApp/WorkspaceServer directory.

1 Rename the WorkspaceServer.logconfig.apm.xml to: ?logconfig.apm.xml 2 w
1 Rename the WorkspaceServersasv9.cfg U O gasv@.2fge w

Update the BatchServer Properties in SAS Management Console

Using the SAS Management Console, navigate to the Server Manager Plugins hierarchy, select the

?SASApp + SAS DATA Step BatchServers O wkBBABEOOw? / UOx 1 UUDPI U» wEOGEwWOEYDIT E
UEEOwUI Ol EUw? EYEOEI Ew. xUPOOU~>8wll xOEEI wOIT 1T wEl I EUOU W+
?2fs88s08sErs'6s,8sUB001 »wbbUT WEOQwW?+ 2 OWUOET UUEOUIT 8 wnOL
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f=] 5AS Management Console - testdad-sasinad =] ]
Fle Edt WView Actions Tooks Help
EEIET IR
Plug-ins | Folders | | Connections |
- I T 7 Tl
Repesitory: | [ Foundation SASMain - SAS DATA Step Batch Server Propertie x|
|7l 5AS Management Cansole Gerersl Options | Notes | Extended Attributes | Authorization |
5[] Enviranment Management
EB Authorization Manager
3 Daka Library Manager Assaristed Machine:  [testhid.uns.sss.com [

% Foundation Services Manager
T3 Metadata Manager
Publishing Framewark

(@ Schedule Manager
- B Server Manager
5.6 SAsMain

4l SasMain -
4l sASMain -
il SASMaln -

Logical Workspace Server

Logical Stored Process Server

Logical OLAP Server

Logical 545 COMNECT Server

Lagical SAS DATA Step Batch Sery
A St T

: Tl SASMain -
ShGHsir -

| g

il SASMaln -
Gl SASMain -
[#)-65 Sastieta

G SASAPM

7l SASTS - Logical Table Server
3 SA5Main - Spawner

Logical Pooled Workspace Server
Logical 545 Java Batch Server

SASMaIn - Connect Spawnst
SASMaIn - SAS SHARE Server
Operating System Services

- [E 5A5 Content Server

-~ [ 5A5 In-Process Services
Teradata - EDM Server

- [ Table Server Manager

User Manager

o} Manitoring

-E5 application Monitor

[ 543 OLAP Server Monitor
[ Mainkenance

SubType: IUNIX

Command Line! |fdataf921cunfigd\rILev1ﬂSASMa\nfBatchServerfsasbatch.sh

Logs Directary: |!datajaziconfigdir/Lev1(SASMain/BatchServer /Logs

Advanced Options, ., I

Advanced Options
Ralling Log Options: [l
Ok I

X

Cancel | e |

Co |

Cancel Help

SAS Management Console,

|a sasinad as Unrestricted |E‘= testdad.unx, sas.com ; 8561

DATA S tep BatchServer Advanced Options Dialog

Update the StoredProcessServer Properties in SAS Management Console

Using the SAS Management Console, with the SAS administrator User ID, navigate to the Stored

Process Server, Server Properties, Request dialog. For example:

Select:Server Manag er -> SASApp >SASApp
Right-Click, select: Pro perties

Logical StoredProcess Server

-> Options -> Set Server Properties

Within the dialog box, set the initialization and termination programs to be

SASEnvironment/SASMacro/stparmstart.sas

respectively.

14
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k=, SAS Management Console - testdad_sasinad

SASMain - Logical Stored Process Server Properties
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SAS Management Conso le: Enabling the stparmstart.sas and stparmstop.sas macros

Restart the SAS ObjectSpawner to enable the package updates

The SAS ObjectSpawner should be restarted after completing the previous updates and changes to
enable the package. Restarting the ObjetSpawner will re -cycle the various SAS Analytic Server and
the performance logs will be emitted for each of the customized servers.

Step 4: Configuring Environment Settings for Multiple Machine Deployments

The default installation and configuration instr uctions describe how to enable audit and reporting for
an environment where the SAS Server Tier resides on a single machine. Sites that have multiple
machine deployments should refer to section Configuri ng Environment Settings for Multiple
Machine Deployments, in the appendix, for information and instructions to enable audit and
performance reporting for these environments.

Step 4a: Create PerfLogs Directories for Multi-Machine Deployments

15
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The directori es for the performance logs were created on the local node during the runCFG script. For

multi -machine deployments navigate to the <sasConfigDir> /SASApp server directory and create a

Ol PWEPUI ECOUAWOEOI Ew?d8 ¥/ 1 Ul +01 U»28w wEPUI EUOUawWUT OUOE L
performance logs enabled, for example, a typical server deployment may have the following

directory organization:

$ pwd
/data/92/configdir/Levl/SASApp

$ Is-1l */PerfLogs | grep PerfLogs
BatchServer/PerfLogs:
ConnectServer/PerfLogs:
GridServer/PerfLogs:
OLAPServer/PerfLogs:
PooledWorkspaceServer/PerfLogs:
StoredProcessServer/PerfLogs:

WorkspaceServer/PerfLogs:

Step 4b: Create AuditLogs Directories for Multi-Machine Deployments

If applicable, the directory for the Metadata Server audit logs was created on the local node during
the runCFG script. For multi -machine deployments navigate to the <sasConfigDir>/SASMeta
directoUa wEOEWEUI EUI wEwOlI PwEDPUI ECOUAWOED]I Ew?dy, 1 UEEEUE21

Step 5: Customization of the Server and Web Tier Reports

The package includes support to monitor the state of the SAS Server and Web Tie as well as the

ability to present the status repoU U U wUOT UOQUT T wE Qw? T UUx 2 wilsihdSAS Boued U WE U WE w? |
and SAS BI Dashboard Web applications. The following section describes how to enable and

customize the server and web tier status reports.

Customization is accomplished through a series of deployment steps and updates to include:

1. Registering SAS Metadata Server to Enable Dynamic Reports

2. Customizing Status Reports SAS LIBNAME and SAS Web Application
3. Customizing the Environment to Generate Dynamic HTML Reports

4. Creating a SAS Portal Dashboardfor Server and Web Tier Reports

Registering SAS Metadata Server to Enable Dynamic Reports

16
































































































