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ABSTRACT 
It was an idyllic summer afternoon at the SAS® Netherlands Technical Support call center. The pervasive hum and 
buzz of problem-solving activity was punctuated by the shrill cries of woodland birds drifting in through the open 
windows. Then, a dormant screen sprang to life, and panicky error messages and warnings started scrolling by! A 
distant siren wailed. Support staff gathered swiftly around the screen. It was the MIS server tweeting messages of 
impending doom! A SAS® Portal guru sat down at a console, logged on to the server, diagnosed, and fixed the 
problem. Not five minutes later, the screen went black again and relative serenity returned. The Managing Director 
had not even noticed the portal’s hiccups. This paper shows how to use Twitter to let your mission-critical SAS 
systems tweet their warnings and errors straight to your local support team for immediate follow up, and thus helps to 
minimize downtime! 

INTRODUCTION 
System administrators typically have a variety of tools at their disposal to monitor the health of the systems and 
applications which they are support and maintain for their business users. Some of these monitoring solutions involve 
physically inspecting a reporting and diagnostics console application. Others are centered around a mechanism that 
sends diagnostic e-mail messages to the administrators. SAS Platform administrators in particular have access to the 
SAS 9.2 Enterprise Business Intelligence Audit and Performance Measurement (EBIAPM) utilities package, which 
monitors a number of aspects of a SAS Business Analytics server environment that are critical to the health of the 
system: is the SAS OLAP Server running? Is the Portal up? Is SAS Web Report Studio working? 

Whatever the monitoring tool being used however, the bottom-line is always that an administrator first needs to notice 
that something is out of kilter. They will then begin to investigate what's going on, and attempt to fix things. While this 
will work in some cases, a full-fledged SAS Business Analytics environment can be a complex thing, and 
troubleshooting will take time, perhaps to eventually lead to the conclusion that SAS Technical Support needs to be 
involved. Valuable time is lost, the problem may become aggravated, and a business critical system goes from being 
merely unstable to being truly unavailable. 

In this paper we present a mechanism to dramatically shorten the time between a problem occurring — or merely 
threatening to occur! — and your local Support team being on the case and potentially resolving the situation before it 
becomes a real issue, and hence reduce or avoid downtime. The idea is in essence a simple one: a server in the 
SAS environment (hereafter: the Server) tweets real-time diagnostic information to a specific Twitter account. The 
Support team receive these tweets on a dedicated screen and take action as needed! The main advantage of 
tweeting rather than sending diagnostic e-mails to the Support center is that the tweets are instantly visible whereas 
e-mails will sit in the incoming queue amidst a zillion other messages until they are read and processed by the 
operational dispatcher. Ideally, the two mechanisms complement one another. Bursts of tweets appearing on a 
monitor will attract Support staff attention, while an accompanying e-mail may contain more detail about the 
situation… 

The first chapter of this paper explains what needs to be done on the Twitter side: setting up Twitter accounts for the 
Server and the Support center; ensuring that only the Support center is able to read the Server’s tweets; an 
introduction to OAuth, the authentication mechanism used by Twitter, and the various OAuth implementations 
available on the web. In the following chapter we choose a specific OAuth for Twitter implementation using PHP, and 
explain how to set up the PHP environment and scripts. 

The next chapter explores three practical examples of Server-side SAS batch processes detecting certain worrisome 
events and tweeting about these: running out of disk space on the WORK volume; an important SAS server process 
going down; performance degradation by runaway user processes. We conclude the paper with some remarks about 
practicalities and suggestions for future development. 

Throughout this paper we assume that both Server and client machines are running some Windows OS. On other 
operating systems, the necessary utilities will need to be replaced by suitable alternatives. The SAS code was 
developed and tested in a SAS 9.2 Maintenance 3 environment. 
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data foo;  
  infile dirout truncover; 
  input line $60.; 
run; 
 
data _null_;  
  length from to positions bytes_free pct_full 8; 
  set foo end=last; 
  if last then do; 
    from=find(line,')')+2; 
    to=find(line,'bytes'); 
    positions=to-from; 
    bytes_free=input(compress(substr(line,from,positions),','),20.); 
    pct_full=round(100-bytes_free/"&max_bytes"*100); 
    call symput('pct_full',trim(left(put(pct_full,2.)))); 
    end; 
run; 
 
data _null_; 
  length 
    bytes 8 
    tweet_msg $ 140; 
  retain tweet_msg; 
  if _n_=1 then tweet_msg="$tweet = 'the WORK volume is "||"&pct_full" 
                          ||"% full - %sysfunc(datetime(),datetime19.)';";  
  infile tweettmp; 
  file tweetmod; 
  input; 
  if not (_infile_=:"$tweet") then put _infile_;  
  else put tweet_msg; 
  if &pct_full < &threshold_pct then call symput('tweetflag','0');  
  else call symput('tweetflag','1'); 
run; 
 
data _null_;  
  if &tweetflag=1 then call system('php'||" "||"&scripts_dir"||'\tweet.php'); 
run; 

A few comments about the code: 

 We will interact with the OS through a DOS command window. Setting the NOXWAIT option allows the SAS code 
to continue running instead of waiting for a human to close the command window. 

 Some global variables and assorted definitions: 
Max_bytes is the total storage capacity of the volume where the WORK library lives, expressed in bytes; 
Threshold_pct is the volume usage percentage above which we want to send a warning tweet; 
Scripts_dir is the directory where Joe Chung’s PHP scripts were saved; 
Dir_out points to a txt-file which will capture the output of a DIR command; 
Worklib is the directory path to the WORK library; 
Tweettmp points to the tweet_template.php script; 
Tweetmod points to the tweet.php script, which will be the modified copy of the template to be executed. 

 We extract the volume name from the WORK library path, and using CALL SYSTEM we run a dir command on it 
while piping the output thereof to the text-file dirout. 

 Read the output of the dir command and store as text strings in a temporary data set. 

 The last line of dir command output contains the number of free bytes on the volume, so we parse the last 
observation to pry the number (bytes_free) out of the text, and calculate the percentage full for the volume 
(pct_full). 

 Using pct_full we construct the actual tweet-message (tweet_msg), or rather the entire line in the 
tweet_template.php script that needs to be replaced to send a custom tweet. Note that we include a datetime 
stamp within the body of our tweet. We did this while developing and testing the code because Twitter imposes 
restrictions on tweeting the same message multiple times. We found it rather practical however since it shows the 
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data servers_down;  
  set apmdata.sas92_bi_health; 
  if server_status=0 then output; 
run; 
 
data _null_; 
  dsid=open("servers_down"); 
  nrobs=attrn(dsid,"nobs"); 
  rc=close(dsid); 
  if nrobs=0 then call symput('tweetflag','0');  
  else do; 
    infile tweettmp end=last; 
    file tweetmod; 
    input; 
    if not (_infile_=:"$tweet") then put _infile_; 
    else put "$tweet = 'One or more SAS Servers are down -  
                       %sysfunc(datetime(),datetime19.)';"; 
    if last then call symput('tweetflag','1'); 
    end; 
run; 
 
data _null_; 
  if &tweetflag=1 then call system('php'||" "||"&scripts_dir"||'\tweet.php');  
run; 

The structure of the code is similar to the previous example. Items that were already explained or commented upon 
will not be reiterated here: 

 Some global variables and assorted definitions: 
Ebiapm_home is the home directory of our EBIAPM installation; 
Xcmds points to a text-file which we’ll use to run a few X commands in one go; 
Apmdata points to the location where the EBIAPM runcheckserver.bat job writes its data sets; 

 The OS commands to run the EBIAPM runcheckserver.bat job are written to a text-file and subsequently executed 
by means of an X statement. Note that ordinarily the frequency of running this particular job should be kept as low 
as possible due to the potential impact on system performance. 

 We then inspect the output of the runcheckserver.bat process — the data set sas92_bi_health — and retain only 
those records where a server down condition was detected. 

 If any servers are found to be down we create a custom tweet.php from the tweet_template.php script by inserting 
an appropriate tweet message in the right place. 

 And run the script if necessary… 

An obvious improvement to the above would be to send more specific tweets based on the contents of the 
servers_down data set, explicitly mentioning in the tweet body which servers are impacted. For now, figure 21 shows 
the generic warning popping up in the Support center’s TweetDeck. 
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data pslist;  
  infile pslist firstobs=4; 
  input name $ pid pri thd phd priv @49 cpu_time time11. @65 elapsed_time time11.; 
run; 
 
data tsklist; 
  infile tsklist firstobs=4; 
  input name $ pid system $ session memory comma10. kilobyte $ status $ user $40.; 
run; 
 
proc sql;  
  create table processes as 
  select 
    tsklist.user, 
    pslist.elapsed_time 
  from 
    pslist, 
    tsklist 
  where 
    pslist.pid=tsklist.pid 
  ; 
quit; 
 
data user_processes; 
  set processes; 
  if upcase(user) in ("NT AUTHORITY\SYSTEM","FOO\SASSRV") then delete;  
run; 
 
proc sort data=user_processes; 
  by descending elapsed_time;  
run; 
 
data _null_; 
  dsid=open("user_processes"); 
  nrobs=attrn(dsid,"nobs"); 
  rc=close(dsid); 
  if nrobs=0 then abort return;  
run; 
 
data _null_; 
  set user_processes(obs=1); 
  if elapsed_time<172800 then abort return;  
run; 
 
data _null_; 
  infile tweettmp end=last; 
  file tweetmod; 
  input; 
  if not (_infile_ =: "$tweet") then put _infile_; 
  else put "$tweet='One or more Workspace Server user processes is running longer  
                    than 2 days! - %sysfunc(datetime(),datetime19.) ';";  
run; 
 
data _null_; 
  call system('php'||" "||"&scripts_dir"||'\tweet.php'); 
run; 

Some additional notes: 

 Some global variables and assorted definitions: 
Pstools_home is the home directory of our PsTools installation; 

Social Media and NetworkingSAS Global Forum 2011

 
 



Xcmds 
Pslist p
Tsklist 

 In the x
redirect
sas.exe

 After ru
into a p
(PID), w
availab

 We the

 And filte

 Then so
observa

 If the re
session

 If the lo
also ba

 We onl
days. W

Figure 22 s

 

CONCLU
We have s
environme
adequately
However, i
mechanism
Twitter by u
can be don
A fun exerc

points to a tex
points to a temp
points to a tem

xcmds.bat file w
t the output to t
e processes, an

unning these co
pair of data sets
whereas the tsk
le in the text-fil

en join the user 

er out anything

ort by descend
ation. 

esulting data se
n, preventing th

ongest running 
ail out. 

y get to this pa
We modify the t

shows the code

Figure 22

USION 
hown how to s
nt to tweet diag
y protected aga
n case someth

m should provid
using Joe Chu
ne through SAS
cise! 

xt-file which we
porary text-file 

mporary text-file

we first move to
the pslist.txt file
nd redirect the 

ommands in ba
s. The pslist da
klist data set w
les, it’s interest

name to the e

g that is not run

ding elapsed tim

et is empty we 
he rest of the co

user process h

art of the code i
tweet message

e-generated tw

. Another warn

set up a mecha
gnostic messag
ainst downtime 
hing goes awry
de some additio
ng’s PHP scrip
S code. To mak

’ll use to run a 
wherein we ca

e for capturing t

o our PsTools h
e. We also call
output to the t

atch with an X s
ata set will esse
will link PIDs to 
ting to see wha

lapsed process

nning under an 

me, so that the 

don’t need to d
ode being exec

has an elapsed

if there is at lea
e as in the prev

weet in the Sup

ing is tweeted 

nism allowing S
ges to a suppo
by solid failove

, it is always go
onal peace of m
pts, but it should
ke things intere

17 

few X comman
pture the outpu
the output of a 

home directory
 the tasklist co
asklist.txt file.

statement, we 
entially give us
users. For dida

at other proces

s time on PID.

individual user

longest runnin

do anything els
cuted. 

d time of less th

ast one user pr
vious examples

port center’s Tw

to the Support

SAS processes
ort center. Busin
er mechanisms
ood to involve t
mind for SAS P
d be interesting
esting, this wou

nds in one go;
ut of a PsList c
Tasklist comm

y, then call the 
ommand with op

proceed to rea
s the elapsed tim
actical purpose
ss-related inform

r account. 

ng user process

se and ABORT

han 2 days (ex

rocess with an 
s, and call PHP

weetDeck. 

t center’s Twee

s running in a S
ness critical sy
s at all levels: d
the experts as 

Platform admin
g to see wheth
uld require cod

command; 
mand. 

PsList tool for 
ptions for verbo

ad the newly ge
me for each sa

es we also read
mation is in the

s is represente

T RETURN kills

pressed here i

elapsed time o
P to send it. 

etDeck for follo

SAS Business 
ystems should o
database, hard
quickly as pos
istrators. We to

her the entire O
ing SHA1 encr

SAS processe
osity and filteri

enerated text fi
as.exe process
d the other field
ere. 

ed by the first 

s the current SA

n seconds) the

of more than tw

w-up. 

Analytics serv
of course be 

dware, applicat
ssible. The prop
ook a shortcut 

OAuth authentic
ryption in Base

s and 
ng for 

les 
 ID 

ds 

AS 

en we 

wo 

er 

ions. 
posed 
to 

cation 
e SAS. 

Social Media and NetworkingSAS Global Forum 2011

 
 



18 

RECOMMENDED READING 
• SAS 9.2 Enterprise Business Intelligence Audit and Performance Measurement for Windows Environments 

http://support.sas.com/rnd/emi/EbiApm92/sas92.ebiapm.win.pdf 
 

The installation and configuration guide for the EBIAPM package gives a good idea of the variety of SAS 
environment aspects that can be monitored by the utility. 

• The Twitter Developers Authentication page 
http://dev.twitter.com/pages/auth 
 

For those so inclined, we recommend having a look at the details of the OAuth authentication flow as explained 
on this site. 

• RFC 5849 – The OAuth 1.0 Protocol 
http://tools.ietf.org/html/rfc5849 
 

The complete RFC document describing version 1 of the OAuth protocol. This is hardcore. 
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