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ABSTRACT

SAS Enterprise GRC (governance, risk management, and compliance) is a SAS solution to help customers automate
the management of nonfinancial risks (for example, strategic risks, operational risks, reputational risks, and so on),
compliance, and internal audit processes. This paper depicts the scenario of a global bank with several branches in
different countries (U.S., China, Saudi Arabia, and Japan): HQ sets up a multilingual environment; clerks in local
offices input loss data in different languages; language-specific e-mail messages are sent in the approval process;
the loss data are collected and assembled in HQ and finally generated into different language reports.

INTRODUCTION
WHAT’S GRC?

GRC is an integrated, holistic approach to organization-wide governance, risk, and compliance, ensuring that an
organization acts ethically correct and in accordance with its risk appetite, internal policies and external regulations
through the alignment of strategy, processes, technology, and people, thereby improving efficiency and effectiveness.
This definition is translated into a frame of reference as below.
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Figure 1. Frame of Reference for GRC Research

Nonfinancial risk such as operational risk is an important aspect of GRC management.
WHAT IS GRC SOLUTION?

GRC solution is a type of application used to automate the management of governance, risk management, and
compliance data. There are many challenges for a GRC solution used in a distributed enterprise, including the
following:

e Clerks in different countries hope to see the product with their own languages.
e Clerks in Saudi Arabia hope to see layout of the product rendering from right to left.
e Clerks in different countries can use date, time, number, and currency formats with local conventions.

e Clerks in a branch are permitted only to manipulate data within their own region.
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e Internal control rules in different countries are also different. Clerks should be able to customize workflows to
fit various rules.

e Different branches have different business structures.

WHAT IS SAS ENTERPRISE GRC?

SAS Enterprise GRC is a user-friendly, Web-based GRC solution by SAS that automates the management of
governance, risk, and compliance data across the enterprise within a single integrated platform.

SAS Enterprise GRC facilitates the entry, collection, transfer, storage, tracking, and reporting of operational losses,
gains, recoveries, and key risk indicators (KRIs) that are drawn from multiple locations across an organization.

It can also be used to do the following:
e Conduct audits
e Manage policies
e Conduct risk and control assessments
e Test controls
e Investigate incidents
e Create and track issues and develop action plans

e Scenario analysis

Log Off admin | Preferences | Help «

SAS Enterprise GRC - Incidents B 6sas

Home QELI=GEMFIELEREGENE Risk Management | Scenarios | Control Testing | Audit Management | Policy Management | KRI
Issues and Action Plans | Business Structure | Financial Data | Administration = Reports

Financial Effects Direct Recoveries  Insurance Recoveries  Event Validation Workflow  Financial Effect Validation Workflow
Allocation Validation Workflow Recovery Validation Workflow  Cause Validation Workflow  Issue Thresholds

| »

= Filter by Operational Area Edit | Clear | Favorites~
Management Organization: (Mone Selected)
Geography: (Mone Selected)
Incidents 5] Create Incident...
R Is o
Event ID = Summary Description Event Type Aefiee? Event Description |
1 13284 iyl ada bl Loss/Profit Yes el ) (b L A8 e i (A B s Sl lea G e nd i
, 13283 RETETR Loss/Profit Yes HESE, BEO VYA -EREEAL T |TWE. FEaSs=
TETD
13247 Internal Fraud Loss/Profit Yes Employees used insider information on investment banking deal to
trade securities.

Figure 2. Screenshot of SAS Enterprise GRC

SAS Enterprise GRC is powerful and able to support multiple-language deployment and implementation for a
distributed enterprise very well. Let us see it from the following scenario.

A SCENARIO OF A GLOBAL BANK

iFinance, a global bank, owns branches in four countries, including the U.S., China, Saudi Arabia, Japan, and
headquarters in the U.S. iFinance uses SAS Enterprise GRC to manage loss incidents, including the process of
creation, investigation, validation, and reporting.
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iFinance has various business lines as Ffigure 3 shows.
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Figure 3. iFinance Corporate Business Line

In 2010, a rogue trader in the U.S branch uses insider information to make trades on securities. iFinance is fined
$200,000 by Securities and Exchange Commission accordingly. Similar incidents also occur in the China, Japan, and
Saudi Arabia branches. They are fined 200,000 Chinese Yuan, 200,000 Japanese yen, and 200,000 riyal
respectively.

Branch Loss Amount

u.s. 200,000 Dollars

China 200,000 Chinese Yuan
Japan 200,000 Japanese Yen
Saudi Arabia 200,000 Riyal

Let us see how iFinance makes use of SAS Enterprise GRC to manage those incidents.
INCIDENT MANAGEMENT PROCESS

This is a chart to show the management process of how incidents are tracked and reported.
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Figure 4. Incident Management Process

The incident management process is completed using the following five-phase steps in SAS Enterprise GRC:
1. Setup Environment

The administrator in headquarters is responsible for setting up a multilingual environment and preparing all data, such
as all types of workflows and thresholds in SAS Enterprise GRC.

2. Create Incident
Incident creators in each branch discover an event has occurred and create an incident.
3. Investigate Incident

Incident investigators in each branch accept the incident, investigate the incident, and provide details about the
following items:

« financial and nonfinancial effects
* recoveries

* allocations

* causes

* failed controls

One or more investigators can be involved in this stage to capture the required data. After all information has been
gathered by all parties, the incident is sent for validation.

4. Validate Incident

Incident validators in each branch review and validate the incident. One or more validators can be involved in this
stage. The validation process repeats until the responses have been verified at all workflow stages. After all required
validators have approved the incident details, the incident is fully validated.

5. View Report

The reports are generated and viewed by managers. Please note that clerks in the U.S., China, Japan, and Saudi
Arabia will create, investigate, and validate incidents respectively. Let us look at each step in detail.



SAS Global Forum 2011 Banking, Financial Services and Insurance

1) SETUP ENVIRONMENT

First of all, the administrator in headquarters sets up the environment and prepares all the data, including users to log
in, exchanges rates, and workflow. After all the data is ready, they can be viewed in Web pages.

1. Users

Here is the Web page to view users. Users with different roles are listed.

Users 3]
User D & £-mail Address Title
1 Deanna deanna@orionstar.com Deanna - Administration
1 Gloria glory®@arionstar.com Gloria - Allocation and Recovery Approval,Cause Ma
3 Lisi lisi@orionstar.com Lisi - Incident Investigation
4 Mike mike@orionstar.com Mike - Central Risk Management
5 Robert robert®orionstar.com Robert - Incident Management Validation
b Victor victor@orionstar.com Victor - Incident Creation

Figure 5. View Users

2. Exchange rates

As the base currency is the euro, exchange rates are provided to convert from US dollar to euro, from Chinese Yuan
to euro, from Japanese yen to euro and from riyal to euro. Their usage will be introduced later.

Exchange Rates 5]
Effective From v Exchange Rate To Currency From Currency

1 April 1, 2011 12:00:00 AM EDT 1.3816 EUR

1 April 1, 2011 12:00:00 AMEDT 9040 EUR

3 April1, 2011 12:00:00 AMEDT 5.1062 R

4 April1, 2011 12:00:00 AM EDT 112.8758 EUR

5 March 1, 2011 12:00:00 AM EST 1.3616 EUR

6 March 1, 2011 12:00:00 AM EST 9.0431 EUR

7 March 1, 2011 12:00:00 AM EST 112.8738 EUR

] March 1, 2011 12:00:00 AM EST 5.1062 EIJR/

Figure 6. View Exchange Rates

3.  Workflows

Workflow determines business processes. Business processes in different countries are different. Their usage will
also be introduced later.

EI Cancel|
= Operational Point {US)
Risk Event Type: (None Selected)
Management Organization: iFinance > Investment Banking > Securities
Geography: Americas > North America > United States
Product: (Nona Selected)
Process Type: (Nong Selected)
Validation Stages (1) Add Management Validation Stage... | Add Risk Validation Stage...
Stage Name Validation Stage [~ Source System Applies to Stage Type Minimum Threshold  Maximum Threshold Validators Order Delete
(1 Validation Stage for Securities Department 10060 Manitor Mear Misses, Gains, Losses  Management Validation Robert - Incident Management Validation T3 X

Figure 7. View Workflows
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2) CREATE INCIDENT
After the environment is ready, incident creators in each branch will enter loss incident in this Web page.

Incident creators specify the detail information of the incident, including a short description of the event, discovery
date, and estimated amount, in SAS Enterprise GRC.

SAS Enterprise GRC » Create Incident

Save and Submit for Investigation : | cance(J

¥ Expand All Sections

- y s g

= * Operational Point (US)

* Management Organization: [Finance > Investment Banking > Securities

* Geography: Americas > North America > United States

= * Details
Event Type: Loss/Profit »

[ Summary Description: internal Fraud ]

| Discovery Date: 12/3/2010 = (mmrddryyy) |
Start Date: 12/3/2010 (%) (mm/dd/yyyy)
End Date: 12/3/2010 [=) (mm/dd/yyyy)

l- Estimated Amount: 200000 USD ~ ]
Estimated Amount (EUR): 149,611.01

* Customer Complaint: “Yes © No
Steps Taken:

Attachments for Steps Taken: [ Add...]

Figure 8. Create Incident

1. Graphical user interface

When the American clerks login, they can view the English Web page @ . The Chinese 2, Japanese 3, and

Arabic (@) clerks can also view Web pages with their native languages. For the Arabic Web page, please note that

what has changed is more than the language. Layout of the whole webpage renders from right to left in accordance
with their convention.

Furthermore, clerks can also input data (8 in their native languages.
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SAS Enterprise GRC * Create Incident SAS Enterprise GRC « il ik 4§ = -+

save and Submit for lvestgation | Cance suaiaznsaz | me

¥ Expand Al Sections ¥ BRFANES
= * Operational Point (US) = e
IFinance > Banking > Securities ‘C WEMR: (28
* Geography: Americas > North America > United States CORMEOE: (F28)
= * Details = ' wEale
Event Type: Loss/Prokt - R (RER) v
* Summary Description: Internal Frand s -1-1 1
* Discovery Date: 121312010 13 (mm/ddryyyy) CRMAM: 2010126 3 (yyyy-mm-dd)
Start Date: 12/3/2010 1) (mm/ddryyy) FEN: 2010-12:6 3 (yyy-mm-dd)
End Date: 12/3/2010 = (mm/dd/yyyy) SwaMm: 2010-12-6 3 (yyyy-mm-dd)
 Estimated Amount: 200000 UsD - - it e EUR ~
Estimated Amount (EUR): 149,611.01 {412 (EUR):
* Customer Complaint: DYes ®No CEPR: =F T
Crane Takan: EmMSw:
Adtachmounts for, Steps Takwes (405, AXMSBOMS: [520..]

SAS Enterprise GRC+ 4 >~ <7 >~ + OF R s ¢l « SAS Enterprise GR(

[#aLcmacy7sop ][ sr>tn | |
¥ TRTEEm ¥

©) @ e
[E]H>.~= -— e - - -[E

S ARL=AFTNRAIK S Akt =

' BW (BREATUVEUA) (o s 5 ) The oD Rad
Y MW (RIREATUEUA) (s =352 il A *

= A Seien *
ARZhONM: |(FRR - - Bl 1S g
© ESB: 1 omhlad ey *

® (==

TRRE: 2010/12/06 [ (yyyy/mm/dd) (yyyy /mm /dd ) [z 201011276 PR
R#a: 2010/12/06 [3) (yyyy/mm/dd) (yyyy /mm /dd ) (@) 2010/12/6 A
#78: 2010/12/06 [3) lyyyy/mm/dd) (yyyy /mm 7dd ) 2010/12/6 S

- REY | EUR « +~ EUR 2k e
REY W (EUR): 1(EUR) i it

L RN B UL 1o O idead gt
i SRS a3 B Sl
HEOEN: [8:..] [ el ] haaad gaad ol

Figure 9. Four Various Languages
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2. Currency conversion

The estimated amount of loss incident can be specified in the local currency. It need be converted into the base
currency for reporting purposes. Exchange-rate data used for this conversion have been prepared in advance by the
administrator.

When a clerk in the U.S. branch enters a monetary value in dollars, the value is automatically converted to the
corresponding amount in the base currency (euro). When a clerk in the China branch enters a monetary value in CNY,
Chinese yuan, it is converted automatically.

Actually, losses can be entered in any currency. However, for reporting purposes, the amount must be reported in the
base currency. The euro is the base currency in this example. The base currency is specified and configured when
setting up the system.

2 * Details
Event Type: Loss/Profit v
* Summary Description: Internal Fraud
* Discovery Date: 12/3/2010 [ (mm/dd/yyyy)
Start Date: 12/3/2010 [z (mm/dd/yyyy)
End Date: 12/3/2010 (] (mm/dd/yyyy)
- Estimated Amount: 200000 usD ~
| Estimated Amount (EUR): 149,611.01 |
* Customer Complaint: CYes @ No
Steps Taken:

Attachments for Steps Taken: [ Add...]

Figure 10. Convert from U.S. Dollar to Euro
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= * Details
Event Type: Loss/Profit ¥
* Summary Description: Internal Fraud
* Discovery Date: 12/3/2010 [& (mm/dd/yyyy)
Start Date: 12/3/2010 [ (mm/dd/yyyy)
End Date: 12/3/2010 & (mm/dd/yyyy)
+ Estimated Amount: 200000 CNY ~
[ Estimated Amount (EUR): 22,116.31 ]
* Customer Complaint: CiYes @ No
Steps Taken:

Attachments for Steps Taken: [ Add...]

Figure 11. Convert from Chinese Yuan to Euro

3. Security mechanism

As we know, in a distributed company, the loss data in one branch are confidential even for other branches. This is to
say, clerks in the headquarters and branches can manipulate loss data only within their permission. Access control in
geography dimension can be leveraged to implement this.

This screenshot shows that clerks in the headquarters are permitted to view and manipulate the four incidents from
all branches. However, American clerks are permitted only to manipulate data in U.S. branch and Chinese clerks are
permitted to manipulate data only in the China branch. That is logical and necessary.

Actually, SAS Enterprise GRC offers three types of security to meet the complicated and flexible requirements in the
real world: authentication, identification, and authorization.

Log Off admin | Preferences | Help+

SAS Enterprise GRC - Incidents B $sas

Home QLTALENAIEGEREGENS Risk Management | Scenarios | Control Testing | Audit Management | Policy Management | KRI
Issues and Action Plans | Business Structure | Financial Data Administration | Reports

Financial Effects Direct Recoveries Insurance Recoveries Event Validation Workflow  Financial Effect Validation Workflow
Allocation Validation Workflow  Recovery Validation Workflow  Cause Validation Workflow  Issue Thresholds

= Filter by Operational Area Edit | Clear | Favorites~

Management Organization: (None Selected)

Geography: (Nane Selected)

Incidents 5] Create Incident...

Event ID Summary Description Event Type Is Active? Event Description
113363 |REHIE Loss/Profit Yes FIEERRIF
2/13284  |Jus=yiadaldl Loss/Profit Yes llall gl o L) 8 o Em 5 By s P glen e
31283 MEFERS Loss/Profit Yes HEBLR. BEO VT F—FFEEAL T THEl FHEEEzTHRTD
413247 .InternaL Fraud .Lossa‘Profit.Yes Employees used insider information on investment banking deal to trade securities.
7 rRows1todof4 | -

Figure 12. Access Control - Headquarters
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SAS Enterprise GRC « Incidents

ome [NISSEUTRUTIPRESEY fisk Manageewnt  bisuss and Aetion Plass  Bendewss Structure | Financlal Data
incidents | Financlal Effects  Direct Becoveries  insurance Recoveries

= Filter by Operational Ares Edit | Cloas | Favorites-

Management Organization: [foes Seected)
Caograghy: [Home Sefacted]

30 3] Croate lecideet. .,
[Event I Summary Description Eveni Type  Discovery Date Extimabed Amount  Currsncy Satin lesue Thewshold Exceeded haves  Input Clsbe Investigaion Creator
1 1780 ntemal Fravd oas/Profit  Mew 39, 2000 100,000.08,USD Fully vabdaiad L] 0 Mov 35,2000 Wendy - iIncident imvestigation Victer - Incident Creation
Rows 1 to 1 of 1

Figure 13. Access Control — U.S. Branch

SAS Enterprise GRC « #5& % {F

bR P Ll ARRE AENGaHE 805 MARE
HIEE | uAR® AmAE SROE

= EEAEHE LT L AR ¢ L8

WM (FAR)
MREE: (sam)

L LA ToEm LLE L) Emum aiten =6 wa BREHERE L] winm ann Ll

(T L [T 20181119 0000000 4P EEEEE & 0 20180129 Litd - Incident Investigation Thaciy - Inckdent Creatien

Figure 14. Access Control — China Branch

3) INVESTIGATE INCIDENT

After incident creation, an alert notification e-mail is automatically sent to an incident investigator to alert that an
incident is ready for investigation.

1. Alert notification e-mail

Clerks in the U.S. can receive English alert notification e-mail. Likewise, clerks in China can receive Chinese alert
notification e-mail.

Furthermore, the e-mail content is based on a template and is also customizable for different countries. So the clerk
can configure not only the language of the e-mail but also the content for various countries.

SAS Alert: Incident 13200 has been submitted for investigation by Zhaoliu -
Incident Creation
¥ guowei jiang@sas.com

Sent Thu 12/23/2010 4:17 PM
1® victor (Guowei) Jiang

Incident 13200, Internal Fraud, has been created and submitted for investigation
by Zhaoliu - Incident Creation.

This is a system-generated message. Do not reply to this e-mail.

Figure 15. English Alert Notification Mail

10
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sAS I2ME A E S 4 13200 2 “Zhaoliu - Incident Creation 1857 LL{E ST B &

® \Victor{Guowei) Jiang
010128 (@115
1® Victor {Guowel) Jang

HEFH 13200 (REFRTE) B8 “Zhaoliu - Incident Creation 8132404877, DL{E#TE
&,

RRRRE A ENOEZ BT HP -

Figure 16. Chinese Alert Notification Mail

2. Business line

The incident investigator investigates the whole event and inputs information such as a detailed event description,
actual loss amount, and root cause.

The incident investigator will enter the business line where the incident happens in this Web page. In the left graph, a
U.S. incident investigator selects the geographic area, and then the relevant five business lines in the U.S. branch are
shown. Similarly, in the right graph, the two business lines in the China branch are shown for a Chinese incident
investigator. It is reasonable to show business lines within the branch rather than showing all.

SAS Enterprise GRC « Operational Point SAS Enterprise GRC « #:{E &5

Geography: Americas > North America > United States

Dimension: *Business Line v | search... #: "UFE - | BR..
= [ internal Business Lines = !:l Sk
= O ifi = O iFinance
# [ Asset Management ® L gaaaes

# [J Business and Commercial ® [0 searus

#® [J Insurance
#® [ Investment Banking
# [J Retail Banking

Figure 17. Different Business Lines in U.S. and China

3. Date and number format

The graph above is an English Web page. Below is an Arabic one. They show different date formats. The date format
in the U.S. is month/day/year, while it is year/month/day in Saudi Arabia. Similarly, the number format is different as
well.

11
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= * Dates and Amounts
* Discovery Date:
Start Date:
End Date:
» Estimated Amount:

Estimated Amount (EUR):
Maximum Potential Amount:

Banking, Financial Services and Insurance

12/3/2010 [& (mm/dd/yyyy)
12/3/2010 (mm/dd Fyyyy)
12/3/2010 ra (mm/dd/yyyy)
200,000.00 usD «
149,611.01

EUR =~

Maximum Potential Amount (EUR): 0.00

Figure 18. Date and Number Format in U.S.

(yyyy fmm /dd ) 3 2010/12/7
(yyyy /mm 7dd ) 5 2010/12/7
{yyyy fmm fdd ) & 2010/12/7
» SAR R
YT

- EUR

Modiy il ™ =
sl o s
thlad s
sl s
Skl i) »
:(EUR) s g
) gl s 123
H(EUR) Jaiamad faall | ¥ sl

Figure 19. Date and Number Format in Saudi Arabia

4) VALIDATE INCIDENT

After investigation, an alert notification will be sent to an incident validator. Moreover, the notification will also appear
in the task list in the home page. This is the Web page to validate incident.

12
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SAS Enterprise GRC « Event * Internal Fraud

[=|Event « ‘ Validate | | Return from Validation | | Canc?l|

Effects ¥ Expand All Sections

Recoveries

Allocations [ Createi-—* \ |mﬁgaml‘-—a-l Validate I
Causes el

Failed Controls
= * Discovery Operational Point

* Management Organization: iFinance > Investment Banking > Securities
* Geography: Americas > Morth America » United States

= * Event Operational Point

* Risk Event Type: Internal Fraud > Theft and Fraud > Insider trading
* Management Organization: iFinance > Investment Banking > Securities
* Geography: Americas > North America » United States
* Product: Securities
Process Type: (Mone Selected)

Standard Risk Event Type:  Internal Fraud > Theft and Fraud

= * Descriptions

Event ID: 13247
* Security Clearance: \ Available to everyone iv
* Event Type: W
Overall Classification: None
* Incident Title: Insider Trading
Summary Description: Internal Fraud
* Event Description: Employees used insider information on investment

banking deal to trade securities.

Attachments for Event Description: [ Add...]
Has Legal Impact?: DiYes @ No

Figure 20. Validate Incident

The result of the investigation will be validated. If the result is not approved, it can be returned for re-investigation.

Validation is based on internal control rules. Different branches might have different internal control rules. The rules
define who should validate it and define the number of validation stages.

For example, in the China branch, an incident is validated by local clerks if the loss amount is less than 10,000.
Otherwise, it is validated by HQ. In the U.S. branch, an incident is validated only by local clerks no matter what the
amount is.

The difference of internal control rules is implemented via customizable workflow in SAS Enterprise GRC.

= Operational Point {China) Edit | Clear | Favorites~
Risk Event Type: [None Selected)
0N ganization: Finance > hvestment Banking > Securities
Prodect: {Hone Selected)
Process Type: [Nene Selected)
Current Validation Stages
Valdation Stages 2) Edit Valdation Stages...
{Stage Name YValideton Stage ) Source Systen Roplesto Stage Type Minimesn Threshold  Naximem Threshold Validstors
1 Valdation Stage for Securites Department <+10000 10080 Meritor Near Misses, Gains, Losses Management Validation 10,000.00 = - Incident Management Vaifation
(2 Vaidation Stage for Securites Department >1000 10084 Menitor Near Misses, Gais, Losses  Management Validation 10,0010 Robert - ncident Management Validation

Figure 21. Workflow in China
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£ Operational Piet 5] it | Clear | Favorites-
Risk Evert Type: [Morw: Sekected)
Wanagement Organtzation: iFinance » Imvestment Barking » Sequrities
[ Geography: Anerias > North America > Uned St |
Product: [Mone Geisctad)
Process Type: (Mone Selscted)
Current Vafidation Stages
Vet Sgs ) Sheaie
Gnge Heme Valdation Stage |0 Source System Applies to Stage Type Minimemn Threshold ~ Wacimum Thresheld Validators
1 Validation Stags for Securities Dapartmant 10060 Monitor Nz Misses, Gaing, Liszes Managamant Vabijztion Robert - Incident Managemant Validation

Figure 22. Workflow in the U.S.

5) VIEW REPORT

Clerks in the U.S, China, Japan, and Saudi Arabia have finished their workflows. The reports, including data in all

branches, can be generated at this time.

In the left graph, various languages are displayed in one report. That is useful when different branches use different

languages to enter data.

In the right graph, the title and column title are Chinese whereas they are English in the left graph. That means the
language of the title and column title can also be changed and would be useful if the headquarters is located in
another country and managers want to view report in their native language.

Financial Effects for
iFinance > Investment Banking > Securities
and

EffectID
11540
11600
11640
11642

Booked Loss/Gain Amount
149,611.01

2211831

125349

39,168.07

212,148.88

Financial Effects Matrix

Management Organization
iFinance > Investment Banking > Securities
Count  Sum Min Max Mean  Std Dev
Risk Event Type

4 21214888 125349 14961101 53,037.22 66223.13

EUR RIS EE

iFinance > IBRIRT > iH

;

[8‘ 1

w2 KB/ GBS ]

T80 s!c ’.n.
11600 [SEC BIM
11640  SECORR

11643 (lp a2 % ol

129.011.01
22.116. 3

1,253.49
39.168.07
212, 148. 88

MEERIEE

L3 2:E
iFinance > RN > iEHF
it 2a =M sANR

REFfRy

4 212.148.88 1,253 49 149,611.01 53.037.22 66,223.13

Values are Total Loss Amount in EUR

ERRUTHED I LIREEM: ER

Figure 23. Multilingual Support in Report

The amount is reported in the base currency (the euro). As mentioned above, exchange rates are used to convert
from four currencies to the euro. Then the loss amounts from four branches are collected and aggregated.

14
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Branch Loss Amount Loss Amount (Euro)
U.S. 200,000 Dollars 149,611.01

China 200,000 Chinese Yuan 22,116.31

Japan 200,000 Japanese Yen 1,253.49

Saudi Arabia 200,000 Riyal 39,168.07

Total 212,148.88

Managers in headquarters are able to view the report, including data from all over the Enterprise. Moreover,
managers in each branch are also able to view the report, including data in their own branch. The report at the top left
corner is for the U.S branch. Only data within the U.S. branch appear. The reports for China, Japan, and Saudi
Arabia branches are also listed.

EffectiD Title wmwmmm] EH 10 KR KERL/EEIER

11540  SEC fne 14961101 11600 ISEC T 22.118.31
= 149,611 01 22.118. 31
/ - - J ‘ { ]
N 3 (S AT
= Financial Effects Matrix | { e e et Mﬁ@ﬁ il {
- et AT St St o AN
e —
Geography 3L FEE
ifinance > Investment Banking > Securities iFinance > Investment Banking > Securities
CoSat| 5 Shen 0 |) e | B | eas | S Doy HE SR sME BAM B R
Risk Event Type RS 2w
. 1 149.611.01 14581101 14561101 149811 01 1 22.116. 31122, 116. 31 122, 116, 31 |22, 116. 31
. 8 - . -k, . -h, .

2R ID AL /IS G T SRl & it e S
11640 SECO¥& 125349 39,168.07 | i A At o' Ll | 11643
(v} 125348 39.168.07

PR e @R, ..
w\/\“ﬂ!v‘?hu‘y@@';—/' \\/’\ ‘ S N bw‘ﬁw;aw 1 ) " ! ¢
— Se— e A

BT A Y Gyl
iFinance > Investment Banking > Securities iF > B > Securities
A S B BRKX T RERE it o i o Eas
YRDA <O ) i £
1 1,253 .49 125349 125349 125349 39,168.07 39,168.07 39,168.07 39,168.07 1 .

Figure 24. Reports for Different Branches

Above is the scenario to process the incident. It shows the power of SAS Enterprise GRC to manage incidents in a
distributed enterprise. Moreover, there are many good supports in other processes. For example, questionnaire-
based assessment can be performed to collect information about risks within the organization. The questionnaire is
made and sent to assessors. Assessors in different countries are able to view questions and choices in their native
languages. If clerks use a language without relevant translation prepared, the default language specified by the
administrator will be used.
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Figure 25. Chinese Questionnaire

{(Group-1) Risk Assessment Group
This question group captures the [etthood and impact assessment of rigks.

1 (@1.1) Provide your assessment of likelood for the above risk. [Hlg)

[ % 10 15% I 15% 1o 50% | % 10 85% | 5% to 100%
] | o i

Justification:

2. {[1.2) Provide your assessment of Enpact for the above risk, [Help]

Lastthan 250k | Datwesn  250kt0  Am | Betwesn  Imio  Gm | Above  Sm |

“ ) [ o . . |
Justification:

{Group-2) Risk Appetite Group

This question group captures the risk spetine,

3. {@-2.1) Enter your assessment of risk appetite for the above risk, [Help]
[Betwrtn 10,000,060 and 100, 000,000.00)
Justification:

Figure 26. English Questionnaire

CONCLUSION

SAS Enterprise GRC supports various languages in the the graphical user interface, user data, alert notification e-
mail, and reports.

It supports right-to-left rendering, various date, time, number, and currency formats, suitable security mechanisms,
and customizable workflows for a distributed enterprise.

e  Multiple languages
e  Graphical user interface and user data
e Alert notification e-mail
e Reports

e Right-to-left rendering support

e Date, time, and number formats

e Currency

e  Customizable workflow
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e  Security
e Diversity of business structure
In conclusion, SAS Enterprise GRC is a perfect product to manage nonfinancial risks in a distributed enterprise.

The SAS Legal Department is currently implementing SAS Enterprise GRC to manage compliance processes across
a number of roles and departments at SAS. Other SAS departments — including SAS Finance and SAS Ergonomics —
are beginning SAS Enterprise GRC implementations to provide standard out-of-the-box workflow, and repeatable,
reportable processes for conducting audits and providing employees with ergonomic workstations. SAS Enterprise
GRC has been implemented for more than 80 customers, from financial services, energy and utilities, manufacturing,
and retail to public sector, and from local to distributed enterprises.
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