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EZ AT e Fe%ipj]fﬁd
Mar 14 22:12:36 hostname sshd[11235]: pam unix(sshd:session): session opened
for user root by (uid=0)

Mar 14 22:12:57 hostname sshd[11266]: Authentication refused: bad ownership or
modes for directory /home/sas
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http://support.sas.com/resources/thirdpartysupport/v93/appservers/
ConfiguringJdBossWebAuth.pdf
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http://support.sas.com/resources/thirdpartysupport/v93/appservers/IWAJBoss.pdf
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http://support.sas.com/resources/thirdpartysupport/v93/appservers/
ConfigureJBossforSSLandClient-CertAuthforSAS9.3.pdf
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LI IR
DR RIS RV R IE] JBoss [l [V login-config.xml 1%
THRR2: J%].]EE{ Transport Service iy web.xml ﬁ F*[L_,FIJ

"HER3 ¢ A Transport Service [iY jboss-web.xm HEF

WA OREVEN AR 0] JBoss | %””BJ login-config.xml fifi %’

7+ JBoss i Jf =R Hl]%iﬁl??ﬂ R A ’F’LE‘[J =) T Il SAS Mobile Bl
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JBoss-home/server/SASServerl/conf/login-config.xml

2 PR i e

<application-policy name="policy-name">
<authentications>
<login-module code="value" flag="value"
..module options for site-specific login module. ..
</login-module>
<login-module
code="com.sas.services.security.login.jboss.JBossTrustedLoginModule"
flag="optional">
<module-option name="host"s>metadata-server-host-machine</module-option>
<module-option name="port"smetadata-server-port</module-option>
<module-option name="repository">Foundation</module-option>
<module-option name="domain">web</module-option>
<module-option name="trustedpw">
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trusted-user-encrypted-password</module-options>
<module-option name="trusteduser">sastrust@saspw</module-option>
</login-module>
</authentications
</application-policy>

EE(’?’FLE‘IJ% & Jariﬁ?ﬁ %iﬂl**ﬂﬁﬁlt
i+ policy-name Hlf‘,{g SAS Mobile BI ﬁ’gl YRGB (BT
SASAppllcatlonLogln iPad) -
JT—‘{‘ — B B PR Fﬁ*ﬁFﬁﬁu Web ffi ™ [ ffli = |f U‘& ! ‘L”?“fﬁ o I ﬁ%%ﬁaﬂ
I
" fy] : JBoss login-config.xml ﬁi’if[[ﬁfjﬁiipﬁﬁgjﬁ AT, (Y59 )

http://support.sas.com/resources/thirdpartysupport/v93/appservers/

ConfiguringdBossWebAuth.pdf

RI#r com.sas.services.security.login.jboss.JBossTrustedLoginModule ElthfJﬁﬁl
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HER2: ,q\rfﬁi Transport Service [ web.xml ‘ﬁ }F' -

SAS Visual Analytics Transport Services fv web.xml ,[ f'ﬁL,Fl & 3 F £
WG LR A 2 P EPRIOR S o T R IRREA T PR gt ]Z—ﬁ’
W il *’J“bf“ﬁfjlﬁu—“m iqwﬁ‘:“ﬁ -

1 F3 37 \Fr.'jéﬁat F[I'Ef’gﬂ SllkiE

JBoss-home/server/SASServerl/deploy sas/
sas.visualanalyticsservices6.l.ear/
sas.bitransportservices.war/WEB-INF/web.xml

b%ﬁﬂ\_f’&‘

o g[fﬁlgﬂj Web

\C b

2 TR e S B Web RRE ELELFEY security-constraint - login-config 1
security-role =4 S EHE » [ B

<!-- uncomment for BASIC Auth
<security-constraints>
<web-resource-collection>
<web-resource-name>TransportLogin</web-resource-name>
<url-pattern>/onebi/logon</url-pattern>
<http-method>POST</http-method>
</web-resource-collection>
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<auth-constraint>
<role-name>SASWebUser</role-names>

</auth-constraint>

</security-constraints>

<login-config>
<auth-method>BASIC</auth-method>
<realm-name>SASrealm</realm-name>

</login-config>

<security-role>
<role-name>SASWebUser</role-name>

</security-role>

-=>

(g s F I%Bﬁﬁéfgjz;@r—z,a

HWEE3: ?*r'}ti@ Transport Service [Y jboss-web.xml % EHEuT
SAS Visual Analytics Transport Services [ jposs-web.xml ?Z[ 1—’F' ORI R
J‘—ﬂ«%?fﬂ SZRUBANL TR IR Web BRRErd = (Aflsp 74 - lﬂ@ﬂ;{m% Ll o Zgﬁijm

1
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JBoss-home/server/SASServerl/deploy_sas/
sas.visualanalyticsservices6.l.ear/
sas.bitransportservices.war/WEB-INF/jboss-web.xml

F5 1 context-root #[1 security-domain 7 2 - I B

<!-- uncomment to use BASIC Auth

<jboss-web>
<context-root>SASVisualAnalyticsTransport</context-roots>
<security-domainsjava:/jaas/SASApplicationlLogin</security-domain>

</jboss-web>
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PR (3 dossvEf f’“*‘Fr I'|H55EL SAS Visual Analytics Web ™ [V i1 2] IWA T3k -
P =t o 7 B BT 7 Windows Affisi- 5 SN IEI“ AR R
[T 9 SAS Web =" J%}h o [Pk PV R HE R Rl Kerberos i ?{ epository
L Active Directory -

ST SAS Mobile BI Web R » 20l ™ 54 B 1 « AUsel ( drpie] - o Bt
SAS Mobile BI [ it (&5 SAS Visual Analytics Web " [FH=* [ Al 002 H £ 44
(191 - Active Directory) » Sffl i A8 & 7 [l 98 -

YR INE £E SAS Visual Analytics Web TEE'JIE?‘?I%@ IWA > '] [I{F £ SAS
Mobile Bl F%{ujii&%%?‘j (ffi™] Active Directory) -

i {7 I%JL SAS Visual Analytics Web /=" [FE=0 1Y
IWA

fi(y] : SAS Logon Manager [~ web.xml #fi%’

ey SAS Logon Manager I web.xml #fi% frud = {47 F - i,:ﬁ”?” 1#‘,@ IWA
fy T T S 0 (R GSS-API % iﬂ%‘sfﬂh (Simple and Protected GSS-API Negotlatlon
Mechanism, SPNEGO A SASWebUsequ I

<security-constraints>
<web-resource-collection>
<web-resource-name>All resources</web-resource-name>
<url-patterns/*</url-patterns
</web-resource-collections>
<auth-constraint»>
<role-name>SASWebUser</role-name>
</auth-constraints
</security-constraint>
<login-configs>
<auth-method>SPNEGO</auth-method>
<realm-name>IWA</realm-name>
</login-config>
<security-role>
<role-name>SASWebUser</role-name>
</security-role>
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#3(7] - SAS Logon Manager [V jboss-web.xml #fi%
I~ kL SAS Logon Manager I jposs-web.xml #{% & f7] o [F=ffi% t:5 SAS Logon
Manager FUZRUANE T > = 5 G RV EER R0 E] Web fesifivd = [hafis (™ AR
HIT)

<?xml version="1.0" encoding="US-ASCII"?>
<jboss-web>
<context-root>SASLogon</context-root>
<gsecurity-domainsjava:/jaas/SASApplicationLogin-IWA</security-domain>
</jboss-web>

iifj] - JBoss login-config.xml {5 [ IWA T * f5i5
I'J™ kL JBoss login-config.xml i Fl1A~ s (A= RIEETT] « Fri - iyl = g =
TRV R < PRI Java Berdr A e fss (JAAS) Jofilii™] Kerberos B -

ki > PRy SASApplicationLogin-IWA Rifl]l » 1 SAS Logon Manager fiV jboss-
web.xml f# % Fl 15 ozl o FERUIIR] JAAS ﬁ{r{l?ﬁfg SAS Web = R =V IWA BE5Er -
et P SAS FREe R ([l i E - R ol i) Jlﬁ i YR

<application-policy name="host"s>
<authentications>
<login-module code="com.sun.security.auth.module.Krb5LoginModule"
flag="required">
<module-option name="storeKey">true</module-option>
<module-option name="useKeyTab">true</module-option>
<module-option
name="principal">HTTP/jbossmachine.company.com@REALM.COM</module-option>
<module-option name="keyTab">/<keytab-home>/<machine-name>.keytab
</module-option>
<module-option name="doNotPrompt">true</module-options>
<module-option name="debug">true</module-option>
</login-module>
</authentications
</application-policy>

<application-policy name="SASApplicationLogin-IWA">
<authentication>
<login-module code="org.jboss.security.negotiation.spnego.SPNEGOLoginModule"
flag="requisite">
<module-option name="password-stacking"suseFirstPass</module-option>
<module-option name="serverSecurityDomain">host</module-option>
</login-module>
<login-module code="org.jboss.security.auth.spi.UsersRolesLoginModule"
flag="required">
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<module-option name="password-stacking"suseFirstPass</module-option>
<module-option name="usersProperties">props/spnego-users.properties
</module-option>
<module-option name="rolesProperties">props/spnego-roles.properties
</module-option>
<module-option name="unauthenticatedIdentity">anonymous</module-option>
<module-option name="debug">true</module-option>
</login-module>
<login-module
code="com.sas.services.security.login.jboss.JBossTrustedLoginModule"
flag="optional">
<module-option name="host">machine.company.com</module-option>
<module-option name="port">8561</module-option>
<module-option name="repository">Foundation</module-option>
<module-option name="domain">web</module-option>
<module-option name="trustedpw">Password</module-option>
<module-option name="trusteduser">sastrust@saspws</module-option>
<module-option name="debug">true</module-option>
</login-module>
</authentications
</application-policy>

R 2B
/7:77,5/ SAS Web [E"AH=CZE IWA iz 117755] /f %‘5 = http:/
support.sas. com/resources/th/rdpaﬂysupport/v93/appservers/
IWAJBoss.pdf -

5

] - F%g SAS Mobile BI [ivEl 7+ &

#i (7] : SAS Visual Analytics Transport Services [V web.xml ffi%’

A TS SAS Visual Analytics Transport Services [l1 web.xml #i% o = 7 2 o
AT Shd il Web Bl TR VB 4 iR SASWebUser 4 = 471 «

s

<security-constraints>
<web-resource-collection>
<web-resource-name>TransportLogin</web-resource-name>
<url-patterns>/onebi/logon</url-pattern>
<http-method>POST</http-method>
</web-resource-collection>
<auth-constraint>
<role-name>SASWebUser</role-name>
</auth-constraint>
</security-constraint>
<login-configs>
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<auth-method>BASIC</auth-method>
<realm-name>SASrealm</realm-name>

</login-config>

<security-role>
<role-name>SASWebUser</role-name>

</security-role>

%ﬁﬂ SAS Visual Analytics Transport Services [ jboss-web.xml #

#@

NIEEfT s Fr SAS Visual Analytics Transport Services fi jposs-web.xml ffi% o [F#3{y]
ERFOREIALE 15 0 5G] Web B2 o 2 1At (T PRV R -

<jboss-web>
<context-root>SASVisualAnalyticsTransport</context-root>
<security-domainsjava:/jaas/SASApplicationLogin-iPAD</security-domains>
</jboss-web>

fify] - JBoss login-config.xml ffi% f[ i JﬁLqE&AﬂP TR

IJI™ kL JBoss login-config.xml A fl 1~ [P =VREFET (] o i s
SASApplicationLogin-iPAD Rifl] » ¥ SAS Visual Analytics Transport Services [i* jboss-
web.xml 1% [ 1 arﬂf; o FLE'[ (B [ﬂ:f S RGE I H ] JAAS LDAP gl jf"[ " Web [&
s Tl i ] Active Directory « 57= |[4fj ! EIIJ?F EET SAS fl1FEETR [' ‘%[E/ggémﬁ?ﬂﬁf
AP 19 2 P T -

[fﬁﬁ_ baseCtxDN # rolesCtxDN EJ@V g PR Fﬁ*ﬁ U A o

<application-policy name="SASApplicationLogin-iPAD">
<authentications>
<login-module code="org.jboss.security.auth.spi.LdapExtLoginModule"

flag="required" »>

<module-option
name="java.naming.provider.url">1ldap://<AD-machine>:389</module-option>

<module-option name="bindDN">ldapuser</module-option>

<module-option name="bindCredential">Password</modue-option>

<module-option name="baseCtxDN">cn=Users,dc=bci,dc=sas,dc=com
</module-option>

<module-option name="baseFilter"s>(sAMAccountName={0})</module-option>

<module-option name="rolesCtxDN">cn=Users,dc=bci,dc=sas,dc=com
</module-option>

<module-option name="roleFilter"s>(sAMAccountName={0})</module-option>

<module-option name="roleAttributeID">memberOf</module-option>

<module-option name="roleAttributeIsDN">true</module-option>

<module-option name="roleNameAttributeID">cn</module-option>

<module-option name="searchScope">ONELEVEL SCOPE</module-option>
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<module-option name="allowEmptyPasswords">false</module-option>
</login-module>
<login-module
code="com.sas.services.security.login.jboss.JBossTrustedLoginModule"
flag="optional">
<module-option name="host">machine.company.com</module-option>
<module-option name="port">8561</module-option>
<module-option name="repository">Foundation</module-option>
<module-option name="domain">web</module-option>
<module-option name="trustedpw">Password</module-option>
<module-option name="trusteduser">sastrust@saspws</module-option>
</login-module>
</authentications
</application-policy>
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