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Overview of Preparing SAS Enterprise Miner for Use

SAS Enterprise Miner 5.1 is the first and only data mining solution that addresses
the entire data mining process. Combined with SAS data warehousing and OLAP
technologies, SAS Enterprise Miner helps companies reveal trends, explain known
outcomes, predict future outcomes, and identify factors that can secure a desired effect.

There are two ways to deploy SAS Enterprise Miner:

0O Personal workstation. In this deployment, Java files, configuration files, and
documentation are stored locally on the client computer. The client communicates
directly with the SAS Workspace Server and the SAS Metadata Server and must
remain connected for the duration of a model training event. The personal
workstation installation is appropriate for single-user configurations.

0 Enterprise client and shared platform server. The SAS Enterprise Miner enterprise
client installation includes only the Java files that are needed for display on the
client computer. All other files are installed on a SAS Enterprise Miner shared
platform server. Enterprise clients connect directly to the shared platform server
process, which handles all communication with the SAS Metadata Server and the
SAS Workspace Server. This installation facilitates multiple users working on
projects collaboratively. Users can work in the same project, disconnect and
reconnect to model training processes, and share mining results packages without
experiencing resource conflicts.

As a best practice, you can deploy the SAS Enterprise Miner client by using
Java Web Start, which enables you to deliver enterprise client files on demand
from a link in a Web document. Java Web Start automatically downloads the most
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recent versions of required files from an application server and stores the files on
the client computer.

Note: For more information about how to deploy SAS Enterprise Miner, see the SAS
Enterprise Miner Help, which is available from within the product. o

During a planned SAS installation, a SAS Metadata Server, an object spawner, and a
SAS Workspace Server are defined and configured and are available for use by SAS
Enterprise Miner. The deployment process also creates a foundation metadata
repository and some initial users.

In addition, if this is not a personal workstation installation, you must perform these
tasks:

0 Create additional SAS Enterprise Miner users.

o Complete the SAS Enterprise Miner configuration wizard.

O Secure the metadata definitions for projects and models that are created by SAS
Enterprise Miner users.

And, you might need to perform these tasks:

O Set extended attributes on the SAS Workspace Server.

0 Add variables to the shell scripts that are used for non-Windows systems.

0 Configure the Apache Tomcat HTTP Server for use with SAS Enterprise Miner.

Configuring SAS Enterprise Miner

When SAS Enterprise Miner 5.1 is delivered, it is preconfigured as a personal
workstation, specifically to run on the same computer with the metadata server and
workspace servers.

If you are using SAS Enterprise Miner on your computer as a personal workstation
or as an enterprise (thin) client to connect to a SAS Enterprise Miner shared platform
server, then you can skip the following sections—“Launching the SAS Enterprise Miner
Configuration Wizard” and “Completing the SAS Enterprise Miner Configuration
Wizard”— and proceed to “Completing the SAS Enterprise Miner Client.”

If the computer hosts the SAS Enterprise Miner shared platform server for
multi-client access, you may need to adjust the configuration, as described in the
following subsection.

Launching the SAS Enterprise Miner Configuration Wizard

To launch the SAS Enterprise Miner configuration wizard, complete the tasks that
are applicable to your operating environment. See the following table.
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Table 1.1 Tasks for Launching the SAS Enterprise Miner Configuration Wizard in
Different Environments

Name of Operating Environment Tasks to Perform

UNIX Execute the emconfig script by entering
[emroot]/emconfig.

Windows Select Start » Programs » SAS » Enterprise
Miner EM 5.1 Advanced Configuration.

Completing the SAS Enterprise Miner Configuration Wizard

Here are the steps that you must follow to complete the SAS Enterprise Miner
configuration wizard:

1 In the first wizard window, enter the login information for the SAS Metadata
Server.

SAS Enterprize Miner Configuration - SAS Metadata Server Login

Enterprise
M iner Host: Ilocalhos‘t

5 l1 Part: IH

U=zer natne: iy o mmEin iy

Password: I

built by =
powered by

-

[ Remember passveord

Help | Cancel | = EEk: | Mext= I st |

a Enter the network address of the Host on which the SAS Metadata Server is
running.

b Enter the Port on the host. The default port is 8561.

¢ Enter the name of the user of this installation of SAS Enterprise Miner. The
user must have a login name for the specified SAS Metadata Server. For the
Windows platform, if SAS Enterprise Miner is installed on a different computer
than the SAS Metadata Server, then enter the fully qualified domain name. For
example, enter mydomain\myaccount.

d Enter the Password for the user name that you entered.

e Select Remember password to save the user’s password in encoded format along
with the SAS Enterprise Miner login properties. If you do not select this check
box, then the user will be prompted to supply a password each time a SAS
Enterprise Miner Shared Platform Server or Personal Workstation is launched.

When you are finished, click [Next].

2 Verify the repository name, authentication domain, and the shared platform server
port.
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SAS Enterprize Miner Configuration - Main Settings

Enterprise

M| ner Metadata Repository: IFoundation LI

51

Authentication Domair: ~ [Defaututh =]

Erterprize Miner Shared Platform

built by m
powered by

|

Part [s0og|

Help | Cancel =Back | Mext= I Finizh |

a The name of the foundation repository is shown for verification. If multiple
repositories are present, they might be displayed for additional verification.

b Select the Authentication Domain that contains the user name that was
specified in the first wizard window. Typically, all SAS Enterprise Miner users
are assigned to the same authentication domain.

¢ If you are configuring the SAS Enterprise Miner Shared Platform, you can enter
the Enterprise Miner Shared Platform server port, which is the port on
which the Remote Method Invocation (RMI) registry will be listening on this
machine. This port is typically 5099, so it is generally safe to leave it at its
default setting. If an RMI registry is already running on that port, the SAS
Enterprise Miner Shared Platform Server will use it. Otherwise, the Enterprise
Miner Shared Platform Server will launch an internal registry to use that port.

Note: RMI is a standard Java-based protocol provided by Sun Microsystems. It
is used by SAS Enterprise Miner to manage communication between SAS
Enterprise Miner clients and the SAS Enterprise Miner Shared Platform
Server. A

When you are finished, click [Next].
3 Enter optional model storage parameters.
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SAS5 Enterpnize Miner Configuration - Model Repository

Enterprise

Root WebDa' URL (optional);

Ihﬂp: Ihostratme hetdatnain.comMvebcday EMShocdels

Miner
5 1 Groups (optional)

Ebd Group Testing
Eb Secondary Group

built by m

Add
et E |

Cancel | =Back | Mext= | Finish |

a

Users can save model results for later examination by the SAS Enterprise
Miner Model Viewer. To store the model, you write a package of data to a
WebDAV area that is managed by an HTTP server. For more information, see
the SAS Enterprise Miner 5.1 Help, which is available from within the product.
The Root WEBDAV URL (Optional) field contains the URL of the WebDAV
storage application. The URL should contain a port number when a number is
applicable, such as http://hostname.netdomain.com:8080/webdav/
EM5Models.

Users can group saved models for investigation and study purposes. To add a
group, click and specify the name and description of the group. To delete a
group, select it in the list and then click [Remove].

When you are finished, click [Next].

4 Verify the settings in the Summary window, then click [Finish].

5 If the computer hosts the SAS Enterprise Miner Shared Platform Server for
multi-client access, you must launch the server. The server’s operation depends on
the metadata server that was launched previously.

Table 1.2

Tasks for Launching the SAS Enterprise Miner Shared Platform Server

in Different Operating Environments

Name of the Operating Environment Tasks to Perform

UNIX

Execute the emserver script by entering
[emroot] /emserver.

Windows

Execute the emserver script by entering
[emroot] \emserver.bat.

Configuring the SAS Enterprise Miner Client

To launch the SAS Enterprise Miner client, complete the tasks that are applicable to
your operating environment.
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Table 1.3 Tasks for Launching the SAS Enterprise Miner Client in Different
Operating Environments

Name of the Operating Environment Tasks to Perform
UNIX Execute the em script by entering [emroot]/em.
Windows Select Start » Programs » SAS » Enterprise

Miner EM 5.1 Client.

1 The client launcher appears.

Start Enterprize Miner E3

Enterprise
Miner

5.1

" Erterprize Client

LI Erfiles: |

built by m
powered by

F ((:_
- Help | Start I Cancel |

This example shows the Personal Workstation selected. The launch window
always begins with the most recent selection.

Note: If this is a personal workstation, click start to launch SAS Enterprise
Miner. You can skip this step for the personal workstation launch by adding the
parameter -noprompt to the UNIX script or Windows shortcut. »

2 If you will be using this machine as a client to access one or more SAS Enterprise
Miner Shared Platform Servers, select Enterprise Client.

Start Enterprizse Miner B3

Enterprise
Miner

5.1

" Personal Workstation

I LI Profiles ... |

& Ente

built by m
powered by

L =

Help | eI I Cancel |

a This selection activates the button. If no enterprise clients have been
defined, the button will be unavailable.



b Click to add and manage profiles of enterprise clients.

3 When you click [Profiles|, the Profile Manager window appears.

Profile Manager X |
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Pewy...

E=olits..

[elete

Test

Cloze

a If the list of profiles is empty, only the button will be active. If the list
contains items, the [Edit] or [Delete] buttons will also be active.
b You can test whether a SAS Enterprise Miner Shared Platform Server is

7

available by selecting the entry and clicking [Test]. A dialog box will appear that

shows the condition of the server.
¢ Click to add an enterprise client profile.

4 When you add or edit an enterprise client profile, the New Shared Platform Profile
window appears.

Mew Shared Platform Profile x|

Marme:

Host: IEr‘rter host name or 1P address here.

Port:

rter a natme for this profile.

ISEIEIEI

Tes=t |

(8134

Cahcel

a Enter a convenient name for the shared platform server into the Name field.

b Enter the host address of the shared platform server in the Host field. This
might take the form of an IP address (for example, 123.123.123.123) or a
domain name (for example, myserver .mynetdomain.com).
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¢ Enter the host port of the shared platform server’s RMI registry in the Port
field. This is typically 5099.

d You can test whether a SAS Enterprise Miner Shared Platform Server is
available by selecting the entry and clicking [Test]. A dialog box will appear that
shows the condition of the server.

e Save the new or edited entry by clicking

5 When enterprise client entries are present, they are selectable in the start
window.

Start Enterprize Miner E3

Enterprise
Miner

5.

{7 Perzonal Workstation

& Enterprize Client

Profiles... |

built by =
powered by

cac
A) Help | Start I Cancel |

a Select the enterprise client that you would like to launch.
b Click to launch the client and connect to the SAS Enterprise Miner
Shared Platform Server.

Customizing SAS Workspace Server Settings

You can set extended attributes on each logical SAS Workspace Server that you are
using at your site.

Table 1.4 Optional SAS Enterprise Miner Extended Attributes for the SAS
Workspace Server

Extended Attribute Description

EM_PROJECT_ROOT The path on the server in which projects should
be stored. The default is to let users specify any

path when they create projects; however, in a
production environment, the best practice is to
specify the path.
EM_ENFORCE_PROJECT_LOCATION Indicates whether to enforce the specified
project root path. As a best practice in a

production environment, set this attribute to ¥
to prevent users from changing the path.
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Extended Attribute Description

EM_SERVER_INIT CODE The path on the server from which SAS
Enterprise Miner retrieves SAS code to execute

when a project is opened. For example, you
might write code to force users to log their use
into an audit trail.

EM_MAX_CPU The number of CPUs to exercise during a
process flow. The default is -1, which enables
each project to use all available processors. To

restrict the number of CPUs, enter an integer.
For example, if you limit the number of CPUs
that each project can use, then more projects
can execute at the same time with less stress on
the computer.

EM_SASCMD The command that SAS Enterprise Miner uses
to start a SAS MPConnect process to run a

node. The default value is
!sascmdv -noobjectserver -nosyntaxcheck
-noasynchio

To add these attributes to a logical SAS Workspace Server, complete these steps in
SAS Management Console:

1 Use your metadata profile to log on to the SAS Metadata Server that contains the
SAS Metadata Repository connection that you want to use.

2 In the SAS Management Console navigation tree, select Environment
Management » Server Manager.
Select a SAS application server that contains a logical SAS Workspace Server.

Select the name of the logical SAS Workspace Server.

EI,@_J Server Manager

= 5 SASMain

T S45Main - Logical Metadsta Server
1155 SaShain - Lagical OLAP Server

T SASMain - Logical SASICOMMECT Sarver

5 Select File » Properties.
6 In the Properties dialog box, select the Extended Attributes tab.

7 Click the button. The first line is highlighted and Untitledl appears in the
Field Name field.
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SASMain - Logical Workspace Server Properties

—

R N T
[ i1

8 Enter the information for each attribute that you want to set. After you complete
each line, click to insert a new line.

Table 1.5 Sample Values for SAS Enterprise Miner Extended Attributes on the SAS
Workspace Server

Field Name Sample Value* Description

EM_PROJECT_ROOT d:\my\praoject\path\ Project tree storage path.

EM_ENFORCE_PROJECT_LOCATIGN User cannot change the
project storage path.

EM_SERVER_INIT_CODE d:\my\server\initialCode.sas Path to server initialization
code.

EM_MAX CPU -1 Use all available processors.

EM_SASCMD sas -config Use an alternate SAS

e:\my\special \sasv9.cfg configuration.

* User-specified values appear in italic.

9 When you are finished, click to save the attributes and close the dialog box.
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Setting Required Variables in UNIX Shell Scripts

For UNIX systems, there are shell scripts that must contain variables that identify
the default Java and SAS Enterprise Miner directory paths. The variables are
EM_HOME and JAVA_HOME. Here are their default settings:

EM_HOME=/opt/SAS/SASEMiner/5.1/EM51
JAVA HOME=/opt/javal.4.1l

If these variables are not already present, then add them to the following shell
scripts.

Table 1.6 UNIX Shell Scripts

Shell Script Description

$EM_HOME/em Java client script

$EM_HOME/emhelp Java client script

$EM_HOME/emserver Java application server (middle tier) script

$EM_HOME/emconfigure SAS Enterprise Miner configuration wizard
script

Also, set the execute permission for each script file.

Customizing the Apache Tomcat HTTP Server

The HTTP server that is recommended for use with SAS Enterprise Miner 5.1 is the
Apache Tomcat 4.1.18 server with integrated WebDAV support. To enable the model
registration and storage functions of SAS Enterprise Miner, you must enable the
Tomcat WebDAV write functionality and define the context path for the SAS Enterprise
Miner Model Viewer application for Tomcat.

Note: Servers other than Tomcat 4.1.18 might have different instructions. A

Note: These instructions assume that the default Windows and UNIX installation
paths were used. The default path for Windows is c: \Program
Files\SAS\SASEminer\5.1\EM51. The default path for UNIX is /opt/SAS/
SASEminer/5.1/EM51. A

1 To enable the Tomcat write functions, remove the comment delineators from the
following block of code in the WebDAV configuration XML file. For example, on
Windows the file is typically found in c¢:\Program Files\Apache Group\Tomcat
4.1\webapps\webdav\WEB-INF\web.xml.

Note: If the comment delineators that are shown in the following code are not
present, then the Tomcat WebDAV write functions are already enabled. 2

<l==
<init-param>
<param-name>readonly</param-name>
<param-value>false</param-value>
</init-param>
-—>



12

Customizing the Apache Tomcat HTTP Server A Chapter 1

2 As a best practice, use the Tomcat Web Server Administration Tool to define the

SAS Enterprise Miner Model Viewer to Tomcat. On UNIX, you can launch the tool
from the machine where Tomcat is installed by entering http://localhost:8080/
admin into a Web browser (like Mozilla). (From a remote machine, enter the
network address instead of localhost.) On Windows, you can launch the tool by
selecting Start » Programs » Apache Tomcat 4.1 » Tomcat Administration.

a In the navigation tree on the left, select Tomcat Server » Service » Host.
b In the display area to the right of the navigation tree, select Create New
Context from the Host Actions drop-down list.
¢ In the Document Base field, enter the path to the viewer. Typically, the path
is c: \Program Files\SAS\SASEMiner\5.1\EM51\jsp\sasmr
In the Path field, enter the context path. Typically, the path is /sasmr.
Click the button. The context is added to the selected Host.

7§ Tomcat Server Administration - Microsoft Intemnet Explorer _ o [=] ]
Fie Edi View Faortes Took  Help | &

o @ S n
Q.0 . 1 3 »| 2 v & &\ . )
Back  Fowsd  Stop  FReflesh Home | Seach Favores Media Histoy | Mal Pt i Discuss
elress [ hitp.127.0.0,1.8080/ admin/inden.sp

Links **

BN

TomcaT, WEE SERVER
2g Ou
ADMINISTRATION TooL Coluiliing

@ X Tomeat Sarer Context (Isasmr) Context Actions BN T
% & Senice (Tomcat-Standalone)
4 Connector (B009) el e
4 Connector (5080) _I _I
988 Host acalhos Context Properties
Lo Cantext (/) ) = ““f;’ii'i“‘@i
@ @ Context (fadmin) - -
& @ Context (fexamples) Cookies True ]
@ @ Context (/manager] | Cross Context [Falze 7]
@ @ Context (tomcat-docs; =
Lo Context Efwehdav) ) Dabiigl vl IE
Logger for Host localhost) Document o \Program Files\$. 5\ ASEMiner\5. T\EMS 1jsp\sasmr
? Context (/sasmr) Base
@ CIResources | Cwverride [False 5]
8 Data Sources Path feasmr
E I
B s | Reloadable. | [l
¥ Ervironment Entries Swiallow Output. | [False ]
Logger for Service (Tomeat-Standalone) Use Maming: [Faise 7]
& Realm for Senice (Tormcat-Standalone) :
e-CIResources Jid | i 1 _>|_vI

As an alternative to using the Tomcat Web Server Administration Tool, you can
manually add the following context coding beneath the <Host ...> tagin the
Tomcat server configuration XML file. The file is typically found in ¢:\Program
Files\Apache Tomcat 4.1l\conf\server.xml.

<!-- EM Model Viewer -->
<Context path=''/sasmr’’
docBase='"'c:\Program Files\SAS\SASEMiner\5.1\EM51\jsp\sasmr’’
crossContext='"'false’’
debug='"'0""
reloadable=''false’’'>
</Context>

Note: If the SAS Enterprise Miner installation path is other than that shown,
change the location of the Document Base (docBase= value). A

If the SAS Enterprise Miner Model Viewer is installed on a Tomcat server on
which Tomcat security is enabled, the installer will need to grant permissions to
Catalina for the model viewer. To accomplish this, you need to add the following
item to the Catalina permissions file, typically located at ¢:\Program
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Files\Apache Group\Tomcat 4.1\conflcatalina.policy or C:\Tomcat
4.1\conf\catalina.policy. Append these lines to the end of the module:

grant codeBase "file:C:/Program Files/SAS/SASEMiner/5.1/EM51/jsp/sasmr/-"
{ permission java.security.AllPermission; }i

where C: /Program Files/SAS/SASEMiner/5.1/EM51/jsp/sasmr/ (or its
UNIX counterpart) is the docBase path to the sasmr application on the local disk,
but with forward slashes even for Windows installations.

Use the Tomcat Web Server Administration Tool to define the SAS Enterprise
Miner Java Web start client deployment to Tomecat.

a In the navigation tree on the left, select Tomcat Server » Service » Host.

b In the display area to the right of the navigation tree, select Create New
Context from the Host Actions drop-down list.

¢ In the Document Base field, enter the path to the viewer. Typically, the path is
c:\Program Files\SAS\SASEMiner\5.1\EM51\jsp\EM5ClientWs.
In the Path field, enter the context path. Typically, the path is /EM5ClientWs.
Click the button. The context is added to the selected Host.

‘3 Tomeat Server Administration - Microsoft Internat Explorer =10 x|

Fie Edt View Favoites Tools  Help \ >
7 JC S »

e 5 B Bl @8 ok O s s 2 |

Back  Fouzd  Stop  Refiesh  Home | Seach Favortes Media  Histon | Mal  Pit  Eci Disouss

Address [&] hitp.//127.0.0.1:8080 adiminvindexjsp B Go | Links ®

Tomcatr WEB SERVER
O 7
ADMINISTRATION ToOL [ ChiniEes |

@ S Tomcat Server Context (EM5ClientWs) Context Actions
@ % senice (Tomcat-Standalone)
4= Connector (3009) Save | | Reset
§r Connector (8080) (o]
@ = Host (localhost) Context Properties
o @ context (1) - =
o @ Context (fadmin)
e @ Context fexamples) Cookies
& @ Context (/manager) | Cross Context
& @ Context (tomeat-docs) Debug Level
& @ Context (webday)
Logger far Host (localhost) | Document Base:
& @ Context (fsasmi) Override
® @ Context (EM5Clientws) Path
§@ CIResources
Data Sources Reloadable:
[ pail Sessions — Swallow Output
D Resource Links Use Naming:
“F Environment Entries
Logger for Senice (Tameat-Standalans) 41| 1 _r"

As an alternative to using the Tomcat Web Server Administration Tool, you can
manually add the following context coding beneath the SAS Enterprise Miner
Model Viewer in the Tomcat server configuration XML file:
<!-- EM Java Web Start Client -->

<Context path=''/EM5ClientWS’’
docBase='"'c:\Program Files\SAS\SASEMiner\5.1\EM51\jsp\EM5ClientWS’ "

crossContext='"'false’"’

debug='"'0""

reloadable=''false’’'>
</Context>

Note: If the SAS Enterprise Miner installation path is other than that shown,
change the location of the Document Base (docBase= value). A

If you used the Tomcat Web Server Administration Tool, complete these tasks to
exit the application:

a Click the [Commit Changes| button.
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b Click the button.

5 Customize the members c:\Program
Files\SAS\SASEMiner\5.1\EM51\jsp\EM5ClientWS\*.jnlp and change all
occurrences of the example network address and HTTP server port from
mycomputer .mydomain.com: 8080 to the proper network address and HTTP server
port number of the computer on which the SAS Enterprise Miner Java application
server is installed. There are two occurrences in em5clientws.jnlp and one
occurrence each in em5static.jnlp, em5un3rd.jnlp, and em5jhall.jnlp.

6 Stop and restart the Tomcat HTTP server to apply the changes.

7 Access the SAS Enterprise Miner client that was deployed by using Java Web
Start at http://mycomputer.mydomain.com:8080/EM5ClientWs.

Securing SAS Enterprise Miner Metadata

For thin-client installations, to secure access to the metadata objects that represent
SAS Enterprise Miner projects, you grant or deny access to individual users or groups
by using the Authorization tab for these metadata objects:

O the SAS Enterprise Miner folder
the Projects folder

o o

individual projects

O

the SAS application server that contains the logical SAS Workspace Server that is
associated with the SAS Enterprise Miner projects.

Note: For stand-alone installations, there is no need to secure the metadata. A

Note: Because all SAS Intelligence Platform applications use the metadata server
when accessing resources, permissions that are enforced by the metadata server provide
the strongest protections that are available in the metadata authorization layer. For
more information, see . A

Note: Currently, you cannot secure SAS Enterprise Miner models. A

Securing Access at the SAS Enterprise Miner Folder Level

To access the Authorization tab for the SAS Enterprise Miner folder in the SAS
Management Console navigation tree, complete these steps:

1 Use your metadata profile to log on to the SAS Metadata Server that contains the
SAS Metadata Repository connection that you want to use.

2 Select Environment Management » Authorization Manager » Resource
Management » By Application.

3 Select the sSAS Enterprise Miner folder.
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T 5AS5 Management Console - BlServer

File Edit %“iew Toolz FRoadmaps Help
| x |

Repositary: Irl Foundation

'Ea SA5 Mansgement Consols =
EQ Environment Managermert

E@ Authorization Manager

J Access Cortrol Templates
J Permissionz

B Resource Managemerit

¢ By Application

E..E! BIP Service

ETL Studio

Guery and Reporting

- Foundation Services

| Models
+-|__| By Location
H-_| By Type
[#-|__| Busines= Report Manager

|2 Otiisct(s)

4 Select File » Properties.
5 Click the Authorization tab.

Note: For help on using the Authorization tab, click [Help|. &

For example, if you deny ReadMetadata access to the SAS Enterprise Miner folder
to UserA, then UserA will not be able to see any projects in SAS Enterprise Miner,
unless you explicitly grant ReadMetadata permission to UserA on the Projects folder
(see “Securing Access at the Projects Folder Level” on page 15).

Securing Access at the Projects Folder Level

To access the Authorization tab for the Projects folder in the SAS Management
Console navigation tree, complete these steps:
1 Use your metadata profile to log on to the SAS Metadata Server that contains the
SAS Metadata Repository connection that you want to use.
2 Select Environment Management » Authorization Manager » Resource
Management » By Application » SAS Enterprise Miner.
3 Select the Projects folder.

¥ 5AS Management Console - BlServer

File Edit “iew Toolz HRoadmaps Help
| X |

Repositary: Irl Foundation

'Ea SAS Management Conzole =i
EQ Environment Managermert

E@ Autharization Manager

J Access Cortrol Templates

|| Permiszions

| ¢ Resource Management

= By Application

-E..El BIP Service

ETL Studio

%} Guery and Reporting b
EE! SAS Enterprize Miner - Foundstion Services
§AS Erterprise Miner

J Models

[+ | Buziness Report Manager

10 Okect(s)
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4 Select File » Properties.
5 Click the Authorization tab.

Note: For help on using the Authorization tab, click [Help|. &

For example, if you deny ReadMetadata access to the Projects folder to UserA, then
UserA will not be able to see any projects in SAS Enterprise Miner.

Permissions that you explicitly set on the Projects folder will override permissions
set on the SAS Enterprise Miner folder.

Securing Access at the Individual Project Level
To access the Authorization tab for an individual project in the SAS Management
Console navigation tree, complete these steps:

1 Use your metadata profile to log on to the SAS Metadata Server that contains the
SAS Metadata Repository connection that you want to use.

2 Select Environment Management » Authorization Manager » Resource
Management » By Application » SAS Enterprise Miner.

3 Select the Projects folder.

4 In the display area to the right of the navigation tree, select the project that you
want to secure.

' SAS Management Conzole - BlServer =] |
File Edit “iew Toolz FRoadmaps Help
@ B3 X
Repository: Irl Foundsation ﬂ
W) SAS Managemernt Console 1= Naime: | Description |
EI--Q Environtrent Maragemet li Athleticthoes Erterprize Miner Project

EI.Q) Athorization Manager ﬁ CampingEcuip Enterprize Miner Project

-] Access Cortrol Templates
J Permissions
E!---.‘ Rezource Managetmert
¢ By Application
R BIP Service
ETL Studio
Guery and Reporting
SAS Enterprise Miner -

|| Madels
i I—-E SAS Enterprize Miner - Foundstion Services
J By Location

=-{_] By Type

-] Business Report Manager

-0 Data Library Marsger

11Tl Metadata Manacer =

I IE D10 §VSAEMetasdmin IFQ L0118 © 8361

5 Select File » Properties.
6 Click the Authorization tab.

Note: For help on using the Authorization tab, click [Help|. 2o

For example, if you deny ReadMetadata access to the CampingEquip project to
UserA, then UserA will not be able to see the CampingEquip project in SAS Enterprise
Miner. If you grant ReadMetadata but deny WriteMetadata, then UserA will be able to
open the project but will not be able to save changes or delete it.

Note: If you have been denied ReadMetadata permission to the Projects folder
that contains the project that you want to use, then you will not be able to physically
navigate to the project even if you have been explicitly granted ReadMetadata
permission to the project. 2
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Securing Access at the SAS Workspace Server Level
To access the Authorization tab for a SAS application server in the SAS
Management Console navigation tree, complete these steps:

1 Use your metadata profile to log on to the SAS Metadata Server that contains the
SAS Metadata Repository connection that you want to use.

2 Select Environment Management » Authorization Manager » Resource
Management » By Location.

3 Select the SAS application server that contains the SAS Workspace Server that is
associated with your SAS Enterprise Miner projects.

T S5AS Management Console - BlServer

File Edt View Tools HRoadmaps Help
= | x |

Repository: I" Foundation

@ SAS Management Consale =
Elgl Environment Marnagement
=48] Authorization Manacer
_| Access Contral Templates
_| Permizzions
E|. Resource Management
_| By Application
EI.' By Location
- -3 OLE DB Server
# Shlain
o [-{=] Orion Star Financisl
H-[_| By Type
|| Business Report Manacer =l

2 Object(s)

4 Select File » Properties.
5 Click the Authorization tab.

Note: For help on using the Authorization tab, click [Help|. 2o

For example, if you deny ReadMetadata access to the SASMain application server to
UserA, then UserA will not have access to any projects associated with that server.
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